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Abstract—As open radio access networks (O-RAN) progress
into an intelligence-driven era, artificial intelligence (AI)-powered
core functions and applications have recently attracted much
attention. The Al-driven techniques enable near-real-time tasks
such as signal interference classification for large-scale networks.
Accordingly, accurate identification of interference types en-
ables more effective successive interference cancellation, reducing
performance degradation and strengthening reliability in O-
RAN-based mobile networks. Since quantum computing remains
energy-intensive and limited by current hardware capabilities,
hybrid quantum-—classical machine learning offers an efficient
alternative. However, adversarial robustness and explainability
remain critical challenges for such hybrid models, as emerg-
ing perturbation-based attacks can easily distort their decision
boundaries. This work presents Q-SHIELD, a quantum-assisted
defense framework that enhances robustness and explainability
via trusted-manifold-guided quantum state transformations and
fidelity-based boundary reinforcement. Q-SHIELD is evaluated
under various poisoning attacks and adversarial attacks. Using
a public dataset from real O-RAN testbeds, Q-SHIELD attains
98.2% accuracy in common cases and maintains 84.7% accuracy
in worst-case conditions, even under strong adversarial attacks,
e.g., quantum projected gradient descent. For explainability,
Q-SHIELD emphasizes causal compactness, achieving a drift
correlation of 0.988 and sufficiency/comprehensiveness scores of
0.871/0.007 on the top 20% features. These results outperform
adversarial-training baselines by up to 35% in defense perfor-
mance. The results show that Q-SHIELD can deliver robust
quantume-assisted services for the intelligent O-RAN.

Index Terms—Secure quantum machine learning, robust signal
classification, adversarial attacks, quantum learning explainability

I. INTRODUCTION

HE evolution toward intelligent, software-defined radio
access networks has accelerated the adoption of artificial
intelligence (AI) in open radio access networks (O-RAN) mi-
croservices, such as radio signal classification for interference-
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aware xApp services [1]], [2]]. Recent efforts have further
explored the integration of hybrid quantum machine learn-
ing (QML) models within wireless communication networks,
where network data are encoded into high-dimensional Hilbert
spaces and processed via variational quantum circuits or quan-
tum kernels [3], [4]. While this paradigm enables expressive
decision functions under stringent latency constraints such as in
O-RAN, it simultaneously introduces new vulnerabilities that
are not present in purely classical learning. In particular, the
interaction between classical feature extractors and quantum
encoders creates a cross-layer interface where adversarial per-
turbations can be amplified through quantum state evolution,
raising critical concerns for reliable deployment in interference
classification tasks. As a result, this work focuses on hybrid
quantum-classical interference classification in O-RAN and
studies how such models behave under adversarial conditions
that affect input representations and quantum state dynamics.

Two key technical challenges arise in this context. First,
hybrid QML models remain difficult to interpret, as the com-
bined effects of classical feature extraction, quantum encoding,
and measurement collapse obscure the relationship between
input perturbations and final decisions [3[|—[7]. Second, the
disaggregated and software-driven nature of O-RAN intro-
duces new adversarial surfaces, where attackers can exploit
exposed analytics interfaces or manipulate XxApp deployment
pipelines [8]—[14]. These threats manifest both at the system
level (e.g., Y1-consumer abuse of radio access analytics [15])
and at the model level (e.g., supply-chain compromise of
QML-enabled xApps [10]), highlighting the need for an ef-
ficient framework that jointly considers robustness and in-
terpretability in hybrid quantum-classical pipelines. Despite
recent advances, existing studies either focus on adversarial
robustness in classical models without accounting for quantum
encoding effects, or analyze QML vulnerabilities in isolated
settings without considering deployment constraints such as
near-RT RIC latency and E2-based data flows. This leaves
a critical gap in understanding and securing the classical-
quantum interface in practical O-RAN deployments. To address
this gap, this paper proposes a hybrid quantum-classical inter-
ference classification framework and evaluates its robustness
under adversarial conditions that explicitly target both classical
inputs and quantum representations. Furthermore, the study
incorporates fidelity-based constraints and interpretable circuit
diagnostics, enabling traceability of decision behavior through
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Hilbert-space sensitivity analysis.

The remainder of this paper is structured as follows. Sec-
tion [[] related studies. Section [[]] outlines the system model.
Section m details the threat model assumption, and Section M
presents the proposed defense method. Section [VI] delves
into the details of the model performance evaluation. Finally,
Section |VII| conclusions and points out possible future work.

II. RELATED WORK

This section reviews prior work relevant to adversarial
robustness and explainability in hybrid quantum-classical sys-
tems in O-RAN environments. We focus on three complemen-
tary dimensions: (i) system-level attack surfaces in O-RAN,
(i1) adversarial robustness techniques in quantum and hybrid
learning models, and (iii) explainability methods for QML.

A. Adversarial Vulnerabilities Across O-RAN Interfaces

The modular and Al-native architecture of O-RAN signifi-
cantly broadens the adversarial attack surface across both data
and control planes [16]], [[17]. As illustrated in Fig. m six key
attack surfaces emerge across the O-RAN architecture under
practical deployment constraints: () OTA attacks: the UE-
O-RU wireless link is susceptible to jamming and spoofing
that introduce stealthy perturbations into raw I/Q signals and
degrade PHY-layer fidelity [[11]]; @ O-FH attacks: adversaries
may manipulate CSI or telemetry exchanged between the O-
RU and O-DU [18]; @ F1/E1 attacks: compromised interme-
diate data streams can propagate manipulated measurements
toward higher-layer network functions [19]; @ E2 attacks:
performance metrics and spectrograms exposed to the near-
RT RIC can be manipulated at inference time to mislead ML-
driven xApps [20]; @ Ol attacks: adversaries may exploit
configuration and management paths to inject stealthy triggers
or manipulate model updates at the non-RT RIC [2]; and ®
0O2/CI-CD attacks: backend compromise may enable white-
box model access, trojanized xApps, or orchestrator backdoors
through software supply-chain attacks [21], [22].

Generally, adversarial vulnerabilities in O-RAN are often
aligned with ingress (I), inference @), and orchestration ®),
where QML-powered xApps are most exposed. Recent studies
reinforce these architectural concerns. For example, inference-
time attacks via telemetry spoofing on the E2 interface are
shown to degrade xApp decision integrity [[11]], [20]. Controlled
experiments on O-DU and O-CU units validate how timestamp-
aware perturbations induce CSI misalignment [17], while
Rimedo Labs reports highlight the risk of spoofed KPMs [[18].
Additionally, CI/CD compromise and poisoned Al updates are
demonstrated as practical risks through supply-chain poisoning
attacks in [2], [21]]. Recent analyses by [22] further reveal the
orchestration risks posed by misconfigured plugins and third-
party packages, especially in open RAN marketplaces.

While prior works have analyzed classical xApp poisoning
and OTA signal perturbations [11], [[16]], [20]], inference-time
threats against hybrid xApps, particularly those manipulating
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Fig. 1: Attack surfaces in O-RAN with step-wise service flow.

quantum encodings via telemetry ingress or trojaned deploy-
ment pipelines, remain largely unexplored. The threat model
(Sec. inherits key attacks (QC-FGSM, QC-PGD, QC-
Poison) in [23] that directly map to surfaces (D), @, and & .

B. State-of-the-art Quantum Adversarial Threats Defenses

QML is progressing from theoretical foundations toward
practical hybrid quantum-classical implementations, with fully
quantum systems remaining out of reach due to the ab-
sence of scalable commercial quantum hardware [24]. At this
early stage, ensuring robustness against adversarial threats has
emerged as a critical research frontier [25]. As summarized in
Table[I] the strategies can be categorized into three paradigms:
(i) stochastic encoding and quantum noise-based defenses, (ii)
quantum-aware optimization and regularization techniques, and
(iii) collaborative or transfer-based learning.

The first category of defenses mitigates adversarial gradi-
ents by introducing stochastic input transformations and noise
handling. Techniques such as random basis encoding and
quantum error correction reduce the success of gradient-based
attacks, e.g., quantum fast gradient sign method (QC-FGSM),
quantum projected gradient descent (QC-PGD), by injecting
controlled randomness during quantum state preparation and
also the common adversarial training technique [21], [30].
The second category of defenses focuses on architectural or
training-time circuit adaptations aimed at improving robustness
by reshaping the quantum model’s optimization. Gradient-
free optimization and barren plateau avoidance schemes have
been explored to mitigate adversarial sensitivity and vanishing
gradients issues [27]], but their high computational overhead
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TABLE I: State-of-the-art quantum adversarial defenses compared to Q-SHIELD

Perturb.

Category Study Threat Defense Strategy Methods Timing Scaling Limitations
Stochastic / Noise [21] FGSM, PGD Random Enco + QEC  Gradient obfuscation Training X Requires shared keys?®
(Adversarial Training) [26] I-FGSM, Lo Depolarization noise Quantum diff. privacy Inference X Accuracy-noise trade-off
[27] Gradient-based Grad-free optimize Barren-plateau resistance  Training X High computation cost®
Optimization / Reg. [25] Gate noise Circuit regularization Hilbert-space smoothing Training X Not tested on hybrid
[28] Universal pert. Metric alignment Circuit-metric optim. Training X Depth-sensitive®
JO—— . [12] Universal pert., noise  Q-transfer learning TQ-Learn Both X Noisy-QPU instability
Collaborative / Transfer [29] Evasion attacks Fed-adversarial train Client aggregation Training X Focused on detection only
Ours Poisoning, drift QST + Q-DBR Fidelity based filtering Both v Fidelity estimation cost

2 Key sharing difficult in federated/hybrid settings. ® Gradient-free optimization costly on large circuits. ¢ Circuit depth tuning fragile to hardware noise.

and limited generalizability to hybrid pipelines present unseen
challenges. Other techniques leverage Hilbert space regular-
ization or circuit metric alignment to increase robustness [25],
[28]], but require fine-tuning of quantum circuit depth and hy-
perparameters, making them sensitive to hardware noise [31]].
The last category of defenses incorporates collaborative
training settings such as federated learning [32], [33]] or transfer
learning. In these frameworks, robustness is pursued through
distributed aggregation or knowledge reuse across clients [29],
detecting certain evasive attacks, e.g., QC-FGSM, quantum
iterative gradient sign method (QC-IGSM), QC-PGD, and a
hybrid of QC-IGSM and QC-PGD. These methods, while
promising in decentralized environments, often neglect the
interaction between input perturbations and quantum encoding
fidelity in hybrid models. Meanwhile, approaches such as noise
saturation [12]], [34] introduce stochasticity during training
to enhance generalization, but lack explicit mechanisms to
address adversarial gradient flow at the quantum gate level.
Generally, hybrid models are vulnerable to training-time
poisoning and gradient-based attacks. For example, the attacker
can manipulate parameterized encodings and variational deci-
sion layers [35]. Existing defenses often freeze or randomize
the encoder, yielding brittle margins and worst-case risk under
random and uncontrolled poison. To address the limitations,
we propose a layered defense that jointly constrains the en-
coder and the variational head via encoder-aware sanitization,
contrastive boundary reinforcement, and adversarial training.

C. Explainability in Quantum Machine Learning

In QML, robustness alone is insufficient for deployment:
models must also be explainable and trustworthy to support
verification, debugging, and accountability. This is especially
important because QML models can inherit fragility from
high-dimensional Hilbert-space geometry (e.g., concentration-
of-measure effects), where small perturbations may induce
disproportionately large changes in the learned representation,
making failures hard to diagnose without principled attribution
mechanisms [36], [37]. Moreover, the immaturity of quantum
software engineering (limited debuggers, static analysis, and
standardized testing workflows) further complicates validation
of complex quantum programs and can conceal subtle failure
modes or malicious behaviors [38]].

Existing explainability methods for QML primarily focus on
interpreting variational quantum circuits and hybrid quantum-
classical models through attribution, visualization, or sensitiv-
ity analysis. Gradient-based attribution identifies influential cir-
cuit parameters, while Shapley-value methods quantify qubit-
level feature importance, as demonstrated by SVQXs [39].
Frameworks such as ExQUAL [6] and QRLaXAI [40] further
extend these ideas to hybrid models by combining classical
explainability techniques with quantum representations. Com-
plementary visualization systems such as VIOLET [7]] expose
encoder and measurement behavior, whereas tensor-network
approaches provide interpretable low-rank representations of
quantum operators [41]]. Collectively, these studies have es-
tablished a foundation for explainable QML, although they
differ substantially in their interpretation granularity and target
applications. Within 6G and O-RAN research, explainability
is increasingly recognized as an essential requirement for
transparent and accountable Al operation [42], [43]. How-
ever, as summarized in Table [[I} existing QML explainability
methods primarily emphasize attribution or visualization of
isolated quantum components. Key research gap is that they
do not explicitly relate quantum-state perturbations to decision
robustness in hybrid inference pipelines.

TABLE II: Summary of SOTA Explainable QML

Scope  Ref. Method Model A* V G
51 Q-LIME Theoretical-QNN  x v X

Full QML [7]  Vis. (multi-view) Vis. system X v X
[39] Shapley (VQC) SVQXs v ox Vv

[40] LIME+SHAP-QRLaXAI  Vision (QRL) v v X

Hybrid [41] LIME QSvC v X X
Ours Fidelity-Weighted Attr. HQML v v X

* A: Attribution; V: Visualization; G: Gate-level granularity explanation

Generally, building upon existing attribution methods such as
SHAP and LIME [44]], this work addresses the aforementioned
gap by introducing a fidelity-weighted attribution scheme that
scales feature importance according to the quantum-state fi-
delity between clean and perturbed encodings. This establishes
an explicit connection between classical feature attribution and
quantum-state sensitivity, providing more informative explana-
tions of hybrid model behavior under adversarial perturbations.
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D. Contributions

Unlike randomized encoding obfuscation [21], this work
jointly hardens the quantum encoder and the variational de-
cision head. The approach maintains a baseline snapshot of
the quantum-fusion parameters and clean-state statistics so
that drift can be measured and reinforced resets triggered
whenever a poisoning threshold is crossed. Key contributions
are summarized as follows.

e We propose a novel defense technique, namely Q-
SHIELD, which transforms inputs via quantum state
transformation (QST), blends repairs when states drift
from the class manifold, and keeps quantum feature
centers separated via decision-boundary reinforcement.
This aims to tighten margins against evasion attacks and
quantum poisoning attacks.

e« We propose a min-max adversarial training framework
that defends against QC-FGSM and QC-PGD attacks by
jointly perturbing inputs and quantum encodings during
the inner maximization step, while injecting stochastic
circuit noise to enhance stability. We conduct a com-
prehensive evaluation across multiple robustness metrics,
demonstrating that Q-SHIELD preserves near-clean ac-
curacy (0.982 — 0.974), significantly improves resistance
to QC-FGSM (0.558 — 0.847), QC-PGD (0.160 — 0.736),
and outperforms standard adversarial training baselines by
9-35% under worst-case conditions.

e We introduce a fidelity-weighted explainability mech-
anism for Q-SHIELD, enabling layer-wise attribution
tracking across classical and quantum paths. By scaling
Shapley contributions with quantum-state fidelity between
clean and perturbed encodings, the method projects at-
tribution into Hilbert-space drift, revealing how quantum
encoders sustain markedly lower attribution divergence
under adversarial perturbations compared to classical
components. This quantifies an explainable quantum ad-
vantage in interference-based classification by prioritiz-
ing features with the highest predictive contribution. To
support reproducibility, our reference implementation is
publicly available on GitHuHﬂ

Note that the objective of this work is not to establish
formal quantum advantage in terms of complexity, hardware
efficiency, or throughput. While existing studies and industrial
efforts have reported promising QML capabilities at small
scales [45], [40], further validation is still required before
large-scale commercial deployment. Nevertheless, this does
not diminish the importance of investigating the security and
reliability challenges associated with hybrid QML architec-
tures, particularly as such models can already be deployed
on GPU-based infrastructures and are increasingly viewed as
a potential paradigm for future Al systems. Accordingly, we
treat hybrid QML as an emerging option for O-RAN and focus
on analyzing vulnerabilities at the classical-quantum interface.
Furthermore, the explainability component is not intended as a

Unttps://github.com/Jaredabera/Q- Poisoning- Adversarial- Attack

standalone XAI contribution; rather, it is tightly integrated with
the proposed defense mechanism to interpret robustness behav-
ior and characterize adversarially induced decision drift within
the hybrid quantum-classical pipeline, thereby improving the
trustworthiness of hybrid QML systems under attack.

III. SYSTEM MODEL AND PROBLEM FORMULATION

We consider an intelligent interference classification xApp
deployed in the near-RT RIC of O-RAN. The xApp integrates
a classical convolutional neural network (ResNet-18) backbone
for feature extraction with a hybrid variational quantum classi-
fier (VQC) for decision-making. Its objective is to distinguish
the signal of interest (SOI) from continuous-wave interference
(CWI) for real-time jammer detection The end-to-end pipeline
comprises (1) UE—RAN sensing: the UE transmits uplink
radio signals that are measured at the RAN (RU/DU/CU),
producing KPMs and IQ samples converted into spectrograms;
(2) convolutional neural network (CNN) feature extraction:
a convolutional backbone processes spectrograms to extract
feature vectors; (3) data-processing microservice: features are
normalized and mapped into a latent representation z, with
internal messaging to RIC services and optional persistence
in the database; (4) Q-Encoding: a quantum encoder (6)
embeds kz into a quantum state for a VQC, V(Bq), whose
readout yields the classification decision; (5) O-RAN E2 con-
trol loop: closed-loop policy enforcement and actuation toward
the RAN; and (6) E2 agent: request-reply messaging between
the near-RT RIC and the RAN.

To emulate adversarial conditions, a jammer injects CWI
over the same carrier frequency as the SOI during over-the-air
(OTA) transmission. This interference alters the IQ samples
at the measurement stage (Step 1), propagating through the
feature extraction and classification pipeline. The attack sur-
face includes both physical-layer perturbations (via CWI) and
logical-layer threats such as input evasion and poisoning, which
are modeled within the xApp to evaluate robustness against en-
coder drift and adversarial manipulation. The received complex
baseband signal over a time ¢ is expressed as

K
r) = s+ 3 k) £ (), nlt) ~CN(0,6%), (1)
k=1

where 5(t) denotes the SOI, ji.(t) is the k™ jammer, and n(¢) is
complex Gaussian noise with variance o2. Each jammed signal
instance is expressed as

Jr(t) = Akej(%fkt-&-m-&-wk(t))’ )

with amplitude Ay, carrier offset fj, initial phase ¢, and
slow phase noise 1 (t). The raw IQ samples are transformed
into a time-frequency representation using short-time Fourier
transform (STFT) [2[]
2

S(f,7) = ’/r(t)w(t—T)e_ﬂ”ftdt eRTW,(3)
where w(-) is an analysis window, H is the number of
frequency bins, and W is the number of time frames. The
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TABLE III: Table of Notations

Notation Description Notation Description

@ System Mode and Problem Formulation
r(t) Received baseband signal Jk(t) k-th jammer
s(t) Signal-of-interest (SOI) n(t) Complex AWGN noise
S(f, 1) STFT spectrogram F(p,o) Quantum fidelity
H,W Frequency/time bins z CNN latent feature
Uenc Quantum feature encoder q Number of qubits
yi€{0,1} Class label SOI or CWI E[] Expectation operator
p(S) Encoded quantum state V(0q) Variational circuit
M) Quantum measurement fo(¥) Hybrid classifier output

Threat Model and Attack Assumptions

C Complexity of poisoning attack
P Number of variational parameters
d

evasion Complexity of evasion attack
m Number of optimization iterations

Circuit depth €| Dtrain| Fraction of poisoned samples
D(x) Classical-quantum encoder o(x) Adversarial encoded state
dop, Hilbert-space distance ||o — p;|| ¢ dq Quantum-side perturbation
L(-") Task loss (e.g., CE) A={6:]|9]lp<e} Bounded input perturbation set
€ Perturbation radius = Set of quantum noise channels

Q-SHIELD: Proposed Explainable Quantum xApp for Robust Interference Classification
D) Class-c quantum anchors p(c) Class prototype
(0 Class centroid state oi Drift to centroid
p The normalized quantum state e The stored class anchor
LqsT QST loss LDBR Q-DBR loss
Areca )\prot07 )\drift QST Weights )\intra7 Ainter Q‘DBR WCigh(S
T; Drift-gated update weight fRobust Final defended model
Enhancing Q-SHIELD’s Explainability

Dn Global Hilbert drift 1 — F F; Local fidelity (tile )
Si Baseline attribution 87 Fidelity-drift reweighted attribution
z Fused feature vector Ly Class centroid (feature space)
Dcos Cosine drift 1 — (z, uy) d; Drift of feature ¢

resulting spectrogram S(f,7) is normalized and optionally
augmented with cyclostationary features for modulated inter-
ference separation.

The normalized spectrogram S is first embedded into a latent
feature vector z via a lightweight CNN (ResNet-18 backbone
with projection layer). The QAE then maps z into a q-qubit
vector

|¥(2)) = Uene(2) |0)*7, 4)

where Uey. is a data-reuploading feature map. The encoded
state is evolved through a parameterized variational circuit

W, (2)) =V (0,) |¥)(2)), (5)

with 6, denoting trainable quantum parameters. Measurements
M(-) yield quantum features, which are fused with a classical
projection head Cy,(+)

fo(S) = Co. (M(| W0, (2)))) - (6)

The final decision function fy(S) € {0,1} corresponds
to SOI (0) vs. CWI (1). The hybrid workflow leverages
quantum superposition and entanglement for expressive feature
extraction, while classical layers ensure scalable training and
optimization. This structure circumvents the challenges of fully
quantum pipelines in near-term devices, enabling deployable
interference detection in O-RAN edge controllers (e.g., real-
time processing close to the source) without incurring the
thousands of error-corrected qubits required by fully quantum

algorithms in the current noisy intermediate-scale quantum
(NISQ) era [47].

A. RF Classifier Problem Formulation

Let Divain = {(Si,%:)}Y, and Dies; denote spectrogram-
label pairs with y; € {0,1}. The learnable 6 = (6.,6,) pa-
rameters to minimize worst-case risk over admissible classical
perturbations and quantum noise

Hlei]fl E(S,y)N'Dtm;n max = ‘C(fe(s + 5)7 y) ) (7)

SEA, €€

where A = {§ : ||d|l, < €} models bounded state perturba-
tions [27]], [48] (e.g., QC-FGSM/PGD in the classical interface
[35]), and Z parameterizes stochastic quantum channels applied
during the forward pass. To constrain quantum-state drift, we
impose a fidelity guard

F(p(8),p(S +8)) >, (8)

F(p,0) = <ﬁ Jpo \/ﬁ> : : )

with p(S) the encoded state and 7 € [0,1] a minimum
similarity threshold [49]. This objective is designed to in-
tegrate with the defensive stack: encoder-aware sanitization
constrains A, contrastive reinforcement regularizes quantum
embeddings, and quantum-native adversarial training realizes
the inner robustness maximization with realistic channel noise.
The notations used in this paper are presented in Table [ITI]
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Fig. 2: Attack surface of the hybrid ResNet-18+VQC interference-classification xApp in near-RT RIC. Steps (D—(Q) depict the inference
pipeline: (D an input I/Q spectrogram is ingested by the classical backbone; Q-3 the frozen ResNet-18 extracts feature maps and the
quantum encoder maps the projected feature vector into a 6-qubit state U (0 + €) |0)®™ via parameterized single-qubit rotations; @) trainable
variational layers (entangling + Us blocks) transform the encoded state; (5) measurement produces an expectation-value embedding; ®—-7) a
classical fully-connected head performs readout and outputs the final decision. The lower panel summarizes attacker ingress: (A) inference-
time evasion via spoofed/perturbed KPMs or 1/Q spectrograms (A1) injected through the E2/DB data path (A2); (B) training/update-time
poisoning via drifted samples or malicious wrappers (B1) delivered through the CI/CD interface (B2); (C) the O-Cloud/SMO supply-chain
surface (CI/CD pipeline, container registry, model artifacts) enabling white-box exposure; and (D) the resulting impact as decision-boundary

drift, increased FP/FN errors, and incorrect RIC orchestration decisions leading to QoS degradation/resource waste.

IV. THREAT MODEL AND ATTACK ASSUMPTIONS

In the considered O-RAN deployment, an xApp performs
spectrogram-based interference classification using a hybrid
quantum-classical model, where classical encoders and VQCs
jointly process baseband 1Q data from O-DUs via the E2
interface. The adversary aims to compromise this pipeline
either during training or through post-deployment updates
The primary attack vectors include supply-chain infiltration
of unverified XxApp containers, malicious telemetry replay via
O1/E2 interfaces, and compromised quantum-cloud training
environments [[50], [51]. In another scenario, an attacker can
register an unintended RMR (RIC Message Router) message
type during xApp registration, potentially disrupting other
service components [52]]. This vulnerability was identified in
appmgr within the O-RAN Near-RT RIC I-Release.

Building on the modular threat taxonomy outlined in Fig. [I]
and [23]], we now present the core inference pipeline of our
QIC-xApp in the near-RT RIC. The system integrates clas-
sical and quantum modules to support real-time interference
detection across O-RAN interfaces vulnerable to adversarial
manipulation. Fig. [2] depicts the step-wise inference workflow
and highlights attacker entry points aligned with the surface
model in Fig. [T} This architecture serves as the basis for our

threat formulation and motivates the layered defense strategy
illustrated in Fig. [3] below.

Fig. 2| expands the QIC-xApp block detailing the hybrid
classifier architecture and its adversarial hooks. Spectrogram
features extracted by the frozen ResNet-18 backbone are
encoded into quantum states via parameterized rotations (R,
R., R;), processed through variational layers of Us gates, and
measured to produce quantum features for a classical projection
head. The diagram also highlights attack surfaces: input-level
perturbations affecting spectrograms, encoding-level poisoning
through parameter shifts Us(6+-J), and consequential resultant
effect on the optimizer during parameter updates. This connec-
tion illustrates how physical-layer interference (SOI vs. CWI)
and cloud-side adversarial actions impact the decision pipeline.

Following the quantum-cloud adversary model, where ad-
versaries will use quantum resources to support their strate-
gies 53], the attacker could also operate within a third-party
quantum infrastructure where the hybrid model is trained,
possessing partial visibility into the victim’s preprocessing
and data encoding. Specifically, the adversary can access the
labeled training dataset Di.,in, and the classical-to-quantum
encoder ®(x) that maps spectrogram features into quantum
states [10]]. Here, x denotes the latent feature vector obtained
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Fig. 3: Q-SHIELD defense architecture for hybrid ResNet-VQC
interference classification in the near-RT RIC. The system augments
the hybrid inference pipeline (cf. Fig2) and the attack surfaces
outlined in Fig. 1 by introducing two key defense stages: (i) QST at the
classical-to-quantum encoding interface, mitigating encoding drift and
quantum decoherence, and (ii) Q-DBR post-measurement to stabilize
classification against adversarial decision shift. The threat vectors(QC-
FGSM, QC-PGD), and QC-Poison(target telemetry inputs, circuit
encoding, and CI/CD pathways) respectively, and are counteracted
within this modular, xApp-based deployment.

Q streams o

after STFT-based spectrogram generation and embedding (see
Eq. [3), not raw IQ samples. Within this constrained view, the
adversary performs an encoding-level poisoning attack on a
fraction €|Dy;qain| of samples by recomputing their quantum
encodings and constructing density matrices

(x)[0)(0]2(x)",

and then computing quantum distances d,,, = ||o(x) — p;l|
for label reassignment (quantum gate configuration-structure
level). Since each density matrix has dimension 29 x 29, the
cost of computing pairwise distances scales as (29)% = 49,
resulting in Cpoison = O(€|Dirain| - 47). For instance, ¢ = 6
requires 4% = 4096 operations per sample, which is feasible
under current O-RAN constraints (small ¢), whereas larger
q values quickly exceed practical limits, making large-scale
corruption computationally costly.

The same adversary can perform test-time evasion by craft-
ing fidelity-aware perturbations J, that alter encoded states
p(x + dq) toward adversarial regions of the variational land-
scape. Using the parameter-shift rule

Vol (60) = f(0+7r/2);

the complexity becomes Ceyasion = O(2pm - d - ¢*), where p
is the number of variational parameters, m the optimization
steps, and d the circuit depth. This polynomial scaling makes
evasion moderately feasible for small-scale hybrid models but
increasingly expensive for deeper circuits and larger parameter
spaces given the current NISQ-era hardware limitations.

o(x) = (10)

f(0—=/2)

(1)

V. Q-SHIELD: PROPOSED EXPLAINABLE QUANTUM XAPP
FOR ROBUST INTERFERENCE CLASSIFICATION

This section overviews the detail of Q-SHIELD, a layered
defense that augments a hybrid quantum-classical classifier

with two modules: quantum state transformation and decision-
boundary reinforcement. Adversarial attacks such as QC-
FGSM and QC-PGD exploit weak or flat regions of the deci-
sion boundary, while QC-Poison [35] targets the autoencoder
level, manipulating latent representations and corrupting fusion
weights. Q-SHIELD mitigates these threats by applying QST
at the quantum and fusion layers to reduce decoherence and
bias, and decision-boundary reinforcement at the classifier
level to detect and correct margin shifts using parameter-shift
diagnostics (detect shifts in model behavior). Fig. 3| illustrates
attack vectors at the autoencoder and decision-boundary layers
and shows where Q-SHIELD modules intervene to restore
quantum state integrity and stabilize hybrid weights.

Building on the hybrid inference pipeline in Eq. @ Q-
SHIELD augments the same ResNet—VQC—head workflow
with two tightly coupled defense modules: quantum state
transformation (QST) at the classical-quantum interface and
quantum decision-boundary reinforcement (Q-DBR) at the
hybrid decision layer. QST reduces vulnerability to encoder
drift and hybrid perturbations by stabilizing the encoded state
(or measurement embedding) against small input shifts, while
Q-DBR enforces a robustness margin so that adversarial per-
turbations require larger drift to flip the decision.

A. Module I: Quantum state transformation

From a trusted seed set, we form class-conditional anchors
Do) = {p;c)} and maintain two clean descriptors per class:
the normalized prototype p(®) (running, momentum-averaged
anchor) and the centroid ﬁ(c) (mean quantum direction). For
each encoded sample p(S), minimize the following objective

1_<ﬁaﬁ(c)>>+)‘driﬂ<1_<ﬁa /3(6)>)-

12)
This combines (i) reconstruction fidelity, (ii) prototype align-
ment (cosine similarity of the normalized quantum state j to
the stored class anchor p(¢)), and (iii) a drift penalty relative
to the centroid f)(c). Points whose peak fidelity féﬂiix =
max, cr(e) |(pjlp)|? is greater than or equal to the thresh-
old 7 are accepted; otherwise, QST blends the auto-encoded
state toward the nearest anchor using a drift-gated weight
7, = o(r + B9;), where § is the drift-scale hyperparameter
controlling sensitivity to the measured drift §;. The function
o(-) maps the gate argument into [0, 1] for blending. The
term (36; adjusts the gate based on the drift of the current
sample from its class anchor: a larger drift increases the gate
argument, making o(7 + /34;) closer to 1, resulting in stronger
blending toward the nearest anchor. Conversely, if the drift is
small, the gate remains near o(7), preserving the original auto-
encoded state. Thus, 7; acts as a dynamic weight in the convex
combination

ACQST = Arec ||$_$ae” 1+/\proto(

pl = (1*7’7;) Pae + Ti Panchor; 13)

where p,. is the auto-encoded state and panchor 1S the nearest
class anchor. This adaptive correction improves robustness by
reducing distortions caused by adversarial attacks.
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B. Module II: Quantum decision-boundary reinforcement

To harden the variational classifier, we enforce large quan-
tum margins with

LpBR = AintraE(i jyes[— log F(pi, p;)]
+)\interE(i,k)€'D [log ]:(Pi, Pk)] 3

where S and D denote same-class and different-class pairs,
respectively, and F(-,-) is quantum fidelity. The first term
tightens intra-class similarity, while the second penalizes cross-
class overlap. This step is named quantum decision-boundary
reinforcement (Q-DBR). Q-SHIELD maintains a baseline snap-
shot that (i) stores the quantum-fusion parameters defining the
anchored circuit and (ii) records the clean-state feature mean
along with drift statistics captured immediately after training.
At the end of each epoch, this snapshot is updated by saving
fusion weights, class prototypes, and drift estimates. During
evaluation, cosine drift is monitored, and whenever it exceeds
the learned threshold, the circuit is redirected toward the stored
anchor before scoring. This layered reset mechanism enables
the model to recover dynamically when a poisoning attempt
perturbs circuit configurations.

Algorithm [1] couples adversarial training filtering with Q-
DBR reinforcement. Lines 1-4 build per-class quantum anchor
manifolds and centroids from Dge.q. Lines 5-13 score each
encoded sample by peak fidelity and centroid drift; points
above the fidelity gate are kept, while others are drift-weighted
blends toward their nearest anchor before entering Dejean.
Training on D,y With the fidelity-aware and Q-DBR loss
yields the final hybrid robust model.

For quantum adversarial training (QAT), we defend against
quantum-native test-time adversaries by solving a min-max op-
timization that perturbs inputs and injects quantum noise chan-
nels = (e.g., depolarizing, amplitude-damping) during training.
The inner maximization is implemented via QC-PGD using
parameter-shift gradients under near-real-time constraints, as
shown in Eq. We compare our approach with existing
QAT baselines. At each update, QC-FGSM/PGD perturbations
are applied to spectrogram inputs and propagated through the
variational circuit with stochastic quantum noise to ensure
stable convergence. The resulting objective

(14)

min max L(fo(z 4 0),y)

15)
0 |lo]l<e

encourages the model to learn quantum features that remain
predictive under bounded RF manipulations.

C. Explainability for signal classifier in Q-SHIELD

Spectrograms are high-dimensional time-frequency objects
with structured correlations that can challenge conventional
feature extractors. Quantum feature maps and variational cir-
cuits offer an alternative representation by embedding such
data into Hilbert space, where distances and overlaps between
encoded states can capture discriminative structure [3]. Re-
cent hybrid quantum-classical models have reported accuracy
and generalization gains on selected radio classification tasks,

Algorithm 1 Multi-layer defense algorithm in Q-SHIELD

Require: Hybrid model fp, Training set Dypin =
{(zs,y:)}Y,, seed subset Dged C Digin, encoding
circuit Ugpeode, F threshold 7

Ensure: Filtered/repairable dataset Dejeqn

1: for each class ¢ do

2 Mg {Uencose(@;) | (25,45 = ©) € Dicea}

3: ’1/1(6)> — W Z\e)e/\/{f;i’ % > class centroid
4: end for

5: Dclean — @

6: for each (x;,y;) € Diwain do

7: ‘wl> «— Uencode(xi)

8  Fmax(®i) + MaX, ) o g ) (0])]? > F to seed
9 81— [P |y > cosine drift
10: Ti < o(T + Bd;) > learned gating on reconst
11: if Fax(z;) > 7 then

12: Detean < Detean U {(24,9:)} > retain clean sample
13: else

14 1/)1' < arg maX|9>erji) <0|1/)z>|2

15: Replace encoded state: |1);) < (1 —73) [t;) + Taths
16: Add repaired pair (2;,¥;) t0 Delean

17: end if

18: end for

19: return Train fy on Deean — fRobust

while remaining compatible with modular O-RAN deployment
through xApps on the near-RT RIC [35]], [54].

The opacity of variational quantum models motivates ex-
plainability methods adapted from classical XAl and extended
to quantum settings. Current approaches include circuit and
feature-level attribution and visualization for VQCs and hybrid
pipelines [S[|-[7], [39]l, [40], [55]. In this work, the Q-SHIELD
training loop, quantum state transformation (QST) with class
prototypes and quantum decision boundary reinforcement (Q-
DBR) with margin regularization, are leveraged to define and
visualize Hilbert-space drift per instance, and to couple this
drift with fidelity-weighted attribution for hybrid inference.
Furthermore, explainability supports adversarial robustness by
exposing circuit-level vulnerabilities and anomalous decision
paths, ensuring secure deployment in mission-critical O-RAN
environments. By combining quantum computational advan-
tages with interpretability frameworks, this work advances the
development of robust radio interference services.

D. Enhancing Q-SHIELD's explainability

The Q-SHIELD framework integrates quantum state trans-
formation with decision boundary reinforcement to maintain
class prototypes and track feature drift in hybrid quantum-
classical xApps. During training, drift is computed as one
minus the cosine similarity between normalized fused quan-
tum features and their class prototypes, while momentum
updates preserve reference anchors for post-hoc correction.
To extend this mechanism toward interpretability, the present
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Algorithm 2 Drift mapping and attribution algorithm

Require: Input x, tiles {¢ ‘f, encoder Ug,c, shots S, baseline
{s;}, class center p,, gains -y, A
90 Uene (%) ON0|UL, . (x)
z < FuseFeatures(pg); Deos < 1 — (2, ty)
for ; =1 to d do

x(® ¢« PerturbTile(x, 1)

pi 4= Uenc(x)0)0] U, (x7)

F; + FidelityEstimate(po, pi; S)

d; <+ 1 — F; as in (Eq. [9);

5t si(1— F2)(1+7Deos) (1 = Alz, 1)
end for
Normalize {s}};
: return A (drift map), S* (attribution)

R e A A R ol

_ =
= e

work reformulates drift in the Hilbert space of quantum states
and links it with fidelity-weighted attribution for explainable
inference within O-RAN controllers. Hilbert drift is defined for
a spectrogram input x encoded into a g-qubit density matrix
p(x) with class anchor o(©)

Dn(x;¢) =1— f(p(X),U(c))7 (16)

where F(p, p(x+9;)) denotes the quantum fidelity between the
normal and perturbed states as in Eq. [9} Localized perturba-
tions d; on spectrogram tiles produce p(x+d4;) and fidelities
F;, = F(p(x), p(x+0;)), yielding drift values d; = 1 — F;
that generate per-instance heatmaps visualizing Hilbert-space
sensitivity to adversarial perturbations.

Let s; denote Dbaseline attributions derived from
SHAP/LIME-style methods adapted to QML [39]. The
Shapley value for feature @ is

o [SEANT =18 = 1)
¢ = Z i
SCN\{i}

RS UEN-£S)]. a7

with IV the feature set and f(-) the restricted model. We define
the fidelity-weighted attribution

si=s(1-F), 0<1-F <1, (18)

which preserves the sign of s; and bounds its magnitude by
local quantum sensitivity. To incorporate class geometry from
Q-DBR, let z be the normalized fused quantum feature and i,
the class centroid; a drift-aware variant is then

st =si(1 = F) (14+7(1 = (2,19))) (1 = Mz, ),

where v, A € [0, 1] modulate global drift gain and prototype-
proximity gating. Eqs. (I8)-(I9) preserve attribution polarity
and magnitude bounds since F; € [0, 1]. For small perturbations
p(x+9;) = p(x) + Ap; with ||Ap;|| <1, the approximation

1= F(p(x), p(x+07)) = 1[|A¢; 13

relates fidelity change to the Bures metric, confirming its role
as a valid quantum sensitivity measure. Alternatively, defining
the Shapley-drift value function v(S) = —Dy,(x(%);y) [39]

19)

(20)

yields gate- and feature-level attributions that quantify drift
reduction, complementing prediction-based explanations.

To further align Q-SHIELD with prior interpretability frame-
works, an attribution stability term is introduced [56]], anal-
ogous to the gate-level variance o[¢;] used to assess Shap-
ley consistency. In Q-SHIELD, the corresponding stability of
fidelity-weighted attributions is expressed as

1 i 2 1 s
olsi] = EZ(SZ@ -s5)h si= S @
r=1 r=1

where sgr) denotes the attribution value obtained from run r
under randomized encoder perturbations or shot noise, and R
is the number of trials. This Monte-Carlo estimate provides
a directly comparable scalar to o[¢;] in [39]. It can be used
to quantify Q-SHIELD attributions under stochastic quantum
effects, establishing a bridge between gate-level Shapley con-
sistency and inference-level attribution robustness in hybrid
quantum-classical O-RAN models. Algorithm [ Lines 1-2
encode the clean quantum state and compute global cosine
drift to the class center. Lines 3-6 iterate over spectrogram
tiles: the sample input is perturbed, re-encoded, and its local
fidelity to the clean state is then estimated. Then local drift
d; is defined as 1—7F;. The same fidelity gates the baseline
attribution, further modulated by the global drift and prototype
proximity to reflect class geometry. Line 7 normalizes the re-
weighted scores and arranges both attribution and drift into
aligned heatmaps for analysis and interpretation.

VI. EVALUATION AND DISCUSSION

The evaluation directly follows the threat model and attack
mechanisms defined in Section and Section [V] Specifi-
cally, QC-FGSM and QC-PGD are instantiated as input-space
evasion attacks, where bounded perturbations ¢ are applied
to spectrogram inputs S and propagated through the hybrid
pipeline, including the quantum encoder Uey,(-) and variational
circuit. QC-FGSM uses a single-step gradient update, while
QC-PGD applies iterative updates under an L., constraint, as
described in Section In contrast, QC-Poison is evaluated
as a parameter-space attack aligned with the encoding-level
and fusion-level perturbations described in Section where
adversarial drift is induced in the quantum representation
and measured via the deviation ||Af||« relative to the clean
anchor. The QAT baseline follows the min-max formulation
in Section where QC-PGD perturbations are generated
during training and injected into the hybrid pipeline. Unlike Q-
SHIELD, QAT does not include quantum state transformation
(QST) or decision-boundary reinforcement (Q-DBR), allowing
us to isolate the contribution of these modules. All reported
robustness metrics, including worst-case accuracy Accp,;, and
attack success rate (ASR), are computed over the perturbation
range ¢, € {0.01,0.03,0.04,0.05 — 0.1} defined in Table

A. Dataset Description

We used the publicly available wireless interference dataset
introduced in [2f]. The dataset consists of 10,000 spectrogram
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TABLE IV: Experimental setup for hybrid quantum—classical model.

Aspect Setting

Hardware HPC cluster; NVIDIA RTX A6000 GPU and CUDA V-12.2
Software PennyLane 0.30.0 + PyTorch 1.13.1

Backbone ResNet-18 — 512-d — 6-d (quantum embed.)

Q-simul. default.qubit; 6 qubits, mean of 3 seeds

Circuit 3 x [UL?G + ZZgense |; readout <Z)®6

Hyper-par  Optuna 3.2; 50 trials; Ir € [10~°,1072]; batch € {32, 64}
Training AdamW (wd 10™%); dropout 0.3; BN; cosine anneal

Perturb. QC-FGSM/PGD/poison; €4 € {0.01, 0.03, 0.05, 0.1}~ pert.scale

images of size 128x 128 (grayscale), divided into two classes:
5,000 representing uplink UE signals of interest without inter-
ference and 5,000 with CWI. Each spectrogram corresponds to
a 10 ms LTE frame, where the x-axis represents time and the
y-axis represents frequency. SOI spectrograms were generated
from uplink transmissions at a carrier frequency of 2.56 GHz
using 25 physical resource blocks (PRBs), corresponding to
approximately 5 MHz of bandwidth, and sampled at 7.68 MS/s.
Uplink TCP traffic was created using iperf3 between the
UE and the RAN. For interference scenarios, CWI signals
were transmitted at high gain values (30—40 dB) on the same
carrier frequency as the SOI to evaluate the robustness of near-
RT RIC components. The signals were transmitted over-the-air
using the open-source srsRAN stack and USRPs, with MAT-
LAB scripts generating baseband 1/Q samples for CWI. After
OTA transmission, spectrograms were resized and converted
to grayscale for model training. The hardware, software, and
training configurations of the hybrid learning framework are
summarized in Table

All experiments are conducted using a state-vector sim-
ulation backend (PennylLane default.qubit) integrated
with PyTorch and executed on GPU hardware. This enables
controlled evaluation of hybrid quantum-classical models under
adversarial perturbations. While this setting avoids hardware-
induced noise, real quantum devices introduce stochasticity
due to finite measurement shots and decoherence. In such
cases, fidelity must be estimated from measurement statistics,
resulting in bounded variance. The proposed framework re-
lies on relative fidelity variations, which reduces sensitivity
to such stochastic effects and supports extension to noise-
aware quantum implementations. Importantly, the proposed at-
tack/defense mechanisms are expressed at the circuit-encoding
and measurement levels using hardware-compatible primitives
(e.g., single-qubit rotations and two-qubit entanglers), and are
implemented through PennyLane’s device abstraction so the
same QNode can be executed on a simulator or QPU back-
ends without changing the formulation. However, hardware-
calibrated evaluation and end-to-end validation under realistic
quantum device noise are left for future work when commercial
quantum computing systems become more widely accessible.

For measurement, we analyze the baseline models with
metrics on accuracy and training dynamics. Next, we evaluate
its robustness against the three considered adversarial attacks
and examine the effects of two defense strategies: QAT (adver-
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Fig. 4: Training and validation loss/acc, under no-attack scenario.

sarial training only) and Q-SHIELD (full protection mode) on
latent stability, particularly in suppressing quantum drift and
enhancing recovery performance. Furthermore, we report the
runtime robustness gain, denoted as Aacc, where a positive
value of Aacc signifies improved robustness attributable to
quantum-enhanced defenses. Model size is also assessed to
determine its suitability for near-real-time deployment in RIC
systems. Finally, we introduce an interpretability analysis using
a fidelity-weighted attribution method in Q-SHIELD, applied to
radio spectrogram data, highlighting the contribution of salient
features. Detailed results and discussions are presented below.

B. Evaluation results on various scenarios

Under standard training, the hybrid quantum—classical xApp
attains 0.982(98.2%) accuracy, matching CNN/DNN xApps
for O-RAN interference classification and exhibiting only a
negligible generalization gap, as shown in Fig. @] When
exposed to gradient-based RF adversaries as seen in Table [V]
shows the vulnerability of the baseline model under adversarial
conditions, where accuracy drops sharply across QC-FGSM,
QC-PGD, and poisoning attacks (e.g., PGD worst-case accu-
racy falls to 0.160(16%) at € = 0.10). The accuracy vs various
e profiles in Fig. |S|reveal that the undefended model collapses
rapidly. In contrast, under defense, both QAT and layered Q-
SHIELD in Fig. [6| maintain a wide quantum decision margin
and preserve high accuracy, even against strong evasion attacks
and transient poisoning-drift attacks with minimal training
overhead.

Table [VI] compares clean and worst-case robustness for
the fully QNN, an undefended baseline model, QAT, and
the proposed Q-SHIELD stack. The undefended baseline
drops to 0.558/0.160(55.8%/16%) at ¢ = 0.1 with a QC-
Poison residual of (0.239/3.1 x 1072) under attack. QAT
recovers much of the QC-FGSM/PGD margin worst-case
0.804/0.692(80.4%/69.2%), but still leaks accuracy when
weights are poisoned 0.611(61.1%). Q-SHIELD achieves the
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TABLE V: Performance metrics under various attack scenarios

Scenario Scale (¢) ACC PREC REC F1 ROC
Baseline | No attack | 0.982 | 0.980 | 0.858 | 0.914 | 0.999
005 [ 0430 | 0.530 | 0240 | 0330 | 0635

010 | 0500 | 050 | 0.100 | 0.670 | 0.585

015 | 0280 | 0.170 | 0.040 | 0,600 | 0.520

Q-FGSM 020 | 0720 | 0710 | 0870 | 0780 | 0.890
025 | 0620 | 0.660 | 0.840 | 0.740 | 0835

030 | 0480 | 0470 | 0.890 | 0.620 | 0.780

001 [ 0.766 | 0.632 [ 0319 | 0387 | 0.723

002 | 0739 | 0535 | 0258 | 0324 | 0.695

003 | 0706 | 0416 | 0215 | 0235 | 0.658

QC-FGSM 004 | 0680 | 0330 | 0.179 | 0.194 | 0.627
005 | 0650 | 0253 | 0151 | 0.160 | 0.592

010 | 0558 | 0.028 | 0.029 | 0.014 | 0.510

001 [ 0363 | 0275 | 0826 | 0413 | 0508

002 | 0276 | 0254 | 0866 | 0393 | 0.461

C-Poison 003 | 0237 | 0244 | 0866 | 0381 | 0435
004 | 0238 | 0253 | 0.866 | 0381 | 0435

005 | 0240 | 0245 | 0.866 | 0382 | 0437

010 | 0239 | 0245 | 0.866 | 0382 | 0.436

001 [ 0328 | 0.106 | 0214 | 0.142 | 0203

002 | 029 | 0.093 | 0194 | 0126 | 0.177

003 | 0263 | 0076 | 0.153 | 0.101 | 0.163

QC-PGD 004 | 0283 | 0069 | 0.142 | 0093 | 0.147
005 | 0263 | 0.064 | 0.128 | 0.085 | 0.138

010 | 0160 | 0.049 | 0.09 | 0.064 | 0.133

strongest robustness overall, with baseline worst-case accura-
cies of 0.847/0.736(84.7%/73.6%), the lowest attack success
rates, and QC-Poison accuracy of 0.708(70.8%) while limiting
parameter drift to 0.018 less than half that of the undefended
model. This shows Q-SHIELD preserves decision accuracy and
quantum parameters under strong adversaries.

To contextualize the observed robustness improvement, the
recent work by Naik er al. [2] reported that a conventional
CNN-based interference classifier deployed as an O-RAN
XxApp achieved a clean accuracy of approximately 98.5% on
the real RF dataset. However, under adversarial perturbations,
its performance degraded drastically, dropping to nearly 25%
under an FGSM attack (e~0.04) and collapsing completely to
0% accuracy under PGD perturbations. These results confirm
the inherent fragility of classical ML models. In contrast,
the proposed Q-SHIELD framework preserves a substantially
higher degree of resilience, maintaining 84.7% accuracy under
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FGSM and 73.6% under PGD attacks while retaining 97.4%
clean accuracy. This corresponds to an average relative robust-
ness gain of more than 3x compared with the classical CNN
baseline and a clear margin over both the QNN baseline
and the PGD-trained QAT defense. Such results underscore the
comparative advantage of quantum-enhanced feature encoding
and decision boundary reinforcement for robust X Apps.

Table [VIII reports the training cost of the three models. As
expected, the baseline is the most lightweight, requiring only
1128 s per epoch and reaching optimal accuracy within 4.7 h;
however, this efficiency comes at the expense of robustness.
Both QAT and Q-SHIELD incur substantially higher cost,
with total training times of 45.8h and 42.4h, respectively.
Although Q-SHIELD is only moderately faster than QAT, it
achieves noticeably smoother convergence and better accuracy.
Given that training is typically performed offline and updates
are periodic in practical O-RAN deployments, this cost is
acceptable, making Q-SHIELD a viable and robust alternative.

C. Discussion on Q-SHIELD'’s advantages

Table |VI| shows that directly adapting conventional adversar-
ial training, such as PGD-based QAT, is insufficient for the con-
sidered hybrid quantum-classical threat model. Although QAT
improves resistance to QC-FGSM and QC-PGD, it remains
vulnerable to QC-Poison-induced parameter and Hilbert-space
drift. Q-SHIELD addresses this limitation by jointly combining
manifold-guided QST with reliability-based Q-DBR, thereby
protecting both the encoded quantum representation and the
hybrid decision boundary.

Across the evaluated attacks, Q-SHIELD reduces QC-FGSM
attack success rate-ASR from 0.442 to 0.153 by 65.4% and
QC-PGD ASR from 0.639 to 0.264 by 58.7%, while reducing
poisoning-induced parameter drift | Af)||, from 3.1 x 1072 to
1.8 x 1072 by 41.9%. Compared to conventional adversarial
training (QAT), Q-SHIELD also achieves a 22.9% reduction in
total training time and 15.6% faster convergence to its best val-
idation accuracy (see Table [VIII), demonstrating computational
efficiency in addition to robustness gains. As further shown in
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TABLE VI: Q-SHIELD robustness report: clean accuracy, worst-case
accuracy (max. e = 0.1 grid), attack success rate—ASR, and QC-
Poison — mean L, parameter deviation relative to clean anchor.

Scenario Pre-attk | FGSM FGSM PGD PGD QC-Poison
checks AcCrmin ASR AcCmin ASR Accmin/ ||A0| 0o
CNN [2 0.985 0.250 0.750 0.000 1.000 NA
QNN ﬂ%l 0.520 0.500 0.500 NA NA NA
Baseline 0.982 0.558 0.442 0.160 0.639 | 0.708 / 3.1x 102
QAT (PGD) 0.948 0.804 0.196 0.692 0.308 | 0.611/2.6x10~2
Q-SHIELD 0.974 0.847 0.153 0.736 0.264 | 0.239/1.8x10~2

Fig. [} these gains indicate that state alignment and parameter
regularization jointly limit single-step perturbations, iterative
gradient accumulation, and parameter-space poisoning. Thus,
the primary advantage of Q-SHIELD is its layered protection
across both input and parameter-level attack surfaces, providing
greater robustness than QAT alone without requiring a separate
defense for each attack mechanism.

D. Discussion on model explainability

To interpret how the hybrid QC classifier forms decisions,
we apply the fidelity-weighted attribution mechanism derived
in Section [V-D] For a spectrogram input z, local tile per-
turbations d; produce perturbed quantum states p(x+J;) and
fidelity scores F; = F(p(z), p(z+9;)). The resulting drift
values d; < 1 — F; indicate each tile’s quantum sensitivity.
Fig. m visualizes these effects for SOI (a) and CWI (d)
samples. Panels (b),(e) show baseline Shapley-style attributions
54, which mainly follow broad spectral energy. Panels (c),(f)
show fidelity-weighted scores s, = s;(1 — F;), which highlight
tiles that produce meaningful Hilbert-space responses. For the
SOI, Q-SHIELD isolates harmonic rows that drive quantum-
state change. For the CWI, it emphasizes periodic interference
ridges rather than diffuse background energy. These regions
correspond to tiles most capable of shifting the quantum en-
coder, making them operationally relevant for attack analysis.

To quantify alignment with Hilbert drift, Table [VII] reports
the Spearman correlation p(s;, d;) between baseline or fidelity-
weighted attributions and their corresponding drift scores.
Baseline attributions yield p =~ 1, dominated by global
energy structure. Fidelity weighting reduces the correlation
(p ~ 0.86-0.99) because it suppresses low-impact tiles and
concentrates mass on a smaller, quantum-sensitive region. We
further evaluate a locality score, defined as the fraction of

total attribution mass contained in the top 20% drift-responsive

icay, I8l
> s3]

tiles. Loy measures compactness: higher values indicate that

the explanation is concentrated on a small, meaningful subset
of tiles. For Q-SHIELD, Lo for the SOI sample exceeds 0.80,
forming a tight attribution cluster aligned with Fig.[7} For CWI,
Lo is lower (= 0.61), consistent with the wider and brighter
interference ridge structure visible in the spectrogram.
Finally, attribution stability is assessed through the variance
o[s}] defined in Eq. (21). Stability values below 0.01 indicate
minimal fluctuation under random encoder perturbations, con-
firming consistency across inference runs. Together, p(s;, d;),
Lo, and o[s;] provide a domain-appropriate interpretability

tiles, Log = , where )5y denotes the highest-drift
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(b) SHAP attribution

(a) SOI spectrogram (c) XQ-SHIELD

(e) SHAP attribution

—

(d) CWI spectrogram

(f) XQ-SHIELD

Hilbert-space sensitivity

Fig. 7: Visualization of fidelity-weighted attribution in hybrid QC-
RF spectrogram classifier. (a)—(c) show the SOI and (d)—(f) the CWL
Baseline attributions-SHAP explainer (b),(e) highlight general spectral
regions, while Q-SHIELD tracing (c),(f) emphasize quantum-sensitive
time-frequency tiles where local perturbations cause Hilbert-space
drift, showing physically meaningful decision regions.

TABLE VII: Drift alignment, locality, and stability.

Class p (Drift) Locality (L20) Stability
Baseline Q-SHIELD  Baseline Q-SHIELD  Baseline Q-SHIELD

SOI 1.000 0.988 0.943 0.871 0.001 0.000

CWI 1.000 0.860 0.637 0.612 0.006 0.007

p: Spearman correlation between attrib. scores and tile-wise Hilbert drift.
Locality2q: fraction of attribution mass in the top 20% drift-responsive tiles.
Stability: variance of fidelity-weighted attribution across random encoder
perturbations.

profile. Correlation indicates Hilbert-space alignment; locality
quantifies the compactness of quantum-sensitive tiles and sta-
bility measures robustness under stochastic effects. In the se-
curity context, these metrics reveal the model’s attack-relevant
regions. These regions are tiles whose perturbations induce
the largest quantum state changes. This supports O-RAN
requirements for auditable and trustworthy xApp behavior.

Note that the attribution analysis is introduced as an in-
terpretability mechanism to interpret the robustness behavior
of the proposed defense framework, rather than as an in-
dependent explainable Al component. Specifically, it traces
robustness degradation back to the time-frequency regions
whose perturbations most strongly induce Hilbert-space drift at
the quantum-classical interface, reflected by significant changes
in the VQC measurement embedding and the associated fidelity
score. The proposed fidelity-weighted attribution is directly
derived from the same drift formulation used in the defense
mechanism, ensuring methodological consistency between the
robustness and explainability analyses. Consequently, the at-
tribution results provide insight into how adversarial pertur-
bations affect the hybrid quantum-classical decision process
and help validate that the observed performance degradation is
driven by interface-level drift rather than benign input varia-
tions. This coupling enables a more transparent understanding
of the defense behavior while preserving a unified framework
for robustness analysis and interpretation.
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TABLE VIII: Training efficiency and near-RT deployment cost for
the evaluated models.

Scenario Best val. Me_an epoch T(_)tal train  Time-to-best
acc. time [s] time [hr] acc. [hr]
Baseline 0.982 1,128 7.83 4.70
QAT (PGD) 0.948 6,600 45.8 422
Q-SHIELD 0.974 6,100 42.4 35.6

E. Discussion on Q-SHIELD vs. Classical Models

The classical CNN baseline(without defense) achieves
98.5% clean accuracy but degrades to nearly zero under PGD,
indicating substantial sensitivity to adversarial perturbations.
Under the corresponding hybrid attacks, Q-SHIELD retains
84.7% and 73.6% accuracy against QC-FGSM and QC-PGD,
respectively, while limiting quantum-parameter drift to 0.018
without post-attack retraining. This robustness incurs a higher
offline training cost, with convergence requiring 25 epochs
(within a maximum of 500 epochs) compared with 15 for the
classical CNN (out of 300 total epochs). The comparison is
conducted under early-stopping criteria for fair convergence
tracking. This difference concerns training complexity rather
than near-RT inference latency, which depends on the quantum
backend and deployment platform.

The results in Table [VI] and position hybrid quantum-
classical models as complements to, rather than replacements
for, classical xApps. Classical models remain preferable in
Fig. 4 (D settings with stationary interference statistics, where
CNN kernels efficiently capture local time-frequency patterns,
and @ deployments with strict near-RT latency constraints,
where GPU-optimized inference provides predictable and low-
cost execution. Q-SHIELD is more relevant in (3) security-
critical settings where adversarial perturbations or representa-
tion drift destabilize classical decision boundaries. Its 6-qubit
VQC, comprising three repetitions of [U$*® +ZZ gense) and 612
trainable quantum parameters, keeps the quantum component
compact. However, the end-to-end model also includes the
frozen ResNet-18 backbone; thus, compactness of the VQC
alone does not establish a reduced deployment footprint.

Accordingly, the comparison demonstrates an empirical
robustness advantage under the evaluated dataset, attacks,
and model configurations, rather than a universal quantum
advantage over classical learning. Selecting Q-SHIELD for
a practical xApp therefore requires balancing its improved
adversarial stability against quantum-execution overhead. End-
to-end latency, memory, energy consumption, and hardware-
dependent reliability must be quantified before confirming its
suitability for near-RT RIC deployment.

VII. CONCLUSION

This work presented Q-SHIELD, a security defense model
for hybrid quantum-classical O-RAN xApps exposed to ad-
versarial input perturbations and model-level tampering. Q-
SHIELD combines quantum state transformation with quantum
decision-boundary reinforcement to preserve encoded-state ge-
ometry and stabilize classification margins under QC-FGSM,
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QC-PGD, and QC-Poison attacks. It achieves 98.2% clean
accuracy and retains 73.6% accuracy under the strongest evalu-
ated attack, using a frozen ResNet-18 backbone and 612 train-
able quantum parameters only. The proposed fidelity-weighted
attribution mechanism further links time—frequency feature
importance to Hilbert-space drift. It achieves attribution—drift
correlations of p ~ 0.86-0.99 and concentrates more than 60—
87% of the explanatory mass within the most responsive 20%
of spectrogram regions. An attribution variance below 0.01
further demonstrates explanation stability under encoder pertur-
bations. Collectively, these results show that Q-SHIELD pro-
vides adversarial robustness together with stable, measurement-
driven explanations for hybrid interference classification.
Future research will extend hybrid-model robustness beyond
signal inference. First, life-cycle security mechanisms are
needed to detect and quarantine drifted, tampered, or mis-
matched encoders before their activation in the RIC. Second,
adaptive quantum anchoring should allow class prototypes
to track non-stationary interference without accumulating ge-
ometric bias, which remains an open challenge for hybrid
quantum models. Third, Hilbert-space drift can be exposed as
cross-layer telemetry so that scheduling, resource-allocation,
and slice-control policies respond to detected signal anomalies.
Finally, evaluating Q-SHIELD with hardware-efficient circuits
and noisy quantum backends is essential for assessing its tran-
sition from simulation to deployable O-RAN microservices.
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