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Abstract—In this paper, we investigate secure transmission
in an integrated sensing and communication-cell-free network
with the help of a low-altitude uncrewed aerial vehicle-mounted
reconfigurable intelligent surface (URIS). The dual-functional
access points (APs) simultaneously transmit communication
signals to serve legitimate users and emit sensing signal to sense
the target, who also acts as a potential eavesdropper (Eve)
to intercept the communication signals. To enhance security,
the artificial noise (AN) is employed by APs to degrade the
Eve’s reception. We formulate a sum secrecy rate maximization
problem that jointly optimizes the APs’ transmit beamformings,
AN covariance, RIS’s phase shifts, and URIS trajectory. Due to
the non-convex nature of the formulated problem, it is divided
into three tractable subproblems and solved by an iterative
alternating optimization algorithm that incorporates the ma-
jorization–minimization framework, semidefinite relaxation, and
successive convex approximation techniques. Numerical results
confirm that the proposed scheme significantly improves secrecy
performance compared with baseline schemes without using AN,
fixed RIS, and without deploying URIS.

Index Terms—Cell-free (CF), integrated sensing and commu-
nication (ISAC), physical layer security (PLS), reconfigurable
intelligent surface (RIS), unmanned aerial vehicle (UAV).

I. INTRODUCTION

The upcoming sixth-generation (6G) wireless networks
are expected to deliver intelligent, high-capacity, and ultra-
reliable connectivity that goes far beyond traditional com-
munication services [1], [2]. In addition to data transmis-
sion, 6G networks are anticipated to merge communication,
sensing, and computing into a unified framework that can
support next-generation intelligent applications, including au-
tonomous driving, smart manufacturing, and future smart
cities [3]. Achieving this vision requires technologies capable
of efficiently utilizing limited spectral and hardware resources
while enabling real-time perception of the environment.

Among the key technologies envisioned for future systems,
integrated sensing and communication (ISAC) has emerged
as a highly promising pillar for 6G wireless networks [4]. By
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sharing spectrum, antennas, and hardware platforms, ISAC
allows wireless nodes such as access points (APs) or base
stations (BSs) to simultaneously perform information trans-
mission and environmental sensing [5], [6]. This integration
significantly enhances spectral efficiency, hardware utiliza-
tion, and situational awareness, enabling wireless systems to
perceive and interact with their surroundings. To further ex-
tend these advantages across wider areas, cell-free (CF)-ISAC
architectures have been introduced, where multiple distributed
APs cooperatively perform communication and sensing under
centralized coordination [7], [8]. This distributed structure
eliminates cell boundaries, mitigates interference, and pro-
vides uniform service quality with improved sensing relia-
bility. However, the shared waveform and distributed nature
of ISAC and CF systems make them inherently vulnerable
to eavesdropping and information leakage [9], [10]. Because
sensing and communication signals are jointly transmitted,
unintended receivers or even the sensing targets themselves
can intercept confidential information. These vulnerabilities
have driven increasing attention towards physical layer se-
curity (PLS) techniques, which exploit the randomness of
wireless channels to improve secrecy without depending
solely on upper-layer cryptographic methods.

To address these challenges, recent studies have explored
various PLS enhancement approaches such as artificial noise
(AN) injection, secure beamforming, cooperative jamming,
and joint active–passive beamforming [11]. These techniques
aim to suppress the eavesdropper (Eve)’s channel while
preserving the performance of legitimate users (LUs) [12].
Nevertheless, most existing PLS schemes for ISAC are lim-
ited to single-cell or static network configurations, which
restrict their applicability to large-scale and dynamic 6G
environments.

In parallel with terrestrial networks, low-altitude wireless
networks (LAWN) have gained growing attention as a promis-
ing component of future 6G infrastructures [13]. Employing
aerial platforms such as uncrewed aerial vehicles (UAVs)
and low-altitude balloons, wireless networks can achieve
fast deployment, adaptive coverage, and line-of-sight (LoS)-
enhanced transmission, which is particularly valuable in en-
vironments with severe blockages or complex terrain [14].
Their high mobility enables real-time adjustment of network
geometry, making LAWN particularly effective in emergency
response, rural coverage, temporary hotspots, and sensing
applications. As a result, UAV-enabled wireless systems have
emerged as a valuable tool for extending network coverage
and improving link quality in next-generation communication
and sensing networks [15].
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Motivated by these capabilities, researchers have begun in-
tegrating UAVs with reconfigurable intelligent surfaces (RISs)
to further enhance wireless propagation [16]. A passive RIS,
composed of tunable reflecting elements, can intelligently
reconfigure its phase shifts to steer signals toward legitimate
receivers and away from potential Eves, thereby strengthening
both secure communication and sensing accuracy. When
mounted on a UAV, the RIS gains three-dimensional (3D)
mobility, enabling dynamic positioning to maintain favorable
LoS links and extend network coverage [17]. The com-
bination of UAV mobility, RIS reconfigurability, and CF
cooperation creates new opportunities for secure and adaptive
ISAC design. However, the PLS of UAV-mounted RIS (URIS)
assisted CF-ISAC systems remains largely unexplored, par-
ticularly when the sensing target acts as a potential Eve.

To fill this gap, this paper develops a comprehensive
URIS-assisted CF-ISAC framework with an emphasis on PLS
enhancement. The URIS provides flexible control of reflected
propagation paths by adjusting its 3D position and phase
shifts, enabling stronger links for LUs while suppressing
eavesdropping. To maximize the secrecy rate, we jointly
optimize AN, active beamforming, passive RIS reflection,
and URIS location. The resulting optimization problem is
inherently non-convex and is addressed using an efficient
successive convex approximation (SCA)-based alternating
optimization (AO) algorithm.

A. Related Work
Security in ISAC systems has become an important re-

search topic due to the dual use of the transmitted waveform
for both data communication and sensing. Several studies
have examined PLS through AN, secure beamforming, and
robust optimization [18], [19]. The work in [20] analyzed
joint sensing, communication, and security, and introduced
AN-aided signaling to reduce information leakage. The au-
thors in [10] designed a secure ISAC beamforming framework
that enhanced sensing accuracy while controlling the Eve’s
received power. In [21], the sensing target was treated as a
potential Eve, and the signal-to-noise-ratio (SNR) at the target
was intentionally reduced through the joint optimization of
AN and dual-functional beamforming. Robust ISAC security
considering imperfect channel state information (CSI) and
multiple suspicious targets was explored in [22]. While these
studies demonstrate the importance of securing ISAC signal-
ing, they mainly focus on single-cell architectures with fixed
terrestrial deployments and do not incorporate distributed
APs, cooperative processing, or low-altitude aerial platforms.

Research on CF massive multi-input–multi-output (MIMO)
has shown that distributed APs can provide uniform service
quality, interference suppression, and improved robustness.
The study in [23] analyzed secrecy performance in CF
systems through optimized AP selection and user grouping.
The authors in [24] investigated ISAC in CF architectures and
demonstrated that coordinated AP processing can enhance
both sensing and communication performance. In [25], se-
crecy was strengthened through AP power allocation, while
[26] developed an AP association strategy to suppress infor-
mation leakage.

LAWN, supported by UAVs, have been widely studied for
enabling reliable communication and sensing in environments
characterized by blockage, shadowing, or dynamic channel
conditions [14]. UAV mobility allows the network to maintain
favorable LoS links by adjusting altitude and horizontal po-
sition. Within this context, URIS offer a passive and energy-
efficient approach for shaping propagation. The work in [27]
considered URIS placement to enhance reflected signal paths,
and the study in [28] investigated RIS phase configuration
to improve joint communication and sensing performance.
By selecting the UAV’s 3D position and configuring RIS’s
phase shifts, URIS can direct reflected signals towards desired
users or sensing targets and provide LoS opportunities that
complement distributed APs. Existing URIS studies primarily
address coverage improvement, reflection control, or rate
enhancement, they do not examine PLS within CF-ISAC
networks.

In summary, although ISAC security, CF cooperation, and
URIS-assisted propagation control have each been inves-
tigated independently, the joint integration of these three
technologies has not been explored. To the best of our
knowledge, no existing work considers a URIS-assisted CF-
ISAC framework designed explicitly for PLS, which forms
the central contribution of this paper.

B. Motivation and Contributions
The integration of sensing and communication in CF-

ISAC networks significantly increases the risk of confidential
information leakage, as the dual-functional waveform may
be intercepted not only by unintended users but also by the
sensing target itself [10], [20]. Unlike traditional cellular
ISAC architectures, the spatially distributed nature of CF
networks broadens the exposure region of transmitted signals,
making secure waveform design more challenging and highly
dependent on the underlying spatial channel characteristics
and electromagnetic scattering environment [7], [23]. RISs
have emerged as an effective technology for passive propa-
gation manipulation, enabling energy-efficient spatial control
to enhance legitimate links and suppress Eves [16], [28].
Meanwhile, low-altitude UAV platforms provide dynamic
3D mobility, allowing flexible placement and robust LoS
connectivity even in highly obstructed or non-LoS (NLoS)-
dominated propagation environments [13], [14], [29]. The
combination of UAV mobility with RIS reconfigurability in
a URIS architecture unlocks additional spatial degrees of
freedom that cannot be achieved with static RIS or terrestrial-
only ISAC deployments.

Despite these advantages, secure low-altitude URIS-
assisted CF-ISAC design remains largely unexplored, espe-
cially for scenarios in which the sensing target also acts
as a potential Eve, a security threat that is intrinsic to
ISAC signaling that has not been adequately addressed in
existing literature. To the best of our knowledge, no prior
work has jointly optimized APs’ transmit beamformings, AN,
RIS’s phase shifts, and URIS trajectory for PLS in CF-ISAC
networks, which constitutes the core motivation for this work.

The main contributions of this work are summarized as
follows:
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• We propose a CF-ISAC architecture where a RIS is
mounted on a UAV to enhance both radar sensing and
secure downlink communication. The URIS dynamically
adjusts its horizontal trajectory and phase shifts to
strengthen legitimate links while degrading eavesdrop-
ping channels.

• We develop a sum secrecy rate maximization framework
that performs a joint optimization of the APs’ transmit
beamforming vectors, AN covariance, RIS’s phase shifts,
and the URIS trajectory subject to communication, sens-
ing, and mobility constraints.

• To address the inherent non-convexity of the formu-
lated problem, we design an AO algorithm leverag-
ing majorization-minimization (MM), semidefinite relax-
ation (SDR), and SCA.

• We compare the proposed framework against three base-
line schemes: (i) without AN, (ii) fixed RIS (no UAV
mobility), and (iii) without URIS. Simulation results
show that the proposed scheme achieves significant sum
secrecy rate improvement due to the combined benefits
of using AN, URIS passive beamforming, and UAV
mobility.

C. Paper Organization and Notations

Section II describes the secure low-altitude URIS-assisted
CF-ISAC system model. Section III develops the sum se-
crecy rate maximization problem. Section IV describes the
proposed AO algorithm. Section V present simulation results
and performance comparisons. Finally, section VI concludes
the paper. For ease, a summary of the key notations used
throughout the paper is provided in Table I.

Notations: We denote vectors by bold lowercase (e.g., w)
and matrices by bold uppercase (e.g., W). The transpose,
conjugate, and conjugate transpose (Hermitian transpose) of
W are written as WT , W†, and WH , respectively. The
absolute value and Euclidean norm of W are denoted by |W|
and ∥W∥, respectively. The space of M × 1 complex-valued
vectors and M ×N complex-valued matrices are represented
by CM×1 and CM×N , respectively. diag(θ) forms a diagonal
matrix with elements of θ, ℜ{·} extracts the real part, and
IN denotes the N ×N identity matrix.

II. SYSTEM MODEL

As illustrated in Fig. 1, we consider a CF-ISAC sys-
tem assisted by a single URIS. The system comprises a
set of geographically distributed APs, denoted by L =
{1, 2, . . . , L}, where each AP utilizes a uniform linear array
(ULA) consisting of M transmit/receive antennas, arranged
with a half-wavelength spacing of λ/2, where λ denotes the
carrier wavelength. The system serves a set of LUs K =
{1, 2, . . . ,K}, each equipped with a single antenna, along
with a potential target, which may act as an Eve attempting
to intercept LUs communication. The APs transmit dual-
functional radar-communication (DFRC) signals, enabling
simultaneous downlink communication with the users and
probing of the target for radar sensing. Additionally, AN can

TABLE I
VARIABLE DEFINITION

Notation Description
L Number of APs
K Number of LUs
M Number of antennas at each AP
N Number of reflecting elements at each RIS
T Total number of time slots
t Time slot index
q(t) 3D position vector of URIS at time slot t
w0,l(t) Beamforming vector of AP l at time slot t for

potential target
wk,l(t) Beamforming vector of AP l at time slot t for

LU k
Wl(t) Combined beamforming matrix of AP l
vl(t) AN vector at time slot t
Θ(t) Diagonal phase-shift matrix of RIS at time

slot t
dl,q(t) Distance between AP l and URIS at time slot

t
dq,e(t) Distance between URIS and target at time slot

t
dq,k(t) Distance between URIS and LU k at time slot

t
Hl,q(t) Channel from AP l to URIS at time slot t
hk,l(t) Direct channel vector from AP l to LU k at

time slot t
hq,k(t) Channel from URIS to LU k at time slot t
hq,e(t) Channel from URIS to target at time slot t
hURIS
e,l (t) Cascaded channel AP-URIS-target/Eve at

time slot t
hURIS
k,l (t) Cascaded channel AP-URIS-LU at time slot

t
hH
k,l(t) Effective propagation channels from the AP l

to the LU k at time slot t
hH
e,l(t) Effective propagation channels from the AP l

to the Eve at time slot t
γs(t) Joint sensing SNR
Rk(t) Sum rate of all LUs at time slot t

be transmitted from the APs to enhance secure communica-
tion by degrading the Eve channel quality. A single URIS is
deployed to assist the system. It is equipped with a set of
passive reflecting elements N = {1, 2, . . . , N}, each capable
of independently adjusting its phase shift to intelligently
reconfigure the wireless propagation environment. A central
processing unit (CPU) coordinates the APs and the URIS
through reliable wired or wireless backhaul links that are
assumed to introduce no transmission errors.

A single URIS is deployed to assist the system. The URIS
operates within a predefined 3D flight region

Q = {(x, y,H) | xmin ≤ x ≤ xmax, ymin ≤ y ≤ ymax},

where H denotes its fixed operating altitude. The UAV
dynamics are subject to a maximum horizontal displacement
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Fig. 1. Secure Low-Altitude URIS-aided CF-ISAC System Model.

per time slot, which reflects its velocity constraint:

∥q[t+ 1]− q[t]∥ ≤ vmaxϱt, t = 1, . . . , T − 1,

where q[t] is the UAV horizontal coordinate at time slot t,
vmax is the maximum UAV speed, and ϱt is the slot duration.
These mobility restrictions ensure physically realizable URIS
motion and enable trajectory optimization to exploit favorable
sensing and communication geometries.

A. Signal Transmission Model

At each time slot, the transmitted signal at the l-th AP
consists of three components: (i) information signals for the
LUs, (ii) a radar probing signal for target detection, and (iii)
AN to enhance PLS.

Let sk(t) ∼ CN (0, 1) denote the information symbol for
user k ∈ K and s0(t) ∼ CN (0, 1) denote the radar probing
symbol. For notational consistency, the overall symbol vector
can be defined as

s(t) =


s0(t)
s1(t)

...
sK(t)

 ∈ C(K+1)×1, (1)

such that
E{s(t)s(t)H} = I(K+1). (2)

The local beamforming vectors at the l-th AP are denoted
by w0,l(t) ∈ CM×1 for the radar and wk,l(t) ∈ CM×1 for
LU k. Let vl(t) ∈ CM×1 denote the AN vector at the l-th
AP. For the l-th AP, the combined beamforming matrix is
expressed as

Wl(t) =
[
w0,l(t), w1,l(t), . . . , wK,l(t)

]
∈ CM×(K+1).

(3)
Then, the transmit signal at the l-th AP in time slot t can

be written as

xl(t) =
∑
k∈K̃

wk,l(t) sk(t) + vl(t)

= Wl(t) s(t) + vl(t), (4)

where K̃ ≜ {0} ∪ K (index 0 denotes the sensing target).

B. Channel Model

We adopt a quasi-static block fading assumption in which
the channels remain unchanged within each transmission
block and vary across blocks due to UAV movement. Let
the URIS be deployed at altitude H with horizontal posi-
tion pq(t) = [xq(t), yq(t)]

⊤, such that its 3D position is
q(t) = [xq(t), yq(t), H]⊤. Each AP l ∈ L is located at
pl = [xl, yl, 0]

⊤, LU k ∈ K is at pk = [xk, yk, 0]
⊤, and

the potential target/Eve is at pe = [xe, ye, 0]
⊤.

1) AP→URIS Channel: The distance between AP l and
the URIS is

dl,q(t) =
√
∥q(t)− pl∥2. (5)

Ignoring atmospheric scattering, the AP→URIS channel is
dominated by the LoS component when H is sufficiently
large. The channel matrix from AP l to URIS can thus be
expressed as

Hl,q(t) =
√

J0dl,q(t)−α1 H̃l,q(t), (6)

where J0 is the reference path gain at 1 m, α1 is the air-
to-ground pathloss exponent, and H̃l,q(t) ∈ CN×M can be
given by

Hl,q(t) = aq(ζl,q(t))⊗ al(ξl,q(t)), (7)

where aq(·) ∈ CN×1 is the URIS array response vector
defined as

aq(ζl,q) =

[
1, e−j

2πdq cos(ζl,q)

λ , . . . , e−j
2πdq(N−1) cos(ζl,q)

λ

]H
,

(8)

and al(·) ∈ CM×1 is the transmit array response vector at
the l-th AP expressed as

al(ξl,q) =
[
1, e−j

2πdl
λ sin(ξl,q), . . . , e−j

2πdl
λ (M−1) sin(ξl,q)

]
,

(9)
where dq and dl denote the inter-element spacings at the
URIS and AP, respectively, and λ denotes the carrier wave-
length. Here, ζℓ,q(t), ξℓ,q(t) correspond to the elevation angle
of arrival (AoA) and azimuth angle of departure (AoD),
respectively, with cos(ζl,q) = |xl − xq|/dl,q and sin(ξ) =
|yl − yq|/dl,q.

2) URIS→LU/Target/Eve Channels: The distance from the
URIS to LU k is

dq,k(t) =
√
∥q(t)− pk∥2, (10)

and the URIS→LU k channel is given by

hq,k(t) =
√

J0dq,k(t)−α1 h̃q,k(t), (11)
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where dq,k(t) denotes the distance between the URIS and LU
k, and h̃q,k(t) can be expressed as

h̃q,k(t) =

[
1, e−j

2πdq,k cos(φq,k)

λ , . . . , e−j
2πdq,k(N−1) cos(φq,k)

λ

]H
,

(12)

where cos(φq,k) = |xq − xk|/dq,k. Similarly, the
URIS→target/Eve channel is given by

hq,e(t) =
√
J0dq,e(t)−α1 h̃q,e(t), (13)

where dq,e(t) =
√

∥q(t)− pe∥2 and h̃q,e(t) can be given by

h̃q,e(t) =

[
1, e−j

2πdq,e cos(φq,e)

λ , . . . , e−j
2πdq,e(N−1) cos(φq,e)

λ

]H
.

(14)

3) Direct AP→LU/Target/Eve Channels: Due to ground
scattering, the AP→LU and AP→target links are modeled
by Rician fading. The direct channel from AP ℓ to LU k is

hk,l =
√

J0d
−α2
k,l

(√
κk,l

κk,l + 1
hLoS
k,l +

√
1

κk,l + 1
hNLoS
k,l

)
,

=
√

J0d
−α2
k,l h̃k,l, (15)

where dk,l = ∥pl−pk∥, α2 is the ground pathloss exponent,
κk,l is the distance-dependent Rician factor, hLoS

k,l is the
deterministic LoS steering vector, and hNLoS

k,l ∼ CN (0, IM )
is the NLoS component. The direct AP→target/Eve channel
is modeled as

he,l =
√

J0d
−α2
l,e

(√
κl,e

κl,e + 1
hLoS
l,e +

√
1

κl,e + 1
hNLoS
l,e

)
,

=
√

J0d
−α2
e,l h̃e,l, (16)

where hNLoS
l,e ∼ CN (0, IM ) represents the scattering vector.

4) Effective Channels: We denote hk,l ∈ CM×1 and
he,l ∈ CM×1 as the direct channels from the l-th AP to
the k-th LU and to the Eve, respectively. The cascaded
AP→URIS→LU and AP→URIS→target/Eve channel is ex-
pressed as

hURIS
k,l (t) = hH

q,k(t)Θ(t)Hl,q(t)

= θT (t)diag(hH
q,k(t))Hl,q(t)

= θT (t)Gk,q(t), (17)

hURIS
e,l (t) = hH

q,e(t)Θ(t)Hl,q(t)

= θT (t)diag(hH
q,e(t))Hl,q(t)

= θT (t)Ge,q(t), (18)

where Θ(t) = diag(ejφ1(t), . . . , ejφN (t)) =
diag(θ1(t), . . . , θN (t)), θ(t) = [θ1(t), . . . , θN (t)]T with
|θn| = 1, ∀n ∈ N , represents the URIS reflection matrix.
The effective propagation channels from the l-th AP to the
k-th LU and to the Eve are respectively defined as

ĥH
k,l(t) = hH

k,l + hURIS
k,l (t). (19)

ĥH
e,l(t) = hH

e,l + hURIS
e,l (t). (20)

C. Communication Model

The received baseband signal at the k-th LU in time slot t
can be expressed as

yk(t) =
∑
l∈L

ĥH
k,l(t)xl(t) + nk(t). (21)

Based on (21), the received signal-to-interference-plus-
noise ratio (SINR) at the k-th LU is expressed as

γk(t) =

∣∣∣ ∑
l∈L

ĥH
k,l(t)wk,l(t)

∣∣∣2∑
j∈K̃\k

∣∣∣ ∑
l∈L

ĥH
k,l(t)wj,l(t)

∣∣∣2 + ∣∣∣ ∑
l∈L

ĥH
k,l(t)vl(t)

∣∣∣2 + σ2
k

.

(22)

The achievable rate of the k-th LU is defined as

Rk(t) = log2 (1 + γk(t)) . (23)

D. Security Model

The received signal at the target/Eve during time slot t is
expressed as

ye(t) =
∑
l∈L

(
hH
e,l + hH

q,e(t)Θ(t)Hl,q(t)
)
xl(t) + ne(t),

(24)

where ne(t) ∼ CN (0, σ2
e) is AWGN at the target/Eve.

Accordingly, the SINR at the target/Eve for intercepting the
k-th LU’s stream is given by [9]

γe,k(t) =

∣∣∣∑
l∈L

ĥH
e,l(t)wk,l(t)

∣∣∣2
∑

j∈K̃\{k}

∣∣∣∑
l∈L

ĥH
e,l(t)wj,l(t)

∣∣∣2 +
∣∣∣∑
l∈L

ĥH
e,l(t)vl

∣∣∣2 + σ2
e

.

(25)

Accordingly, the achievable secrecy rate of LU k is then
expressed as

RSec
k (t) =

[
Rk(t)−Re,k(t)

]+
, (26)

where Re,k(t) = log2(1 + γe,k(t)) and [x]+ = max(0, x).

E. Sensing Model

The radar signal received by l-th AP during time slot t can
be expressed as [30]
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ye,l(t) =
∑
ĺ∈L

αl
ĺ ĥe,l(t)ĥ

H
e,ĺ(t)xĺ(t) + nl(t)

=
∑
ĺ∈L

αl
ĺ ĥe,l(t)ĥ

H
e,ĺ(t)

[
Wĺ(t)s(t) + vĺ(t)

]
+ nl(t)

=
∑
ĺ∈L

αl
ĺ ĥe,l(t)ĥ

H
e,ĺ(t)Wĺ(t)s(t)

+
∑
ĺ∈L

αl
ĺ ĥe,l(t)ĥ

H
e,ĺ(t)vĺ(t) + nl(t),

(27)

where αl
ĺ

represents the radar cross section (RCS) of the target
from the transmitting AP l to the receiving AP ĺ. According
to the Swerling-I model, the RCS is assumed to remain
constant throughout the transmission period and is modeled
as a complex Gaussian random variable αl

ĺ
∼ CN (0, (σl

ĺ
)2).

The receiver noise at the l-th AP is denoted by

nl(t) ∼ CN (0, σ2
l IM ). (28)

Hence, the joint sensing SNR at the CPU can be derived
by jointly processing the signals from all APs, which is given
by

γs(t) =

∑
l∈L

(σl
ĺ
)2||
∑
ĺ∈L

He,l,ĺ(t)Wĺ(t)||
2

∑
l∈L

||
∑
ĺ∈L

He,l,ĺ(t)vĺ(t)||
2 +

∑
l∈L

σ2
l

, (29)

where He,l,ĺ(t) ≜ ĥe,l(t)ĥ
H
e,ĺ
(t). The joint sensing SNR

in (29) is obtained after centralized fusion at the CPU.
Specifically, each AP forwards its received sensing signal to
the CPU, which performs coherent joint processing across all
APs. By phase-aligning and combining the received echoes,
the CPU exploits spatial diversity and accumulates the re-
flected signal power constructively.

III. PROBLEM FORMULATION

Our objective is to maximize the sum secrecy rate of
all LUs through a joint optimization of the APs’ transmit
beamforming w(t) ≜ {wk,l(t)}k∈K,l∈L, the URIS reflection
vector θ(t), the covariance of the AN vectors Rv(t) ≜
{Rl(t)}l∈L, where Rl(t) ≜ vl(t)v

H
l (t), and the URIS de-

ployment location q(t). Accordingly, the optimization prob-

lem is given by

max
w(t),θ(t),

Rv(t),q(t),∀t

∑
t∈T

∑
k∈K

RSec
k (t)

s.t.∑
k∈K

||wk,l(t)||2 + Tr(Rl(t)) ≤ Pmax
l , ∀l, ∀t,

γs(t) ≥ γmin
s , ∀t,

RSec
k (t) ≥ Rmin

k , ∀k, ∀t,
|θn(t)| = 1,∀n, ∀t,
Rl(t) = Rl(t)

H ,Rl(t) ≥ 0, ∀l,∀t,
q(t) ∈ Q,∀t,
||q(t)− q(t− 1)||

ϱ
≤ υmax, ∀t,

(30a)

(30b)

(30c)

(30d)
(30e)

(30f)
(30g)

(30h)

where constraint (30b) limits the maximum transmit power of
the l-th AP, i.e., Pmax

l . Constraint (30c) ensures the minimum
sensing SNR requirement γmin

s . Constraint (30d) maintains
LU quality of service (QoS). The unit-modulus condition
of URIS elements is given by the constraint (30e). Con-
straint (30f) ensures the AN covariance matrix is Hermitian
and positive semidefinite. Constraints (30g) and (30h) define
the UAV’s feasible region and velocity limits.

IV. PROPOSED SOLUTION

In this section, we propose an AO framework to solve prob-
lem (30) by decomposing it into three sub-problems, which
are updated sequentially. In each iteration, one variable among
w(t), θ(t), Rv(t), and q(t) is optimized while keeping the
others fixed, and the process repeats until convergence. To
enable efficient computation, the objective function and non-
convex constraints are reformulated, and each sub-problem
is solved using MM, SDR, and SCA techniques. This AO
framework facilitates joint optimization of w(t), θ(t), Rv(t),
and q(t) in a computationally tractable manner.

A. Transmit Beamforming and AN Optimization

With fixed θ(t) and q(t), the problem (30) reduces to
a subproblem for optimizing w(t) and Rv(t), which is
formulated as

max
w(t),

Rv(t),∀t

∑
t∈T

∑
k∈K

RSec
k (t)

s.t.
(30b), (30c), (30d), (30f).

(31a)

(31b)

Problem (31) is non-convex because the objective function
in (31a) is not concave and constraints (30c) and (30d)
are non-convex. Let us define Hi,l,ĺ(t) = ĥi,l(t)ĥ

H
i,ĺ
(t) and

Wi,l(t) = wi,l(t)w
H
i,l(t), for i ∈ {k, e}. The optimization

problem to be equivalently rewritten as
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max
Wk,l(t),Rv(t),

∀k,∀l,∀t

∑
t∈T

∑
k∈K

RSec
k (t)

s.t.∑
k∈K

Tr(Wk,l(t)) + Tr(Rl(t)) ≤ Pmax
l , ∀l, ∀t,∑

l∈L

(σl
ĺ
)2
∑
k∈K̃

Tr
(∑

ĺ∈L

He,l,ĺ(t)Wk,l(t)H
H
e,l,ĺ

(t)
)

− γmin
s

∑
l∈L

Tr
(∑

ĺ∈L

He,l,ĺ(t)Rĺ(t)H
H
e,l,ĺ

(t)
)

− γmin
s

∑
l∈L

σ2
l ≥ 0,∀t,

Wi,l(t) ⪰ 0,∀t,
rank(Wi,l(t)) = 1,∀t,
(30d), (30f).

(32a)

(32b)

(32c)

(32d)
(32e)
(32f)

For notational convenience, we denote the set of I × I
Hermitian positive semidefinite matrices as Y = {B|B ∈
CI×I ,BT = B,B ⪰ 0} [31]. Accordingly, (30f) can be
written as

Rl(t) ∈ Y. (33)

Next, to address the non-concavity of the objective function
(32a) and the non-convex constraint (30d), problem (32)
remains intractable. To tackle this issue, the fundamental
properties of the logarithmic function are used to reformulate
the objective function (32a) into (34), as illustrated at the top
of next page.

Based on MM algorithm [28], [32], the upper bound of the
logarithmic function log2(x) is given by

log2(x) ≤ log2(x̃) +
1

x̃
(x− x̃), (35)

where x̃ is the any given point, and the equality achieved at
x = x̃. The upper bound of the concave logarithm function
of R1

eve in (34) can be expressed as

R1
eve = log2

(
ℵ
(
W

(η)
k,l (t)

)
+
∑
l∈L

Tr(He,l(t)Rl(t)) + σ2
e

)
+

ℵ
(
Wk,l(t)

)
− ℵ

(
W

(η)
k,l (t)

)
ℵ
(
W

(η)
k,l (t)

)
+
∑
l∈L

Tr(He,l(t)Rl(t)) + σ2
e

, (36)

where Wη
k,l(t) is the value of Wk,l(t) at the η-th iteration,

and

ℵ
(
Wk,l(t)

)
=
∑
l∈L

Tr(He,l(t)Wk,l(t))

+
∑

j∈K̃\k

∑
l∈L

Tr(He,l(t)Wj,l(t)), (37)

ℵ
(
W

(η)
k,l (t)

)
=
∑
l∈L

Tr(He,l(t)W
(η)
k,l (t))

+
∑

j∈K̃\k

∑
l∈L

Tr(He,l(t)W
(η)
j,l (t)). (38)

Similarly,

R2
leg = log2

(
ℶ
(
W

(η)
k,l (t)

)
+
∑
l∈L

Tr(Hk,l(t)Rl(t)) + σ2
k

)
+

ℶ
(
Wk,l(t)

)
− ℶ

(
W

(η)
k,l (t)

)
ℶ
(
W

(η)
k,l (t)

)
+
∑
l∈L

Tr(Hk,l(t)Rl(t)) + σ2
k

, (39)

ℶ
(
Wk,l(t)

)
=
( ∑

j∈K̃\k

∑
l∈L

Tr(Hk,l(t)Wj,l(t))
)
,

ℶ
(
W

(η)
k,l (t)

)
=
( ∑

j∈K̃\k

∑
l∈L

Tr(Hk,l(t)W
(η)
j,l (t))

)
.

(40)

(41)

After substituting the upper bound of R1
eve from (36)

into (34), removing the constant terms in (34), and rank-one
terms in (32e), (34) is rewritten as (42) at the top of the next
page.

Finally, problem (32) can be convexified as follows:

max
w(t),

Rv(t),∀t

∑
t∈T

∑
k∈K

R̃Sec
k (t)

s.t.

R̃Sec
k (t) ≥ Rmin

k , ∀k, ∀t,
(32b), (32c), (32d), (33).

(43a)

(43b)
(43c)

Since problem (43) is convex, it can be solved efficiently
by employing convex optimization solvers such as CVX.

B. Phase Shift Optimization

With fixed w(t), Rv(t), and q(t), the subproblem to
optimize the URIS reflection vector θ(t) can be written as

max
θ(t),∀t

∑
t∈T

∑
k∈K

[Rk(t)−Re,k(t)]

s.t.
(30c), (30d), (30e).

(44a)

(44b)

Due to non-convex constraints (30c), (30d), and (30e), it
is challenging to design the RIS’s phase shifts. In addition,
the objective function is a fractional and implicit function
of θ(t), making direct optimization intractable. Let us define
Gi,l(t) = hi,l(t)h

H
i,l(t), Ci,q(t) = Gi,q(t)wi,lw

H
i,lG

H
i,q(t),

Ci,l(t) = Gi,q(t)Rl(t)G
H
i,q(t), and ψ(t) = θ(t)θH(t).

Then, Rk(t) and Re,k(t) can be rewritten as R̃k(t) in (45)
and R̃e,k(t) in (46), respectively, as shown at the top of the
next page.

Next, the problem (44) can be reformulated as

max
ψ(t),∀t

∑
t∈T

∑
k∈K

[R̃k(t)− R̃e,k(t)]

s.t.

γ̂s(t) ≥ γmin
s , ∀t,

(30d), (30e),

(47a)

(47b)
(47c)

where γ̂s(t) is given by (48) at the top of the next page.
According to the basic properties of the logarithmic func-

tion, the objective function (47a) can be rewritten as (49) at
the top of the next page.
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R̂Sec
k (t) = log2

(∑
l∈L

Tr(Hk,l(t)Wk,l(t)) +
∑

j∈K̃\k

∑
l∈L

Tr(Hk,l(t)Wj,l(t)) +
∑
l∈L

Tr(Hk,l(t)Rl(t)) + σ2
k

)
︸ ︷︷ ︸

R1
leg

− log2

( ∑
j∈K̃\k

∑
l∈L

Tr(Hk,l(t)Wj,l(t)) +
∑
l∈L

Tr(Hk,l(t)Rl(t)) + σ2
k

)
︸ ︷︷ ︸

R2
leg

− log2

(∑
l∈L

Tr(He,l(t)Wk,l(t)) +
∑

j∈K̃\k

∑
l∈L

Tr(He,l(t)Wj,l(t)) +
∑
l∈L

Tr(He,l(t)Rl(t)) + σ2
e

)
︸ ︷︷ ︸

R1
eve

+ log2

( ∑
j∈K̃\k

∑
l∈L

Tr(He,l(t)Wj,l(t))
∑
l∈L

Tr(He,l(t)Rl(t)) + σ2
e

︸ ︷︷ ︸
R2

eve

)
, (34)

R̃Sec
k (t) = R1

leg +R2
eve −

ℶ
(
Wk,l(t)

)
− ℶ

(
W

(η)
k,l (t)

)
ℶ
(
W

(η)
k,l (t)

)
+
∑
l∈L

Tr(Hk,l(t)Rl(t)) + σ2
k

−
ℵ
(
Wk,l(t)

)
− ℵ

(
W

(η)
k,l (t)

)
ℵ
(
W

(η)
k,l (t)

)
+
∑
l∈L

Tr(He,l(t)Rl(t)) + σ2
e

, (42)

R̃k(t) =

log2

(
1 +

∑
l∈L

(
Tr(Gk,l(t)Wk,l(t)) + Tr(ψ(t)Ck,l(t))

)
∑

j∈K̃\k

∑
l∈L

(
Tr(Gk,l(t)Wj,l(t)) + Tr(ψ(t)Ck,q(t))

)
+
∑
l∈L

(
Tr(Ge,l(t)Rl(t)) + Tr(ψ(t)Ce,q(t))

)
+ σ2

k

)
, (45)

R̃e,k(t) =

log2

(
1 +

∑
l∈L

(
Tr(Ge,l(t)Wk,l(t)) + Tr(ψ(t)Ce,l(t))

)
∑

j∈K̃\k

∑
l∈L

(
Tr(Ge,l(t)Wj,l(t)) + Tr(ψ(t)Ce,q(t))

)
+
∑
l∈L

(
Tr(Ge,l(t)Rl(t)) + Tr(ψ(t)Ce,q(t))

)
+ σ2

e

)
, (46)

γ̂s(t) =

∑
l∈L

(σl
ĺ)

2
∑
k∈K̃

(
Tr(
∑
ĺ∈L

Ge,l(t)Wk,l(t)G
H
e,l(t)) + Tr(

∑
ĺ∈L

ψ(t)Ce,l(t)C
H
e,l(t))

)
∑
l∈L

(
Tr(
∑
ĺ∈L

Ge,l(t)Rl(t)G
H
e,l(t)) + Tr(

∑
ĺ∈L

ψ(t)Ce,q(t)C
H
e,q(t))

)
+ σ2

e

, (48)

Based on (35), the upper bound of the concave logarithmic
function of I2 = I4 + I5 and I3 = I6 + I7 in (49) can be
respectively expressed as

I2 ≤ (I10 + σ2
k) +

I1 − I10
I10 + σ2

k

, (50)

I3 ≤ (I11 + σ2
e) +

I12 − I11
I11 + σ2

e

, (51)

where I10 and I11 are given by (52) and (53) at the top of the
next page, respectively. I1 = I4+I9, I12 = I6+I8, and ψη(t)
is the value of ψ(t) at the η-th iteration. By substituting (50)
and (51) into (49) and omitting the constant terms in (49),

the problem (47) can be rewritten as

max
ψ(t),∀t

∑
t∈T

∑
k∈K

(I13 + I14 + I15)−
I1 − I10
I10 + σ2

k

− I12 − I11
I11 + σ2

e

s.t.

(I13 + I14)−
I1 − I10
I10 + σ2

k

− I12 − I11
I11 + σ2

e

≥ Rmin
k ,

γ̂s(t) ≥ γmin
s , ∀t,

ψ(t) ≤ 1,∀t.

(54a)

(54b)

(54c)
(54d)

The problem (54) can be efficiently solved using CVX. If
the obtained solution ψ⋆(t) is of rank one, it is regarded as a
suboptimal solution. Otherwise, the Gaussian randomization
technique is employed to generate the active beamforming
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(47a) =∑
k∈K

(
log2

(∑
l∈L

(
Tr(Gk,l(t)Wk,l(t)) + Tr(ψ(t)Ck,l(t))

)
+
∑

j∈K̃\k

∑
l∈L

(
Tr(Gk,l(t)Wj,l(t)) + Tr(ψ(t)Ck,q(t))

)
︸ ︷︷ ︸

I13

+
∑
l∈L

(
Tr(Gk,l(t)Rl(t)) + Tr(ψ(t)Ck,q(t))

)
+ σ2

k

)
︸ ︷︷ ︸

I14

− log2

( ∑
j∈K̃\k

∑
l∈L

(
Tr(Gk,l(t)Wj,l(t)) + Tr(ψ(t)Ck,q(t))

)
︸ ︷︷ ︸

I4

+
∑
l∈L

(
Tr(Gk,l(t)Rl(t)) + Tr(ψ(t)Ck,q(t))

)
︸ ︷︷ ︸

I9

+σ2
k

)

︸ ︷︷ ︸
I5

− log2

(∑
l∈L

(
Tr(Ge,l(t)Wk,l(t)) + Tr(ψ(t)Ce,l(t))

)
︸ ︷︷ ︸

I6

+
∑

j∈K̃\k

∑
l∈L

(
Tr(Ge,l(t)Wj,l(t)) + Tr(ψ(t)Ce,q(t))

)
+
∑
l∈L

(
Tr(Ge,l(t)Rl(t)) + Tr(ψ(t)Ce,q(t))

)
︸ ︷︷ ︸

I8

+σ2
e

)

︸ ︷︷ ︸
I7

+ log2

( ∑
j∈K̃\k

∑
l∈L

(
Tr(Ge,l(t)Wj,l(t)) + Tr(ψ(t)Ce,q(t))

)
+
∑
l∈L

(
Tr(Ge,l(t)Rl(t)) + Tr(ψ(t)Ce,q(t))

)
+ σ2

e

)
︸ ︷︷ ︸

I15

)
, (49)

I10 = log2

( ∑
j∈K̃\k

∑
l∈L

(
Tr(Gk,l(t)Wj,l(t)) + Tr(ψη(t)Ck,q(t))

)
+
∑
l∈L

(
Tr(Gk,l(t)Rl(t)) + Tr(ψη(t)Ck,q(t))

))
, (52)

I11 = log2

(∑
l∈L

(
Tr(Ge,l(t)Wk,l(t)) + Tr(ψη(t)Ce,l(t))

)
+
∑

j∈K̃\k

∑
l∈L

(
Tr(Ge,l(t)Wj,l(t)) + Tr(ψη(t)Ce,q(t))

)

+
∑
l∈L

(
Tr(Ge,l(t)Rl(t)) + Tr(ψη(t)Ce,q(t))

))
, (53)

vector ψ̂(t).

C. URIS Location Optimization

Before presenting the detailed transformations, we
briefly outline the main steps used to solve the URIS
trajectory optimization subproblem. The original problem
in (55) is non–convex due to the coupled logarithmic
terms and the dependence of the channels on the
URIS position. First, auxiliary slack variables ℘(t)
and §(t) are introduced to decouple the secrecy rate
expression and convert the objective function into a
tractable difference form. Then, additional variables
℘1(t), ℘2(t), µk(t), µk,1(t), µk,2(t), νi(t), τi(t), ♮k,i(t), ρk,i(t)
are incorporated to transform the resulting fractional and
exponential constraints into equivalent forms. For clarity, the
main optimization and slack variables used in this section
are summarized in Table II. Finally, SCA and the first–order
Taylor expansions are applied to convexify the remaining
non–convex terms. After these steps, the subproblem is
converted into a standard convex optimization problem that
can be efficiently solved using CVX.

TABLE II
SUMMARY OF OPTIMIZATION AND SLACK VARIABLES

Variable Description
q(t) URIS 3D position at time slot t
℘(t) Auxiliary variable for legitimate link rate
§(t) Auxiliary variable for eavesdropper rate
℘1(t), ℘2(t) Slack variables for UE constraints
µk(t) Slack variable for Eve constraint
µk,1(t), µk,2(t) Auxiliary exponential variables
νi(t), τi(t) Distance-related slack variables
♮k,i(t), ρk,i(t) Linearization variables for SCA

Following are the detailed main steps that are used to
optimize the URIS trajectory optimization subproblem. With
fixed w(t), Rv(t), and θ(t), the subproblem to optimize the
position of URIS q(t) can be formulated as
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max
q(t),∀t

∑
t∈T

∑
k∈K

RSec
k (t)

s.t.
(30c), (30d), (30g), (30h).

(55a)

(55b)

Due to the non-convex nature of the objective function in
(55) with respect to q(t), slack variables ℘(t) and §(t) are
introduced to yield an equivalent and more tractable form of
the objective function, which is shown as follows:

max
q(t),℘(t),
§(t),∀t

∑
t∈T

∑
k∈K

(
℘(t)− §(t)

)
s.t.

e℘(t) ≤ Πk,1

Πk,2
, ∀t,

e§(t) ≤ Πe,1

Πe,2
, ∀t,

(30c), (30d), (30g), (30h),

(56a)

(56b)

(56c)

(56d)

where Πk,1, Πk,2, Πe,1, and Πe,2 are given by (57), (58),
(59), and (60), respectively, at the top of the next page.

To address the non-convex constraints in (56b) and (56c),
we introduce additional slack variables ℘1[t], ℘2[t], µk[t],
µk,1[t], and µk,2[t]. This transformation enables the reformu-
lation of the problem in (56) into an equivalent form that is
easier to optimize, which is given by

max
V,∀t

∑
t∈T

∑
k∈K

(
℘(t)− §(t)

)
s.t.
℘(t) + ℘2(t) ≤ ℘1(t), ∀t,
e§(t) ≤ eµk(t) , ∀t,
µk(t) + µk,2(t) ≤ µk,1(t), ∀t,
e℘1(t) ≤ Πk,1, ∀t,
e℘1(t) ≥ Πk,2, ∀t,
eµk,1(t) ≥ Πe,1, ∀t,
eµk,2(t) ≤ Πe,2, ∀t,
(30c), (30d), (30g), (30h),

(61a)

(61b)

(61c)
(61d)

(61e)

(61f)
(61g)
(61h)
(61i)

where

V ≜ {ν[t], t ∈ T },
ν[t] = [q[t], ℘[t], ℘i[t], §[t], µk[t], µk,i[t]], ∀t, i ∈ (1, 2).

Next, the non-convexity of (61) is handled by applying
a first-order Taylor expansion to §η(t) around its value
from the the previous iteration. Moreover, the constraints in
(61e)–(61h) are convexified by introducing additional slack
variables νi[t], τi[t], ♮k,i[t], and ρk,i[t], with i ∈ (1, 2). Based
on these transformations, the problem (61) is reformulated as

max
Z,∀t

∑
t∈T

∑
k∈K

(
℘(t)− §(t)

)
s.t.
℘(t) + ℘2(t) ≤ ℘1(t), ∀t,
e§

η(t) + e§
η(t)
(
§(t)− §η(t)

)
≤ eµk(t) , ∀t,

µk(t) + µk,2(t) ≤ µk,1(t), ∀t,
e℘1(t) ≤ f1(t), ∀t,
e℘

η
2 (t) + e℘

η
2 (t)
(
℘2(t)− ℘η

2(t)
)
≥ f2(t), ∀t,

e
µη
k,1(t) + e

µη
k,1(t)

(
µk,1(t) − µη

k,1(t)

)
≥ fe,1, ∀t,

eµk,2(t)+ ≤ fe,2(t), ∀t,
ν1(t) ≥ ||q(t)− pk||, ∀t,
τ1(t) ≥ ||q(t)− pl||, ∀t,
(♮k,1(t))

2 ≤ ||qη(t)− pe||2

+ 2(qη(t)− pe)
T (q(t)− qη(t)), ∀t,

(ρk,1(t))
2 ≤ ||qη(t)− pl||2

+ 2(qη(t)− pl)
T (q(t)− qη(t)), ∀t,

(ν2(t))
2 ≤ ||qη(t)− pk||2

+ 2(qη(t)− pk)
T (q(t)− qη(t)), ∀t,

(τ2(t))
2 ≤ ||qη(t)− pl||2

+ 2(qη(t)− pl)
T (q(t)− qη(t)), ∀t,

♮k,1(t) ≥ ||qη(t)− pe||, ∀t,
ρk,1(t) ≥ ||qη(t)− pl||, ∀t,
(30c), (30d), (30g), (30h),

(62a)

(62b)

(62c)
(62d)

(62e)

(62f)

(62g)

(62h)
(62i)
(62j)

(62k)

(62l)

(62m)

(62n)
(62o)
(62p)
(62q)

where Z ≜ {z(t), t ∈ T}, and z(t) =
[ν(t), νi(t), τi(t), ♮k,i(t), ρk,i(t)]. In addition, ℘η

i (t), µ
η
i (t),

and qη(t) denote the values obtained in the last iteration.
f1(t) and fe,2(t) are affine functions, f2(t) and fe,1(t)
are convex functions of νi(t), τi(t), ♮k,i(t), ρk,i(t). The
derivations of fi(t) and fe,i(t) and the associated constraints
in (62e)-(62p) are provided in the Appendix. Under these
transformations, the URIS trajectory optimization problem
in (62) becomes a convex program, which can be efficiently
solved using standard convex optimization tools like CVX.

The proposed AO algorithm for addressing problem (30)
is outlined in Algorithm 1.

Convergence Analysis: Algorithm 1 is developed based
on the AO framework. Let {w(η),R

(η)
v ,Θ(η),q(η)} de-

note the set of optimization variables at the η-th iteration.
The optimization process is carried out as follows: · · · →(
w(η+1),R

(η+1)
v ,Θ(η),q(η)

)
→

(
w(η+1),R

(η+1)
v ,Θ(η+1),

q(η)
)

→
(
w(η+1),R

(η+1)
v ,Θ(η+1),q(η+1)

)
→ . . . . At each

iteration, one block of variables is optimized while keeping
the others fixed. First, {w(η+1),R

(η+1)
v } are obtained by

solving problem (43) with {Θ(η),q(η)} fixed, which can be
expressed as

RSec
k

(
w(η+1),R(η+1)

v ,Θ(η),q(η)
)
≥

RSec
k

(
w(η),R(η)

v ,Θ(η),q(η)
)
. (63)

Likewise, {Θ(η+1)} is obtained by solving problem (54)
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Πk,1 = log2

(∑
l∈L

Tr(Hk,l(t)Wk,l(t)) +
∑

j∈K̃\k

∑
l∈L

Tr(Hk,l(t)Wj,l(t)) +
∑
l∈L

Tr(Hk,l(t)Rl(t)) + σ2
k

)
,

Πk,2 = log2

( ∑
j∈K̃\k

∑
l∈L

Tr(Hk,l(t)Wj,l(t)) +
∑
l∈L

Tr(Hk,l(t)Rl(t)) + σ2
k

)
,

Πe,1 = log2

(∑
l∈L

Tr(He,l(t)Wk,l(t)) +
∑

j∈K̃\k

∑
l∈L

Tr(He,l(t)Wj,l(t)) +
∑
l∈L

Tr(He,l(t)Rl(t)) + σ2
e

)
,

Πe,2 = log2

( ∑
j∈K̃\k

∑
l∈L

Tr(He,l(t)Wj,l(t))
∑
l∈L

Tr(He,l(t)Rl(t)) + σ2
e

)
,

(57)

(58)

(59)

(60)

Algorithm 1 Proposed AO Algorithm for Addressing Prob-
lem (30)
Initialization: Set η := 0 and choose an initial feasible point

(w(t)0,Rv(t)
0,θ(t)0,q(t)0), ∀t.

1: repeat
2: Given (θ(t)η,q(t)η), solve convex problem (43) to

obtain the optimal (w(t)⋆,Rv(t)
⋆);

3: Set (w(t)η+1 := w(t)⋆,Rv(t)
η+1 := Rv(t)

⋆);
4: Given (w(t)η+1,Rv(t)

η+1,θ(t)η,q(t)η), solve con-
vex problem (54) to obtain the optimal θ(t)⋆;

5: Set θ(t)η+1 := θ(t)⋆;
6: Given (w(t)η+1,Rv(t)

η+1,θ(t)η+1,q(t)η), solve
convex problem (62) to obtain the optimal q(t)⋆;

7: Set q(t)η+1 := q(t)⋆;
8: Set η := η + 1;
9: until Convergence criterion is met.

10: Output: (w(t)η,Rv(t)
η,θ(t)η,q(t)η).

under fixed {w(η+1),R
(η+1)
v ,q(η)}, which ensures

RSec
k

(
w(η+1),R(η+1)

v ,Θ(η+1),q(η)
)
≥

RSec
k

(
w(η+1),R(η+1)

v ,Θ(η),q(η)
)
. (64)

Finally, {q(η+1)} is obtained by solving problem (62) with
{w(η+1),R

(η+1)
v ,Θ(η+1)} fixed, yielding

RSec
k

(
w(η+1),R(η+1)

v ,Θ(η+1),q(η+1)
)
≥

RSec
k

(
w(η+1),R(η+1)

v ,Θ(η+1),q(η)
)
. (65)

This demonstrates the convergence of the proposed algo-
rithm.

Computational Complexity: In Algorithm 1, all subprob-
lems are solved using the interior-point method. In each
iteration, three optimization subproblems are updated sequen-
tially. First, the joint optimization of the transmit beamform-
ing vector w and AN covariance matrix in (43) involves
LM(K + 1) beamforming variables and LM AN variables.
The convex subproblem solved via SCA requires matrix
operations with computational complexity on the order of
O((LM(K + 1))3 + (LM)3). Second, the URIS phase
shift update in (54), solved via SDR combined with SCA,
involves N reflecting elements and incurs a computational
complexity of O(N)3. Third, the UAV location update in
(62) optimizes 2q position variables. The resulting convex
optimization subproblem has a computational complexity of
O((q)3). Therefore, the overall computational complexity per

TABLE III
SIMULATION PARAMETERS

Parameter Value
Number of APs (L) 4
Antennas per AP (M ) 4
Number of LUs (K) 3
Number of RIS elements (N ) 10
UAV altitude (H) 50 m
Time slots (T ) 10
Carrier frequency 2.7 GHz
Bandwidth 10 MHz
Noise variance (σk, σe) −80 dBm [19]
Maximum transmit power (Pmax

l ) 30 dBm
Path-loss at 1 m (J0) −20 dB
Path-loss exponent (ground) (α1) 4.0
Path-loss exponent (air-ground) (α2) 2.0
Rician factor (κ) 3
Sensing threshold (γmin

s ) 1 dB [8]
UAV maximum velocity (vmax) 20 m/s

iteration is given by O((LM(K+1))3+(LM)3+(N)3+q3).

V. NUMERICAL RESULTS

In this section, we present simulation results to evaluate
the effectiveness of the proposed secure low-altitude URIS-
enabled CF-ISAC system. The simulation parameters are
summarized in Table III [29], [33]. APs, LUs, and the
target/Eve are uniformly distributed within a 100m × 100m
square deployment area. All results are obtained in MATLAB
using CVX with the SDPT3 solver. The stopping criterion
for each AO iteration is based on the relative improvement
of the objective function, and the algorithm stops when the
increment falls below 10−3.

For performance evaluation, the proposed scheme is eval-
uated against the following three benchmark schemes:

• Without AN: AN is omitted, while the APs’ beam-
formings optimization, RIS’s phase shifts optimization,
and URIS trajectory design are performed in the same
manner as in the proposed scheme.

• Fixed RIS: A static RIS is placed at a fixed position,
and only the APs’ beamformings and RIS’s phase shifts
are optimized, without using UAV.

• Without URIS: A scheme in which only the APs’
beamforming vectors are optimized, without employing
URIS.
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Fig. 2. Convergence behavior of Algorithm 1.
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Fig. 3. Impact of the number of RIS elements on the LUs’ sum secrecy
rate.

Fig. 2 depicts the convergence behavior of Algorithm 1.
The proposed algorithm converges rapidly and stabilizes
within nearly five iterations, confirming the efficiency of the
proposed AO algorithm.

The impact of the number of RIS elements on the sum se-
crecy rate is shown in Fig. 3. We can see that the sum secrecy
rate increases as the number of RIS’s elements increases. A
larger number of RIS’s elements offers increased flexibility
and greater diversity gain, thus enabling more effective ma-
nipulation of the wireless environment. The proposed scheme
achieves the best performance at N = 10 approximately
16%, 61%, and 96% higher sum secrecy rate compared to
the schemes without AN, with fixed RIS, and without URIS,
respectively, since deploying UAV and AN adds new degrees
of freedom and interference control that help LUs while
degrading the Eve’s channel. In contrast, schemes without
AN or without UAV obtain lower gains, whereas the scheme
without using URIS yields the worst performance due to
reduced degrees of freedom and no channel enhancement for
LUs.

Fig. 4 shows the trade-off between the minimum required
sensing threshold and the sum secrecy rate. As the sensing
threshold increases, the secrecy performance of all schemes
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Fig. 4. Impact of sensing threshold requirement on the sum secrecy rate of
the LUs.
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Fig. 5. Impact of number of AP’s antennas on the sum secrecy rate.

degrades since a higher sensing threshold requires more
transmit power to achieve the desired sensing accuracy. Under
a fixed total transmit power constraint, allocating more power
to sensing reduces the power and degrees of freedom available
for AN injection and secrecy-oriented beamforming, which
narrows the LUs’ SINR advantage over Eve. Consequently,
the secrecy rate decreases as the sensing constraint becomes
more stringent. In addition, the proposed method demon-
strates a considerable secrecy rate advantage over all bench-
mark schemes, achieving approximately 11%, 54%, and 88%
higher sum secrecy rate compared to the schemes without
AN, with fixed RIS, and without URIS, respectively, at 1 dB.

Fig. 5 shows the sum secrecy rate versus the number of
antennas at each AP. It can be seen that the sum secrecy rate
of all schemes improves with the number of AP antennas. It
is because a larger antenna array provides higher beamform-
ing gain and additional spatial degrees of freedom, which
enhances the desired signal strength at LUs while improving
the system’s ability to spatially degrade Eve’s reception.

VI. CONCLUSION

This paper investigates a secure ISAC-CF network assisted
by a low-altitude URIS. The sum secrecy rate of the consid-
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ered network is maximized by jointly optimizing the APs’
transmit beamformings, AN, RIS’s phase configuration, and
the URIS location. As the original problem is non-convex,
we decomposed it into three manageable subproblems and
developed an iterative AO framework that combines MM,
SDR, and SCA methods to efficiently solve them. Simulation
results validated the effectiveness of the proposed network
compared with benchmarks, and highlighted the potential of
deploying low-altitude URIS and AN to provide flexible and
robust security enhancements for ISAC-CF networks. Future
work may consider multi-UAV coordination, imperfect CSI,
and learning-based trajectory optimization to further enhance
security and sensing performance.

APPENDIX

This appendix provides the detailed derivations of the
expressions for fi(t) and fe,i(t), together with the convexified
constraints given in (62e)–(62p).

To convexify the non-convex constraint (61e), we first
rewrite its right-hand side as

Πk,1(t) ≜ Π
(a)
k,1(t) + Π

(b)
k,1(t) + Π

(c)
k,1(t) + σ2

k, (66)

where the three components of Πk,1(t) respectively corre-
spond to: (i) the desired signal power, (ii) multi LU inter-
ference, and (iii) AN. The first component Π(a)

k,1(t) is shown
as

Π
(a)
k,1(t) ≜

∑
l∈L

Tr
(
Hk,l(t)Wk,l(t)

)
=
∑
l∈L

(
℧1

dαl,k
+

E1

d
α/2
l,k d

α/2
q,k d

α/2
l,q

+
Λ1

dαq,kd
α
l,q

)
, (67)

where

℧1 = J2
0

∑
l∈L

h̃H
k,l(t)wk,l(t)w

H
k,l(t)h̃k,l(t),

E1 = 2J0
∑
l∈L

ℜ
{
h̃H
k,l(t)wk,l(t)w

H
k,l(t)h̃

H
q,k(t)Θ(t)H̃l,q(t)

}
,

Λ1 =
∑
l∈L

h̃H
q,k(t)Θ(t)H̃l,q(t)wk,l(t)w

H
k,l(t)H̃

H
l,q(t)Θ(t)h̃q,k(t).

The relevant distances in (67) are defined as dl,k =
∥pl − pk∥, dq,k(t) = ∥q(t) − pk∥, dl,q(t) = ∥q(t) − pl∥,
and the corresponding normalized channels are hl,k =

d
−α

2

l,k h̃l,k,hq,k(t) = d
−α

2

q,k h̃q,k(t),Hl,q(t) = d
−α

2

l,q H̃l,q(t).

Next, the second component Π(b)
k,1(t) is given by

Π
(b)
k,1(t) ≜

∑
j∈K̃\{k}

∑
l∈L

Tr
(
Hk,l(t)Wj,l(t)

)
=
∑
l∈L

(
℧2

dαl,k
+

E2

d
α/2
l,k d

α/2
q,k d

α/2
l,q

+
Λ2

dαq,kd
α
l,q

)
, (68)

where ℧2, E2, and Λ2 are defined analogously to ℧1, E1, and
Λ1, but using Wj,l(t) for j ̸= k.

Then, the third component Π(c)
k,1(t) is written as

Π
(c)
k,1(t) ≜

∑
l∈L

Tr
(
Hk,l(t)Rl(t)

)
=
∑
l∈L

(
℧3

dαl,k
+

E3

d
α/2
l,k d

α/2
q,k d

α/2
l,q

+
Λ3

dαq,kd
α
l,q

)
, (69)

where

℧3 = J2
0

∑
l∈L

h̃H
k,l(t)vl(t)v

H
l (t)h̃k,l(t),

E3 = 2J0
∑
l∈L

ℜ
{
h̃H
k,l(t)vl(t)v

H
l (t)h̃H

q,k(t)Θ(t)H̃l,q(t)
}
,

Λ3 =
∑
l∈L

h̃H
q,k(t)Θ(t)H̃l,q(t)vl(t)v

H
l (t)H̃H

l,q(t)Θ(t)h̃q,k(t).

To convexify the constraint (62e), we introduce the follow-
ing slack variables ν1(t), τ1(t), ν2(t), and τ2(t):

ν1(t) ≥ ∥q(t)− pk∥, τ1(t) ≥ ∥q(t)− pl∥, ∀t,
ν2(t) ≤ ∥q(t)− pk∥, τ2(t) ≤ ∥q(t)− pl∥, ∀t.

(70)
(71)

Let us define

δ1(t) =

{
ν1(t)τ1(t), Λ > 0,

ν2(t)τ2(t), Λ < 0.
(72)

The non-convex parts in (71) are linearized by the first-
order Taylor expansion around the previous URIS location
qη(t):

(ν2(t))
2 ≤ ∥qη(t)− pk∥2 + 2(qη(t)− pk)

⊤(q(t)− qη(t)),

(τ2(t))
2 ≤ ∥qη(t)− pl∥2 + 2(qη(t)− pl)

⊤(q(t)− qη(t)).

(73)

(74)

By substituting these convex approximations into (62e), it
yields

e℘1(t) ≤ f1(t), ∀t, (75)

where

f1(t) =

℧+ Eχ1 + Λχ1 + σ2
k, Λ > 0,

℧+ Eχ2 + Λχ2 + σ2
k, Λ < 0,

(76)

and the linearized coefficients are

χ1 =
1

νη
1 (t)τ

η
1 (t)

− ν1(t)− νη
1 (t)

(νη
1 (t))

2τη
1 (t)

− τ1(t)− τη
1 (t)

νη
1 (t)(τ

η
1 (t))

2
,

χ2 =
1

νη
2 (t)τ

η
2 (t)

− ν2(t)− νη
2 (t)

(νη
2 (t))

2τη
2 (t)

− τ2(t)− τη
2 (t)

νη
2 (t)(τ

η
2 (t))

2
.

(77)

(78)

Because f1(t) is affine when Λ > 0 and concave when
Λ < 0, the constraint becomes convex in both cases. By sub-
stituting the convex approximations of the distance-dependent
terms into (62f), it yields

e℘2(t) ≥ f2(t), ∀t, (79)

where f2(t) is the convex surrogate of Π(b)
k,1(t)+Π

(c)
k,1(t)+σ2

k.
Let

℧̃2 ≜ ℧2,k + ℧3,k,

Ẽ2 ≜ E2,k + E3,k,

Λ̃2 ≜ Λ2,k + Λ3,k,

(80)

(81)

(82)

denote the combined coefficients of the interference and AN
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terms. The associated mixed-distance factor is defined as

δ2(t) =

{
ν2(t) τ2(t), if Λ̃2 > 0,

ν1(t) τ1(t), if Λ̃2 < 0,
(83)

which follows the same sign-dependent selection rule as
δ1(t). Because f2(t) follows the same first-order Taylor
expansion and linearization procedure as f1(t), its affine
form is obtained directly by substituting the corresponding
coefficients, which yields

f2(t) =

℧̃2 + Ẽ2 χ2(t) + Λ̃2 χ2(t) + σ2
k, Λ̃2 > 0,

℧̃2 + Ẽ2 χ1(t) + Λ̃2 χ1(t) + σ2
k, Λ̃2 < 0,

(84)

which is affine in the optimization variables and thus ensures
that

e℘2(t) ≥ f2(t), (85)

is a convex constraint.
Similarly, the constraint in (61g) is reformulated into

fe,1(t) following the same procedure used for f2(t). Like-
wise, the constraint in (61h) is transformed into fe,2(t) in a
manner analogous to the derivation of f1(t), respectively.

The right-hand side of the corresponding constraint for the
target/Eve can be decomposed as

Πe,1(t) ≜ Π
(a)
e,1(t) + Π

(b)
e,1(t) + Π

(c)
e,1(t) + σ2

e , (86)

where the terms respectively represent the desired signal at
the target/Eve, the interference from other LUs, and the AN
leakage through the URIS. These are defined as

Π
(a)
e,1(t) =

∑
l∈L

Tr
(
He,l(t)Wk,l(t)

)
=
∑
l∈L

(
℧e,1

dαl,e
+

Ee,1

d
α/2
l,e d

α/2
q,e d

α/2
l,q

+
Λe,1

dαq,ed
α
l,q

)
, (87)

where

℧e,1 = J2
0

∑
l∈L

h̃H
e,l(t)wk,l(t)w

H
k,l(t)h̃e,l(t),

Ee,1 = 2J0

∑
l∈L

ℜ
{
h̃H
e,l(t)wk,l(t)w

H
k,l(t)h̃

H
q,e(t)Θ(t)H̃l,q(t)

}
,

Λe,1 =
∑
l∈L

h̃H
q,e(t)Θ(t)H̃l,q(t)wk,l(t)w

H
k,l(t)H̃

H
l,q(t)Θ(t)h̃q,e(t).

The path distances are similarly defined as dl,e = ∥pl −
pe∥, dq,e(t) = ∥q(t)− pe∥, and dl,q(t) = ∥q(t)− pl∥.

By introducing the same slack variables ♮i(t) and ρi(t)
(i ∈ {1, 2}), the convexified surrogate of the target/Eve’s
constraint is expressed as

fe,1(t) =

{
℧e,1 + Ee,1χ4(t) + Λe,1χ4(t) + σ2

e , Λe,1 > 0,

℧e,1 + Ee,1χ3(t) + Λe,1χ3(t) + σ2
e , Λe,1 < 0,

(88)

and χ3(t) and χ4(t) are defined as

χ3 =
1

♮η1(t)ρ
η
k,1(t)

− ♮1(t)− ♮η1(t)

(♮η1(t))
2ρηk,1(t)

−
ρk,1(t)− ρηk,1(t)

♮η1(t)(ρ
η
k,1(t))

2
,

χ4 =
1

♮η2(t)ρ
η
k,2(t)

− ♮2(t)− νη
2 (t)

(♮η2(t))
2ρηk,2(t)

−
ρk,2(t)− ρηk,2(t)

♮η2(t)(ρ
η
k,2(t))

2
.

(89)

(90)

Similarly, we define ℧̃e,2 ≜ ℧e,2 + ℧e,3, Ẽe,2 ≜ Ee,2 +
Ee,3, Λ̃e,2 ≜ Λe,2 + Λe,3, where

fe,2(t) =

{
℧̃e,2 + Ẽe,2χ3(t) + Λ̃e,2χ3(t) + σ2

e , Λ̃e,2 > 0,

℧̃e,2 + Ẽe,2χ4(t) + Λ̃e,2χ4(t) + σ2
e , Λ̃e,2 < 0.

(91)

Both fe,1(t) and fe,2(t) are affine in the optimization
variables and hence preserve convexity under the SCA frame-
work, where ♮k,i(t) and ρk,i(t), i ∈ (1, 2), denote the values
obtained from the previous iteration, and the constraints
associated with these slack variables can be formulated as
follows:

(♮k,1(t))
2 ≤ ||qη(t)− pe||2

+ 2(qη(t)− pe)
T (q(t)− qη(t)), ∀t,

(ρk,1(t))
2 ≤ ||qη(t)− pl||2

+ 2(qη(t)− pl)
T (q(t)− qη(t)), ∀t,

♮k,1(t) ≥ ||qη(t)− pe||, ∀t,
ρk,1(t) ≥ ||qη(t)− pl||, ∀t.
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