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Abstract—This study realizes secure near-field location division
multiple access through employing both a variational quantum
circuit and a nature-inspired algorithm. With the escalating
demands of the sixth generation (6G) and beyond, there is
growing interest in using large numbers of antenna elements,
making near-field communications more practical Seizing this
opportunity, we leverage near-field communications for a distinct
multiple access technique, termed location division multiple
access (LDMA), which capitalizes on spatial orthogonality to
distinguish users by both angle and distance. Nevertheless, relying
on beamforming to direct signals to distinct users poses a clear
physical-layer security risk: adversaries might eavesdrop on
messages intended for legitimate users, prompting the need to
optimize beamforming to enhance security while adhering to
wireless systems’ constraints. To make matters worse, conven-
tional approaches typically entail multiple matrix inversions, and
the optimization problem is far from trivial to solve due to
its non-convexity and NP-hardness. To this end, our solution
leverages variational quantum circuits (VQC), motivated by
the potential benefits offered by quantum computing. On top
of that, we improve upon the existing VQC workflows by
integrating a classical algorithm, particularly, the differential
evolution algorithm, thereby reducing quantum computational
resource demands while maintaining high exploration efficiency.
We further investigate how different quantum circuit depths
influence the balance between expressibility and convergence.
Simulation results reveal that our proposed scheme consis-
tently outperforms conventional benchmarks in terms of secrecy
rates, while simultaneously satisfying quality-of-service (QoS)
constraints and power allocation requirements.

Index Terms—Location division multiple access, near-field
communications, physical layer security, variational quantum
circuits.
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I. INTRODUCTION

THE EVOLUTION toward the sixth generation (6G)
wireless networks reflects the escalating demand for

massive connectivity, ultra-high data rates, and enhanced se-
curity in data transmission. In answer to such challenging
requirements, technologies such as high-frequency millimeter-
wave (mmWave) and terahertz (THz) bands, together with
massive multiple-input multiple-output (mMIMO) systems, are
being explored to deliver stable, high-capacity, and energy-
efficient communication services [1], [2]. However, the use
of such high-frequency channels inevitably introduces severe
propagation losses, thereby limiting transmission distances and
degrading network performance and reliability [3], [4].

Recently, extremely large-scale antenna arrays (ELAAs)
have emerged as a promising solution to address these chal-
lenges. Capitalizing on the short wavelengths of mmWave and
THz frequencies, ELAAs can realize a substantially larger
number of antennas within a limited physical layout [5].
This improvement affords a higher beamforming gain, which
mitigates propagation loss and extends transmission range,
thereby enhancing link reliability in high-frequency wireless
systems. Moreover, ELAA extends the near-field region, which
becomes increasingly important in future wireless systems [6].
In general, the wireless transmission region can be distin-
guished into near-field and far-field ranges, divided by the
Rayleigh distance. Unlike conventional far-field communica-
tion (FFC), where channel characteristics depend primarily on
the transmission angle or beamsteering, near-field communi-
cation (NFC) exploits both angle and distance to differentiate
users, enabling precise beamfocusing and improved spatial res-
olution [7]. This transition from planar-wavefront in far-field
ranges into spherical wavefront in near-field ranges augments
spatial resolution in multi-user systems, allowing the trans-
mitter to focus energy on precise location. Furthermore, the
spatial resolution of NFC can approach an ideal limit in which
the transmitter can accurately focus multiple superimposed
signals on distinct user locations, as the number of antennas
becomes very large [8]. In addition, while the near-field region
can be categorized into reactive and radiating subregions,
practical NFC applications typically rely on the radiating near-
field subregion, where signals can be focused on intended
users, allowing efficient energy propagation [9], [10], [11].
In contrast, evanescent electromagnetic waves dominate the
reactive near-field subregion, which is nearer to the transmit
antenna array, and their non-propagating nature causes the
power to decay rapidly.

While NFC introduces an additional degree of freedom
to focus signals on intended users, the broadcast nature of
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wireless channels still renders the communication system
vulnerable to malicious users in close proximity. Additionally,
the rising number of user devices and their increasing demands
require the system to both provide reliable performance and
maintain security. This has driven growing interests in physical
layer security (PLS), which tackles threats, e.g., eavesdrop-
ping, using the physical characteristics of the wireless medium
[12], [13]. Unlike network-layer security methods, which
depends on cryptographic algorithms to encrypt sensitive data
points and protect them regardless of the transmission medium,
PLS approaches ensure confidentiality by leveraging physical
properties such as fading, noise, and spatial variations. To
assess PLS, one notable metric is the secrecy rate, which
quantifies the difference in data rates between intended users
and potential eavesdroppers. A secure system must ensure a
positive secrecy rate to protect sensitive data and maintain the
desired QoS.

A. Related Studies

PLS approach has been extensively studied in wireless
systems, including cellular, Wi-Fi, and 5G communications
[14]–[17]. While these studies primarily focus on conven-
tional FFC, spatial division multiple access (SDMA) shall
allow parallel data transmission to multiple users located at
different angles. However, when multiple users share the same
transmission direction, the spatial resolution of FFC degrades
due to inter-user interference [9]. To address this limitation of
far-field SDMA, NFC may use beamfocusing, leveraging both
angular and distance domains to differentiate users, thereby
enabling precise signal targeting while mitigating mutual in-
terference. Taking advantage of the extra resources provided
in the distance domain, LDMA can utilize beamfocusing with
ELAA to allocate a unique beamforming vector for each
user [8]. To reduce hardware costs and power demands in
fully digital architectures, particularly in multi-user systems, a
hybrid beamforming approach is often adopted as well. Such
an integration between multiple-access technique and hybrid
beamforming improves spectrum efficiency and fosters secure
data transmission, especially in large-scale experiencing high
user density.

In line with these advancements, several studies have inves-
tigated PLS in NFCs. For instance, a two-stage beamformer
design was proposed to improve secrecy capacity in a NFC
system with a single legitimate user and an eavesdropper [18].
Nonetheless, the scalability of such a configuration warrants
further investigation, as multi-user systems generally impacted
by co-channel interference. In addition, the resolution char-
acteristics of non-orthogonal multiple access (NOMA) users
and eavesdroppers within NFC systems at different angles and
distances were analyzed in [19], highlighting the importance
of investigating NFC security. Accordingly, many studies
have examined the maximization of NFC security indicators.
For example, a semi-definite relaxation (SDR) technique and
a successive convex approximation (SCA) algorithm were
proposed to maximize the secrecy performance of a NOMA-
assisted integrated sensing and communication (ISAC) sys-
tem [20] . Nevertheless, as the number of users increases,

NOMA incurs higher receiver complexity and a pronounced
susceptibility to error propagation. Beyond multiple-access
techniques, an iterative, manifold-based optimization was em-
ployed to approximate the security of hybrid beamforming
towards fully-digital performance in [21]. Although this in-
direct design enhances the overall secrecy rate, it restricts
the hybrid beamforming architecture from fully exploring its
feasible design space, potentially limiting system performance.
Another strategy involves learning-based models to mitigate
information leakage [22]. While existing NFC-PLS studies
utilize optimization and multiple-access techniques to enhance
PLS, they generally overlook the potential of LDMA. Given
LDMA’s flexibility in spatial resolution and its support for
dense user environments, it represents a promising candidate
for enhancing NFC security. Yet, this aspect remains largely
unexplored.

To fully exploit LDMA’s capabilities, advanced learn-
ing strategies are needed to efficiently optimize the high-
dimensional hybrid beamforming problem inherent in dense
NFC architecture. In this context, quantum-based learning has
recently emerged as a promising solution due to its broad ap-
plicability and potential for exponential speedup. In particular,
the collaborative use of quantum and classical learning models
in knowledge distillation, where quantum models leverage
trained classical models to facilitate training convergence, was
demonstrated in [23]. Likewise, quantum learning models can
be integrated into federated learning workflows, wherein a
centralized quantum model iteratively aggregates the gradients
or parameters from quantum models trained locally [24].
Studies have also demonstrated the utility of quantum models
for heterogeneous network elements. In [25], a dynamic quan-
tum federated learning was used to enhance the collaborative
learning among multiple uncrewed aerial vehicles (UAVs).
Despite the potential of quantum-based learning approaches to
accelerate convergence and handle high-dimensional problems
[26], their exploration within NFC-PLS is still in early stages.
Moreover, practical implementation is constrained by current
hardware limitations and circuit noise, affecting the scalability
of purely quantum solutions, especially in multi-user scenar-
ios. In the present noisy intermediate-scale quantum (NISQ)
stage, where platforms can process only limited numbers of
qubits [27], quantum-based learning can benefit from operating
alongside classical algorithms when addressing taxing tasks
such as the high-dimensional beamforming challenges posed
by ELAA.

Accordingly, designing hybrid learning workflows that ef-
fectively combine the strengths of classical algorithms with
quantum-based learning models becomes crucial. For in-
stance, a quantum-classical search algorithm was proposed
to search over all possible codeword combinations simulta-
neously for optimal channel quantization, enabling energy-
efficient and low-complexity reconfigurable intelligent sur-
faces (RIS)-assisted data transmission [28]. The presence of
RIS significantly changes the eavesdropping landscape, yet
their framework neither models adversarial RIS links nor
protects sensitive medical data from interception, leaving PLS
completely unaddressed. Existing deep learning-based beam-
forming methods rely on extensive offline training and large
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datasets to approximate optimal beamforming policies [29],
[30]. While these approaches can achieve favorable perfor-
mance, they often suffer from high training complexity and
sensitivity to variance of channel conditions [30], [31], [32]. In
[33], VQC was incorporated as a layer to enhance the classical
neural network in optimizing the beamforming design, thereby
improving the network’s total data rate. Specifically, the VQC
was employed to extract and exploit useful features from
the channel state dataset, while its potential to independently
achieve optimal solutions was overlooked. Moreover, the
approach focuses exclusively on fully digital beamforming,
which is energy-inefficient in large-scale multi-user wireless
systems. By relying on SDMA rather than LDMA, the method
diminishes the immunity of user information against potential
adversarial decoding.

Motivated by this gap, we propose a sequential quantum-
classical (SQC) algorithm to optimize hybrid beamforming
architecture, thereby enhancing secrecy rate in LDMA-NFC
systems, as shown in Fig. 1.

B. Contributions and Organization
The following articulates the key contributions of this paper.
• This pioneering study employs VQCs to optimize near-

field LDMA. While prior studies such as [34] and [35]
apply learning-based methods to improve NFC perfor-
mance, they do not consider LDMA, which is particularly
suited for supporting a growing number of users, as
it facilitates distinguishing users based on their rela-
tive positions to the antenna array and signal angle of
departure (AoD) directions. On top of that, this paper
supports the scalability of VQC utilization by combining
it with a heuristic algorithm. This approach substantially
reduces the number of qubits required, and is therefore
relevant for NISQ platforms, which typically process
limited numbers of qubits.

• Moreover, this is an early attempt to address the security
aspect of near-field LDMA, particularly to maximize
the total secrecy rate subject to users’ QoS constraints
under limited power allocation. Most existing studies
concerned with the performance of near-field LDMA,
such as [8] and [36], typically assume that all mobile
terminals within the area are legitimate, thus overlooking
realistic security threats such as eavesdropping, making
the paper’s focus particularly distinctive. On the other
hand, while certain studies such as [18] and [22] address
the security aspects of near-field communications, they do
not investigate LDMA. To this end, this paper optimizes
the base station’s hybrid beamforming, to degrade the
attacker’s achieved rate whilst maintaining the QoS of
the legitimate users. This optimization problem is sig-
nificantly challenging, as it involves strongly coupled
variables arising from hybrid beamforming, spherical-
wave channel characteristics, and non-convex secrecy-
rate formulas. The resulting objective domain becomes
highly non-linear, making exact convex reformulations or
optimal solutions computationally expensive to obtain.

• To support the practical application of the proposed
solution, especially give the present-day limitations on

logical qubits, this study reduces the qubit requirement by
incorporating classical methods, particularly evolutionary
algorithms. The proposed scheme reduces quantum re-
source requirements and improves scalability under NISQ
constraints, thus addressing the limitations of existing
generic quantum optimization frameworks [37], [38]. Of
note, while some studies consider the constraints on the
number of qubits [39], [40] or circuit depth [41], most do
not apply these approaches to wireless communications.

• This study investigates how varying VQC architectures
influence trainability and expressibility. Specifically, two
distinct circuit architectures with dynamically parameter-
ized layers are evaluated to assess their effectiveness in
enhancing the system’s secrecy rate. The results demon-
strate that employing a larger number of qubits increases
computational capability, significantly improving secrecy
rate performance compared to the reduced layout.

The remainder of this paper is arranged as follows. Sec-
tion II models the near-field LDMA system and formulates
the secrecy rate optimization problem. Section III proposes
a sequential quantum-classical workflow for enhancing the
beamforming architecture. Section IV evaluates the impact of
different transmission environments on the performance of the
proposed solution, with particular regard to varying quantum
circuit depths. Section V summarizes our findings.

Notations: A matrix and a vector are symbolized by a bold
uppercase letter A and a bold lowercase letter a, respectively.
For any matrix A, AH , ∠A, [A]i,j , and ∥A∥F denote the
conjugate transpose, element-wise phase, (i,j)-th entry and
Frobenius norm of A, respectively. ∥ · ∥ denotes the Euclidean
norm of a vector and | · | denotes the magnitude of a scalar.
C stands for the set of complex numbers and E denotes the
mathematical expectation. IK is K × K identity matrix. |·⟩
denotes a column vector in Dirac (ket) notation.

Fig. 1. The core proposition of this paper, which addresses the limitations
of current quantum computing, particularly the restricted number of logical
qubits. A classical nature-inspired algorithm, particularly a metaheuristic
algorithm, is first employed to identify the solution for the analog precoding.
Subsequently, variational quantum circuits are employed to find the solution
for the digital precoding.
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II. SYSTEM MODEL AND PROBLEM FORMULATION

In this paper, we consider a downlink multiple-input single-
output (MISO) near-field system, where a base station (BS)
is equipped with NT antennas arranged in a uniform linear
array (ULA) layout. Each antenna element is indexed by
n ∈ {0, 1, . . . , NT } where NT = 2N+1. The spacing between
antenna elements is given by d = λ

2 , where λ represents the
wavelength of transmitted signal. The transmitter simultane-
ously sends s ∈ CK×1 signals to K legitimate users in the
near-field region that also includes a potential eavesdropper,
where E{sHs} = IK . It is worth noting that the eavesdropper
can simply be considered an untrusted user, meaning that the
system does not require prior identification of the malicious
user. This assumption allows the design of secure transmission
strategies that are robust to any user attempting to decode
confidential information. Fig. 2 illustrates the near-field ULA-
ELAA system. The near-field boundary is determined by the
Rayleigh distance, given by dR = 2D2

λ where D is the antenna
aperture. As the BS employs ULA for NT antennas, the
antenna aperture is then defined as D = (NT−1)d. Beyond the
Rayleigh boundary, the signal propagation transitions into the
far-field area, where it exhibits planar wavefront characteristics
and the LDMA spatial resolution is no longer preserved. To
ensure independent data streams, it is essential that K ≤ NRF ,
where NRF is the number of RF chains. For the sake of
simplicity, K = NRF is used throughout this paper, following
studies such as [8] and [42].

Fig. 2. Near-field ULA-ELAA system under eavesdropping threat.

A. Near-field Channel Model

In a practical scenario, the wireless propagation environment
involves L scatterers that introduce non-line-of-sight (NLoS)
paths in addition to direct line-of-sight (LoS) transmission.
Let aδn = [δnd, 0]

T be the Cartesian coordinate of the n-th
antenna, where δn = n − N denotes the index offset from
the central array element. The reference point is set at the
center of the array, a0 = [0, 0]. The positions of the k-th
user and the l-th scatterer are, respectively, denoted by uk =
[rk sinϕk, rk cosϕk]

T and zl = [rl sinϕl, rl cosϕl]
T , with ϕk

and ϕl representing the AoD from the BS to the k-th user and
l-th scatterer, respectively. Here, r demonstrates the distance
between the center of the transmitting array and the user (or
scatterer). Hence, the propagation distance between the n-th

antenna and the k-th user (or l-th scatterer) can be given by
the following expression

r
(n)
l =

√
r2 + δ2nd

2 − 2rδnd sinϕ

≈ r − δnd sinϕ+
δ2nd

2 cos2 ϕ

2r
, (1)

where the approximation is obtained by taking the first three
terms from the Fresnel approximation [43], with

√
1 + x ≈

1 + x
2 −

x2

8 for x =
δ2nd

2−2rδnd sinϕ
r2 . Specifically, (1) can be

represented as follows:

r
(n)
0 = rk − δnd sinϕk +

δ2nd
2 cos2 ϕk
2rk

, for l = 0 (LoS), (2)

r
(n)
l = rl − δnd sinϕl +

δ2nd
2 cos2 ϕl
2rl

,∀l ≥ 1 (NLoS). (3)

The notations r(n)0 and r(n)l in (2) and (3) respectively denote
the distances d(aδn ,uk) and d(aδn , zl). According to super-
position principle [9], the channel between the transmitter and
the k-th user can be described as

hk = α0g0b(r
(n)
0 , ϕ0) +

1√
L

L∑
l=1

αlglb(r
(n)
l , ϕl)e

jθk,l , (4)

where g0 =
√

KRi

KRi+1 represents the complex channel gain for
the LoS path and KRi is the Rician fading factor. Meanwhile,
gl ∼ CN (0, σ2

αl
) denotes NLoS path gains, each of which is

assumed to be independent and identically distributed (i.i.d),
with variance σ2

αl
= 1

KRi+1 . The random phase of the l-th
scatterer path to the k-th user follows a uniform distribution,
θk,l ∼ U(0, 2π) [44]. The signal experiences free-space path
loss over the two-hop transmission distance r

(n)
l and rk,l,

represented by αl, where rk,l is the distance between the k-th
user and l-th scatterer. In NFC, the spherical wavefronts enable
enhanced spatial resolution at a specific location (r, ϕ). ELAA
focuses signals on k-th user by employing beamfocusing vec-
tors b(r

(n)
l , ϕl) from every antenna, which can be expressed

as

[b(r
(n)
l , ϕl)]n = e

−j 2π
λ

(
−δnd sinϕ+

δ2nd2 cos2 ϕ

2r

)
. (5)

As the number of antennas increases, the unit-norm beam-
focusing vectors to two different locations with different
distances and angles become asymptotically orthogonal under
the increasing limit of aperture, i.e., NT → +∞, as follows
[8]:

lim
NT→+∞

|bH(ra, ϕa)b(rb, ϕb)| = 0,

for ra ̸= rb and ϕa ̸= ϕb.

(6)

This lays the ground for LDMA which distinguishes the users
through both spatial and angular domains, reducing inter-user
interference. Unlike conventional FFC, NFC provides precise
beamfocusing even for users share the same signal directions
with respect to the BS, i.e., ϕa = ϕb, given by

lim
NT→+∞

|bH(ra, ϕa)b(rb, ϕb)| = 0, for ra ̸= rb. (7)
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B. Hybrid Beamforming Architecture

This paper considers a fully-connected hybrid beamforming
technique, where a single radio-frequency (RF) chain controls
multiple antennas simultaneously, reducing the reliance on
power-hungry RF chains. Specifically, a discrete phase shifter
(PS) based-hybrid beamforming architecture with NRF RF
chains is employed to transmit the information s to K users,
subject to the practical hardware constraint NRF ≤ NT , which
ensures that the number of RF chains does not exceed the num-
ber of transmit antennas [8], [9]. Initially, a digital beamformer
WD ∈ CNRF×K processes the original signal in the baseband
to direct it towards the intended users while mitigating inter-
user interference. Then, each signal sk is converted to the RF
domain via its corresponding RF chain before being processed
by the analog beamformer WA ∈ CNT×NRF . Phase shifters in
the analog beamformer subsequently adjust the phase of each
antenna element, precisely directing the signal to the intended
users. This mechanism allows independent optimization for
the digital and analog beamformer to enhance overall system
performance. The respective digital and analog beamforming
matrices can be expressed as

WD = [wD,1,wD,2, . . . ,wD,K ],

WA = [wRF,1,wRF,2, . . . ,wRF,NRF
].

(8a)
(8b)

Fig. 3. Fully-connected discrete phase-shifter hybrid beamforming architec-
ture.

Considering the additive white Gaussian noise (AWGN)
n ∼ CN (0, σ2IK) ∈ CK×1, the observed signals at the k-
th legitimate user can be given by

yk = hH
k WAWDs+ nk, (9)

where y = [y1, y2, . . . , yK ]. HK = [h1, h2, . . . , hK ]H ∈
CK×NT describes the channel matrix whose element follows
(4). The achievable data rate at k-th user can be written as

Rk = log2

(
1 +

|hH
k WAwD,k|2

σ2
k +

∑K
m ̸=k |hH

k WAwD,m|2
)
. (10)

Meanwhile, the eavesdropper intercepts signals from the k-
th user at a data rate Re,k, determined by

Re,k = log2

(
1 +

|hH
e WAwD,k|2

σ2
e +

∑K
m ̸=k |hH

e WAwD,m|2
)
, (11)

where he ∈ CNT×1 follows (4) considering the location of
the e-th eavesdropper, given by ve = [re cosϕe, re sinϕe]

T .

The secrecy rate quantifies downlink security by measuring
the difference between the achievable data rate of a legitimate
user, Rk, and that of a potential eavesdropper, Re,k. For the
k-th legitimate user in the presence of the e-th eavesdropper,
it is expressed as

χk = [Rk −Re,k]
+, (12)

where the term [α]+ = max{0, α} is used as secrecy rate
which cannot be negative [22]. If χk becomes zero, the system
fails to prevent the e-th eavesdropper from decoding the signal
sk intended for the k-th legitimate user, at a rate equal to or
exceeding that of the k-th user.

C. Secrecy Problem Formulation

This paper addresses the joint optimization of the sum
secrecy rate across all K legitimate users and power allocation
by finetuning the hybrid beamforming architecture, while
satisfying the QoS constraint. The optimization problem is
formulated as follows:

max
wD,k,wRF,j

K∑
k=1

χk

s.t. χk ≥ χmin,∀k,
0 < P ≤ Pmax,

|[WA]j,n| = 1,∀j, n,

(13a)

(13b)
(13c)
(13d)

where P = ∥WAWD∥F is the total power allocation and the
entry [WA]j,n corresponds to the j-th RF chain and the n-
th antenna element. Constraint (13b) ensures each user’s QoS
requirement. Constraint (13c) limits the maximum transmitted
power of the BS. Since phase shifters only adjust the phase
of the signal without affecting its magnitude, constraint (13d)
ensures that each analog beamforming vector [wRF,j ]n has
unit-modulus entries with normalized power.

III. SEQUENTIAL QUANTUM-CLASSICAL SOLUTION

In this section, we propose a sequential hybrid quantum-
classical algorithm to optimize the hybrid beamforming ar-
chitecture. In the first phase, the analog beamformer WA is
enhanced using a nature-inspired classical optimization tech-
nique called differential evolution (DE). DE is a population-
based stochastic optimization algorithm that evolves a set
of candidate solutions to search for the global optimum.
Its effectiveness lies in the balance between the exploration
process driven by mutation and crossover operations, and the
exploitation towards convergence ensured by the selection
phase. The channel state information (CSI) and the digi-
tal beamformer, HK and WD, serve as inputs to the DE
algorithm, which iteratively determines the optimal analog
beamformer WA through evolutionary operations. The opti-
mal analog beamformer WA, along with the channel state
information HK , is then provided as inputs to a variational
quantum optimizer (VQO). This enables faster convergence
of the VQO, leading to a high-performance design of the
digital beamformer WD. At the end of each iteration, the
updated digital beamformer WD is fed back into the DE
algorithm. The detailed steps of the proposed algorithm are
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described in Algorithm 1. To acquire CSI, the transmitter sends
a sequence of known pilot signals that the receiver uses to
probe the channel. By characterizing the transformation of
these pilots through the spherical-wave channel, the receiver
reconstructs the full channel matrix. The estimated CSI is then
stored as classical data at the network’s processing unit and
subsequently sampled for use as input to Algorithm 1. In the
algorithm, W[t]

A and W
[t]
D indicate the versions of WA and

WD pertaining to the t-th discrete time unit, ∀t.

Algorithm 1 The Integrated Solution.

Input: The acquired channel information
{

Ĥ
[k]}K

k=1
.

Output: The hybrid beamforming solution WA,WD and
maximum secrecy rate χ =

∑K
k=1 χk.

1: Define the initial beamforming matrices W
[0]
A ,W

[0]
D .

2: for t ∈ tmax do
3: Update W

[t]
A using DE.

4: Update W
[t]
D using VQO.

5: end for

A. DE-based Analog Beamformer Design

In this section, we employ DE to jointly optimize the
design of the analog beamformer and power allocation, while
keeping the digital beamformer WD fixed. The employment
of ELAA leads to a high-dimensional analog beamforming
design problem, which can be effectively addressed by the
DE algorithm due to its strong global search capability. The
algorithm iteratively generates new candidate solutions from
the current population through element-wise scaled difference
between randomly selected individuals. This enables effective
exploration of the search space. Then, a crossover operation
mixes the generated candidates with the population’s individu-
als to introduce diversity, followed by a deterministic selection
mechanism that ensures the preservation of superior candidate
solutions.

Initialization: The DE algorithm begins by generating multi-
ple analog beamforming matrices, each treated as an individual
within the population. To promote convergence toward the
feasible region that satisfies constraints (13b)–(13d), it is
common to initialize the population using only feasible in-
dividuals. Particularly, an initial population P [0] consisting of
M feasible individuals WA,id ∈ P [0] = {WA,1, . . . ,WA,M}
is generated. To ensure that the constraint (13d) is met, we set
W

[0]
A ∈ CNT×NRF , where [WA]

[0]
n,j = exp(i2πx̃

[0]
n,j).

Mutation: In each generation τ , mutant matrices V
[τ ]
A , each

of which represents a newly generated candidate individual,
are built upon the current population of individuals as

V
[τ ]
A,id = ∠{W[τ ]

A,best + ζ × (W
[τ ]
A,r1 −W

[τ ]
A,r2)}, (14)

where ζ is the differential weight factor that controls the
mutation variance. W

[τ ]
A,r1 and W

[τ ]
A,r2 are randomly chosen

from the population P [τ ], and W
[τ ]
A,best is the optimal solution

in terms of the fitness function F , described as

F(WA,id)

= −
K∑

k=1

χk︸ ︷︷ ︸
f(WA,id)

+
(
ϵDE,1

K∑
k=1

ω(χk) + ϵDE,2ρ(Pid)
)

︸ ︷︷ ︸
F (WA,id)

+ η(WA,id), (15)

where the first term motivates the improvements of the secrecy
rate defined in (13a), and the second term imposes the penalty
when the constraints of (13b) and (13c) are not satisfied.
The penalty regulator ϵDE,1 and ϵDE,2 control how strictly
the algorithm maintains the constraints, thereby balancing
exploration and feasibility during the optimization process.
The corresponding penalty functions in accordance with the
objective function in (15) can be defined as

ω(χk) =

{
χmin − χk, for χk < χmin,

0, for χk ≥ χmin,

ρ(Pid) =

{
0, for P < Pmax,

P − Pmax, for P ≥ Pmax,

(16a)

(16b)

where Pid denotes the total transmit power associated with
the analog beamformer WA,id. In addition, we adopt the
superiority feasible points (SFP) scheme [45] to ensure that in-
feasible individuals WA,x ∈ Pinfs in a population P [τ ] always
have worse fitness values than feasible ones WA,y ∈ Pfs,
with additional punishment η(WA,id) given in (17), where
P [τ ] = P [τ ]

fs ∪ P
[τ ]
infs. This guarantees that feasible solutions

are always prioritized over infeasible ones during the selec-
tion process, thereby guiding the evolutionary search toward
the feasible region of the solution space while maintaining
population diversity.

Crossover: To enhance the diversity of the population,
we merge the entries of each individual with those of its
corresponding mutant matrix, potentially generating improved
offspring solutions. To this end, a respective trial matrix
U

[τ ]
A,ind ∈ CNT×NRF is constructed for each individual under

the control of a crossover rate Cr, defined as

[UA,id]
[τ ]
n,j

=

{
[V

[τ ]
A,id]n,j if rand ≤ Cr or (n, j) = (n∗, j∗),

[W
[τ ]
A,id]n,j otherwise,

(18)

where (n∗, j∗) denotes a randomly selected entry in the matrix
to ensure at least one component is derived from VA,ind,
thereby maintaining population diversity. Here, “rand ∈
[0, 1]” indicates a uniformly distributed random number, sam-
pled independently for each matrix entry.

Selection: During the selection phase, a new analog beam-
forming individual W

[τ+1]
A,ind is formulated by comparing the

fitness value of the corresponding trial matrix U
[τ ]
A,id against
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η(WA,id) =

{
max{0,maxWA,y∈Pfs

f(WA,y)−minWA,x∈Pinfs
F (WA,x)} if Pfs ̸= ∅ and WA,id ∈ Pinfs,

0 otherwise.
(17)

that of the target matrix W
[τ ]
A,ind, as follows

W
[τ+1]
A,id =

{
U

[τ ]
A,id if F(U[τ ]

A,id) < F(W
[τ ]
A,id),

W
[τ ]
A,id otherwise.

(19)

After evolving the candidate population through τmax iter-
ations of mutation, crossover, and selection, the DE algorithm
yields an optimal analog beamformer W[t]

A = argminWA,id
F ,

for WA,id ∈ P [τmax].

B. VQO-Based Digital Beamformer Design.
1) Preliminaries on Quantum Computing: Unlike conven-

tional computing, where a classical bit represents either state
0 or 1, quantum computing utilizes quantum bits, or qubits,
which leverage the principles of quantum mechanics to exist
in a superposition of the two computational basis states,
denoted in Dirac notation as |ψ⟩ = p0 |0⟩ + p1 |1⟩, where
|0⟩ = [1, 0]T and |1⟩ = [0, 1]T . Here, |p0|2 and |p1|2 represent
the probability of measuring the qubit in states 0 and 1,
respectively, where |p0|2 + |p1|2 = 1. While a classical
system of n bits can only process one of the 2n possible
sequences {0...00︸ ︷︷ ︸

n bits

, 0...01, . . . , 1...11} at a time, an n-qubit

quantum register can exploit superposition to represent all 2n

states simultaneously. The corresponding superposition state
can be described as

|ψ⟩ =
2n−1∑
i=0

pi |i⟩ , (20)

where pi corresponds to the probability amplitude of the basis
state |i⟩. This exponential growth in representational capacity
enables quantum algorithms to explore large solution spaces
in parallel, accelerating convergence to optimal solutions in
complex optimization problems.

Quantum computation operates through quantum circuits
that implement algorithms using quantum gates. These gates
are unitary operators that act on quantum states, guiding their
evolution toward a final state from which the desired classical
information can be obtained. To create superposition states
from the computational basis {|0⟩ , |1⟩}, a common approach
is to apply the Hadamard gate, which transforms these basis
states according to

H : |0⟩ 7→ 1√
2
(|0⟩+ |1⟩),

H : |1⟩ 7→ 1√
2
(|0⟩ − |1⟩),

(21)

(22)

where its matrix representation is

H =
1√
2

[
1 1
1 −1

]
. (23)

This operator creates equal-amplitude superpositions, which
is essential for initializing quantum algorithms. In addition,

rotation gates can be employed to perform rotations of a
qubit’s state on the Bloch sphere. Specifically, RY and RZ

rotate the qubit around the y- and z-axes of the Bloch sphere,
respectively, and can be expressed as

RY (θ) =

[
cos( θ2 ) − sin( θ2 )
sin( θ2 ) cos( θ2 )

]
,

RZ(θ) =

[
e−i θ

2 0

0 ei
θ
2

]
.

(24a)

(24b)

While RY is capable of adjusting the probability amplitude
distribution, RZ provides relative phase-shift control. Besides
single-qubit gates, multi-qubit gates allow one qubit to control
the operation on another. Specifically, CNOT is a fundamen-
tal two-qubit quantum gate that introduces the entanglement
property, which allows quantum computers to perform vast
calculations simultaneously [46]. It flips the target (q + 1)-
th qubit if the control q-th qubit is in state |1⟩, and leaves
the target qubit unchanged otherwise. Its operation can be
mathematically represented as

CNOT =
1√
2


1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0

 . (25)

2) Variational Quantum Optimizer: A variational quantum
circuit exploits the capabilities of quantum gates by using
parameterized gates that depend on trainable parameters.
By employing a VQC with a classical optimizer, typically
a gradient-based method, a variational quantum optimizer
(VQO) is formulated to fine-tune these parameters, enabling
the system to learn the optimal solutions to complex problems.
A VQC comprises three main layers: data encoding layer, pa-
rameterized layer, and measurement layer. Data encoding layer
acts as an interface that maps the classical information into
quantum states by applying quantum operations that encode
classical input values into the amplitudes or phases of qubits.
In the parameterized layer, multiple rotation and entangling
gates are employed to manipulate the qubits, with each rotation
controlled by a tunable classical parameter. By adjusting these
rotation angles, the layer can modify the quantum state in
a flexible and trainable way. To extract information from
the circuit, the resulting quantum states are measured using
quantum measurement operations, which collapse them into
usable classical data. The details of the employed VQO in
this paper will be discussed below.

Initialization: The first stage of the VQC is the encoding
layer, where the classical channel information HK and the
analog precoder WA from III-A are mapped into a quantum
reference state. Specifically, we compute G

[t]
KNRF

= HH
KW

[t]
A

and then flatten the matrix into G
[t]
f = {x1, . . . ,xKNRF

}.
The reference state is obtained by encoding the classical
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Fig. 4. Workflow overview of the proposed SQC algorithm.

information xq ∈ G
[t]
f into the computational basis state |0⟩⊗Q

as |ψr⟩ = UE |0⟩⊗Q, where UE is the encoding operator,
defined as

UE =

Q/2⊗
q

R
(2q−1)
Y (R(xq))R

(2q)
Z (I(xq))H

⊗Q, (26)

where Q = 2NRFK denotes the number of qubits. First,
Hadamard gates map the ground state |0⟩⊗Q into a uniform
superposition state, as follows

|ψ1⟩ = H⊗Q |0⟩⊗Q
=

1√
2Q

2Q−1∑
x=0

|x⟩ , (27)

where all the computational basis states have the same prob-
ability of 1

2Q
, which allows exploration of all the solutions

concurrently. Then, the classical information are encoded as
rotation angles in RY and RZ gates, which act as an interface
between the classical and quantum realms. Under the operation
of the encoding scheme, the reference state provides initial
guidance for the VQC, thereby significantly accelerating the
quantum learning process.

Training: In the following, we discuss the iterative training
procedure of the VQC parameters to generate the desired quan-
tum states that yield effective digital beamforming matrices.
This process employs a gradient-based optimizer to adjust the
rotation angles of the quantum gates to maximize the total
secrecy rate while satisfying the system constraints in (13b)-
(13d). In the parameterized layer, the initial reference state is
transformed through a trainable, parameterized unitary opera-
tor UP with multiple parameterized layer, U (ℓ), producing the

parameterized state

|ψp⟩ = UP (θ) |ψr⟩ =
L∏

ℓ=1

U
(ℓ)
P (θℓ) |ψr⟩ , (28)

where L denotes the number of layers. The operation on
each layer is constructed using the rotation gate RY and the
controlled-NOT (CNOT) gate, as in the following.

U
(ℓ)
P = U

(ℓ)
ent · U

(ℓ)
rot, (29)

where

U
(ℓ)
ent =

Q∏
q=1

CNOT(q, (q+1) mod Q), (30)

and

U
(ℓ)
rot =

Q⊗
q=1

R
(q)
Y (θℓ,q). (31)

U
(ℓ)
ent and U

(ℓ)
rot represent the entangling and learnable rota-

tional operations, respectively, within each layer ℓ. During
the training process, the trainable parameter θ is optimized
to achieve an optimal state |ψ∗

p⟩. This sophisticated multilayer
structure enhances the expressibility of the circuit and its abil-
ity to approximate complex states, while preventing premature
convergence to local minima [47]. However, as the number of
parameterized layers increases, the optimization domain tends
to experience the barren plateau effect, wherein the objective
function becomes exceedingly flat, causing the gradient to
vanish exponentially with respect to the number of qubits
[48]. This trade-off between expressibility and trainability
requires a careful selection of the number of parameterized
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Fig. 5. Proposed VQO-based digital beamformer design

layers, ensuring optimal convergence without compromising
optimization efficiency. The employed VQO is illustrated in
Fig. 5. In each iteration r, the parameterized state |ψP ⟩ is
measured by the Pauli-Z operator, represented as

Z =

[
1 0
0 −1

]
, (32)

which projects the state onto |0⟩ and |1⟩, yielding an expec-
tation value

⟨Zd⟩ =
2Q−1∑
i=0

|ci|2(−1)id , (33)

where ci are the amplitudes of the computational basis states
|i⟩ in |ψP ⟩ and id denotes the d-th bit of |i⟩. This measurement
collapses the qubit pairs (2q−1, 2q) into classical information
R(zj,k) and I(zj,k), respectively, where zj,k is a matrix entry
of the digital beamformer W

[r]
D , for j ∈ {1, . . . , NRF } and

k ∈ {1, . . . ,K}. The circuit’s measurement output is utilized
to minimize the loss function, defined as

L(r) = −
K∑

k=1

χk −
K∑

k=1

ϑrate(χk)−
χM

χmin
χm, (34)

where the second term imposes a log-barrier penalty to enforce
compliance with the constraint defined in (13b). This penalty
function can be described as

ϑrate(χk) = ϵV QO log(max(χk, β)), (35)

where β denotes the punishment factor (i.e., β = 10−8).
In addition, the third term maintains the fairness between
the highest and lowest user rates, denoted by χM and χm,
respectively, once (13b) is not satisfied. Whenever an unde-
sired early termination

∑
i χi = 0 occurs, we reinitialize the

training process with different starting point. The adopted log-
barrier penalty function does not guarantee strict satisfaction
of the QoS constraints throughout the optimization process.

Instead, it assigns a significantly large penalty to infeasible
solutions, which discourages constraint violations and guides
the optimizer toward the feasible region. To promote balanced
performance and mitigate bias, the fairness term is formulated
such that any violation of requirements forces the objective
to prioritize the contribution of the minimum-rate user, effec-
tively encouraging the optimizer to improve its performance.
At the end of each iteration, gradient-based optimizer employs
parameter-shift rule to optimize the learnable parameter θ. The
gradient of the loss function L(r) with respect to each circuit
parameter θℓ,m is given by [49]

dL(r)

dθℓ,m
=

1

2

[
L(r)

(
θℓ,m + ϱ

)
− L(r)

(
θℓ,m − ϱ

)]
, (36)

where ϱ denotes non-zero shift variable, e.g., π
2 . After comput-

ing the gradients via the parameter-shift rule, the parameter θ
is updated to minimize the objective function L(r) in the next
iteration. This iterative procedure proceeds for rmax iterations,
enhancing the quantum state |ψP ⟩ to produce an optimal
digital beamformer while respecting the fairness and constraint
conditions. Of note, the proposed VQO framework starts from
an initial feasible solution, which further supports convergence
toward constraint-compliant solutions.

Obtaining the digital beamforming matrix: Given the output
vector of the quantum learning model at iteration r as z[r] =

[z
[r]
q ]Qq=1, where z[r]q ∈ [−1, 1], each (i, j)-th element of the

digital beamforming matrix W
[r]
D can be obtained as: w[r]

j,k =

z2q−1+iz2q for q ∈ {1, . . . , Q2 }, w
[r]
j,k ∈W

[r]
D , ∀j, k. Ensuring

(13b) is satisfied, W
[r]
D ← PmaxW

[r]
D

∥W[0]
A W

[r]
D ∥F

[50]. The resulting

digital beamformer W[r]
D can be directly used for the objective

in (13a).
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IV. SIMULATION RESULTS AND DISCUSSION

A. Simulation Results

In this section, we provide the simulation results for the
proposed hybrid quantum-classical workflow. The BS uses
an ELAA of NT = 257 elements along the x-axis. The
communication process employs a carrier frequency of 30
GHz (i.e., λ = 1 cm) with the adjacent antenna spacing of
half-wavelength. We set the noise power and the maximum
power allocation to σ2 = −105 dBm and Pmax = 30
dBm, respectively. All the legitimate users are required to
achieve the QoS requirement of χmin = 1.0 bps/Hz. When the
minimum QoS requirement of the legitimate users increases,
the sum secrecy rate typically decreases. This is because
stricter QoS constraints limit the feasible solution space for the
optimization, thus reducing the degrees of freedom available
for enhancing secrecy rates.

The transmitter simultaneously serves two legitimate users
at (20m, 30◦) and (20m, 60◦) while avoiding the interception
from an eavesdropper at (10m, 30◦). This setup assumes that
both the legitimate users and the eavesdropper share the same
transmission direction, which challenges the effectiveness of
LDMA. In such scenarios, SDMA may be inadequate to
provide precise spatial resolution as its beamsteering can limit
the system’s ability to isolate users in the spatial domain [8].
We consider a realistic multi-path model which involves L = 3
NLoS paths.

The population size M of DE is balanced to ensure suf-
ficient diversity for obtaining the optimal high-dimensional
analog precoder WA without incurring a high computational
overhead [51]. The differential weight factor ζ is initially set to
0.5 to control mutation amplification, while the crossover rate
Cr is typically started at 0.9 to promote rapid convergence
[52], [53]. These parameters are then iteratively adjusted,
i.e., increasing ζ for diversity or reducing Cr for stability,
to maintain a proper trade-off between convergence speed
and the risk of generating infeasible individuals [54]. The
penalty regulators ϵDE,1, ϵDE,2, and ϵV QO are empirically
tuned to penalize constraint violations, starting with small
values that gradually increase until the algorithm consis-
tently converges to feasible solutions while maintaining good
objective performances [55], [56]. The learning rate α of
VQO is determined through empirical observation to find the
optimal balance between avoiding divergence and ensuring a
practical convergence speed [57]. In particular, the DE and
VQO parameters are listed in Table I. DE phase employs
a population of M = 20 individuals to ensure sufficient
diversity within the search space for analog beamformer and
to accelerate the convergence process. Penalty regulators, i.e.,
ϵDE,1 = 200, ϵDE,2 = 2 × 104, and ϵV QO = 0.5 guarantee
QoS and power allocation requirements. VQO employs Adam
optimizer to optimize θ using the parameter-shift rule, with a
learning rate of α = 0.05.

Besides our proposed approaches, we analyze the perfor-
mance of other models, as described in the following.

• Proposed sequential quantum-classical (SQC) algorithm:
Jointly designs the analog and digital beamformers to
achieve an optimal sum secrecy rate. The analog beam-

TABLE I
HYPERPARAMETER SETTINGS FOR ALGORITHM 1

Parameters Value
Max SQC epochs tmax 10

Max DE generations τmax 20

DE individuals M 20

Max VQO iterations rmax 100

DE secrecy penalty regulator ϵDE,1 200

DE power penalty regulator ϵDE,2 2× 104

Differential weight factor ζ 0.5

Crossover rate Cr 0.5

Number of qubits Q 8

VQO penalty regulator ϵV QO 0.5

VQO learning rate α 0.05

former is optimized using the DE algorithm, while the
digital beamformer is enhanced through the VQO in
Fig. 5.

• Reduced-layout sequential quantum-classical (R-SQC)
algorithm: A variant of the SQC that retains the same
DE-based optimization for the analog beamformer but
employs a reduced-layout variational quantum circuit (R-
VQC) with fewer qubits, as shown in Fig 6, to optimize
the digital beamformer, thereby lowering computational
complexity.

• Iterative differential evolution (IDE) algorithm: Utilizes
the nature-inspired operators of the DE technique (com-
prising of mutation, crossover, and selection) to iteratively
optimize the analog and digital beamformers. This op-
timization approach aims to enable an efficient hybrid
beamforming design, with both phases implemented us-
ing classical methods.

• Differential evolution-based analog beamformer (DE-
AB): Employs the DE algorithm to adjust the phase
shifters of the analog beamformer, while the digital
beamformer is initialized randomly.

• Maximum ratio transmission (MRT): Maximizes the re-
ceived signal power at each intended user, with beam-
forming vectors defined as wk = hk

∥hk∥ .
• Fully-digital zero-forcing (ZF): This scheme eliminates

inter-user interference through fully-digital precoding,
expressed as W = HH

K(HKHH
K)−1.

The R-SQC algorithm, illustrated in Fig. 6, utilizes only
half the number of qubits used in the proposed SQC. The
primary distinction between R-SQC and the proposed SQC
lies in the encoding layer UE and the post-measurement output
processing. Unlike the proposed SQC, where the real and
imaginary components of each element in G(t) are encoded
separately, the R-SQC circuit integrates both components
within a single qubit. This is accomplished by sequentially
applying RY (2πR(xj,k)) and RZ(2πI(xj,k)) rotations to
the same qubit, where 2πR(xj,k) and 2πI(xj,k) denote the
rotation angles, effectively reducing the number of qubits by
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Fig. 6. Reduced-layout VQO-based digital beamformer design.

half. The circuit output z is then used to build the digital
beamforming element w[r]

j,k = exp(2πz
[r]
q ), and the magnitude

of each entry is normalized in the same manner as in the SQC.
With this configuration, R-SQC substantially reduces quantum
resource utilization and computational complexity. However,
this reduction comes at the expense of lower circuit express-
ibility, limiting its ability to achieve the optimal solution.

Fig. 7 illustrates the convergence performance of the pro-
posed and baseline schemes. The proposed SQC algorithm
achieves an early convergence with the highest secrecy per-
formance. For instance, it attains the secrecy rates of approxi-
mately 24.5 bps/Hz as early as the first and second iterations.
In comparison, DE-AB only achieves the secrecy rates of
about 12 bps/Hz at the same iterations. Although the IDE and
DE-AB schemes outperform conventional benchmarks (MRT
and ZF), their convergence is slower, yielding a secrecy rate
approximately 20% to 30% lower than that of the proposed
SQC solution. This demonstrates that the proposed SQC
algorithm can efficiently solve the joint optimization problem
of system performance and power allocation, emphasizing the
computational advantages and convergence speedup provided
by quantum computing. This is especially helpful for scenarios
demanding quick optimization with limited numbers of itera-
tions, such as in low latency communications and/or real-time
environments.

Fig. 8 compares the secrecy rates of the five approaches with
respect to the total transmit power of the BS. At low transmit
power, i.e., Pmax ≤ 20 dBm, the proposed SQC achieves
approximately the same secrecy rate as IDE and DE-AB.
However, as the transmit power increases, SQC outperforms
these two schemes by effectively leveraging power allocation
and LDMA to mitigate inter-user interference and direct the
signal toward the intended users. At high transmit power, IDE
underperforms due to its slower convergence in refining the

Fig. 7. Secrecy rate performance of the proposed schemes against eaves-
dropping threat.

Fig. 8. Secrecy rates versus the maximum power allocation values.
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Fig. 9. Secrecy rates with respect to the user distances.

hybrid beamforming architecture with a fixed number of indi-
viduals in the population. This limitation prevents IDE from
fully exploiting the available power for optimal performance,
resulting in reduced secrecy rates compared to SQC.

Fig. 9 shows the relationship between the distance of users
to the BS with the total secrecy rate. The proposed SQC
algorithm outperforms all other benchmarks, exhibiting the
highest secrecy rate, particularly when users are in close
proximity to the BS. SQC maintains a strong performance
with only a moderate decrease as the user moves farther from
the BS. Similarly, IDE experiences a slight downward trend
as the channel conditions worsen owing to signal attenuation
with increasing distance. Meanwhile, DE-AB shows relatively
stable secrecy performance which depends on the digital
beamforming initialization. MRT scheme, however, fails to
ensure secure connections between the BS and users, as it
is unable to effectively mitigate the eavesdropping threat,
resulting in significantly lower secrecy rates across the distance
range. Such results highlight the suitability of learning model-
based approaches to maintain PLS despite unfavorable BS-user
distances. Even at a distance of 40 meters, SQC outperforms
MRT-based approach.

In NFC systems, precise acquisition of CSI is essential
for enhancing beamforming design and ensuring secure con-
nections. However, in practice, the integrity of CSI is often
compromised by pilot contamination and the non-stationary
nature of high-frequency propagation [58]. To evaluate the
robustness of the proposed SQC workflow in such conditions,
we adopted a bounded CSI error model for the BS-user
channel [59]. The imperfect channel model pertaining to each
k-th user, ĥk, ∀k, can be expressed as

ĥk = hk −∆hk, (37)

where ∆hk represents the estimation error, which is indepen-
dent of hk, satisfying the below condition

∥∆hk∥2 ≤ ℵ∥hk∥2. (38)

Here, ℵ ∈ [0, 1) denotes the level of channel uncertainty where
ℵ = 0 corresponds to the case of perfect CSI.

Fig. 10 illustrates the secrecy performance of the proposed

Fig. 10. Performance of SQC workflow under different channel conditions.

Fig. 11. Secrecy rates with respect to the numbers of parameterized layers.

SQC algorithm under different channel conditions: perfect and
imperfect CSI. Under perfect CSI, the proposed algorithm
attains high secrecy rate which allows robust and secure
communication. However, in imperfect conditions, as the un-
certainty level ℵ increases, the secrecy performance degrades
significantly due to the lack of accurate channel information.
Notably, even at a high uncertainty level of ℵ = 0.5, the pro-
posed scheme still achieves approximately 6.5 bps/Hz, which
is moderately higher than the MRT scheme, demonstrating its
superior resilience under adverse channel conditions.

Fig. 11 investigates the effect of quantum circuit com-
plexity on system security performance. The proposed SQC
consistently achieves higher secrecy rates compared to the
R-SQC across all circuit depths, showing its superior ability
in enhancing communication security. The performance gain
mainly results from employing a larger number of qubits
in the proposed VQC, allowing flexible control over both
real and imaginary components of the beamforming weights.
While increasing the number of layer provides expressibility in
achieving more complex quantum states, as observed around
four layers in R-SQC, this improvement does not always
translate into better secrecy performance. Beyond a certain
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Fig. 12. Secrecy rates given the numbers of users.

circuit depth, the optimization domain of the proposed VQC
tends to become more rugged, leading to barren plateau
regions where gradient magnitudes vanish. Moreover, high-
complexity quantum circuit accumulate gate errors and de-
coherence effects, reducing the system security performance
[60]. This expressibility–trainability trade-off is evident in the
performance trend of the proposed SQC, where even a single
parameterized layer is sufficient to achieve optimal secrecy
performance.

Fig. 12 illustrates the performance of the proposed SQC
and R-SQC schemes in a multi-user scenario. As the number
of users increases, the resulting mutual interference becomes
more significant. Under these conditions, the proposed SQC
scheme consistently achieves a higher secrecy rate, whereas
its counterpart experiences performance degradation. These
results demonstrate the effectiveness of the proposed approach
in efficiently allocating resources to maintain secure links in
multipath NFC environment. Furthermore, they highlight the
scalability and robustness of the proposed solution in handling
increased user density. This finding is beneficial to anticipate
pertinent factors such as: i) the expected growth in the total
number of users and ii) the increase in the number of devices
as new devices enter the service area.

B. Further Discussion

Scalability: As the number of antennas NT increases, the
number of qubits and circuit depth of the VQC remain un-
changed. Specifically, these quantum computational resources,
which are used to optimize the digital precoder WD ∈
CNRF×K , solely depend on the number of existing legitimate
users K and the number of employed radio-frequency chains
NRF . However, scaling of ELAA moderately impacts the
DE algorithm. Each candidate solution in the population
corresponds to a potential analog precoder WA ∈ CNT×NRF ,
whose dimensionality scales linearly with the number of
antennas NT . Consequently, as NT increases, the size of
WA grows, leading to a larger search space and higher
computational overhead.

Efficiency: In the proposed SQC workflow, the classical DE
algorithm is used to optimize the analog precoder, while the

VQO is utilized only for the digital precoding stage. DE is a
population-based global optimization algorithm that does not
rely on convexity assumptions and can directly handle the
original non-convex problem. While VQO has potential for
wireless optimization, it may require larger quantum resources
(particularly more qubits) as the number of antennas increases.
This limitation is further constrained by the restricted number
of qubits available in current NISQ devices. Therefore, inte-
grating DE can aid in reducing the required number of qubits,
and provide a more practical solution for optimizing analog
precoding in the considered system.
The proposed algorithm significantly reduces the required
number of qubits and circuit depth compared with approaches
that rely entirely on VQCs to optimize both digital and analog
precoders. In a fully VQC-based implementation, the required
quantum resources scale linearly with the number of antennas
in the ELAA and the number of RF chains. Table II compares
the quantum resource required by the proposed methods and
fully-VQC implementation where L indicates the number of
parameterized layers. As the number of antennas scales to
thousands in realistic ELAA systems, this would require a
substantial number of qubits, which remains a major bottle-
neck for current NISQ devices. As the number of antennas
of ELAA is much larger than that of users in a massive
MIMO system, i.e., NT ≫ K, the fully-VQC implementation
requires substantial quantum resource in comparison with
its counterparts. While R-SQC requires approximately half
the quantum resource of the proposed SQC, its performance
degrades as the number of users increases.

V. CONCLUSION

This paper leverages the LDMA technique in NFC to
support multi-user transmissions, and proposes a sequential
quantum-classical (SQC) workflow to optimize hybrid beam-
forming design. In particular, the study aims to maximize the
sum secrecy rate by jointly optimizing both digital and analog
precoding, while satisfying power allocation constraints and
QoS requirements. Exploiting the superposition and entangle-
ment of quantum computing, we employ VQC to optimize the
digital beamfomring design. To efficiently leverage quantum
resources and enhance the overall performance, we integrate
the nature-inspired differential evolution algorithm to alle-
viate the high-dimensional analog beamforming design. The
simulation results show that the proposed algorithm provides
a superior secrecy rate compared to other benchmarks and
demonstrates faster convergence. This paper therefore exhibits
the potential of hybrid quantum-classical workflows for PLS
in NFC, promoting the security in 6G networks.

This work focuses on a single eavesdropper intercepting
signals from all legitimate users. Considering scenarios with
multiple eavesdroppers, while ensuring the minimum QoS
requirements of legitimate users, represents an important di-
rection for future research. Specifically, the objective function
can be adapted to account for multiple eavesdroppers, while
the minimum QoS constraints must still be guaranteed for
each user with respect to each eavesdropper. For future work,
scenarios involving mobile scatterers, which result in non-
stationary multipath propagation, can be investigated. Another
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TABLE II
QUANTUM RESOURCE REQUIREMENTS FOR DIFFERENT METHODS

SQC R-SQC Fully-VQC
Number of qubits 2NRFK NRFK 2NRF (K +NT )

Number of Hadamard gates 2NRFK NRFK 2NRF (K +NT )

Number of Rotational gates 2NRFK(L+ 1) NRFK(L+ 2) 2NRF (K +NT )(L+ 1)

Number of CNOT gates 2NRFKL NRFKL 2NRF (K +NT )L

promising direction for future work is to extend the proposed
SQC workflow to cooperative, relay-assisted NFC systems,
which offer additional spatial degrees of freedom to improve
the secrecy rate, particularly in environments with high node
density. By jointly optimizing the full-duplex relay selection
and the SQC-based beamforming design, the system may
achieve higher secrecy gains while maintaining efficient en-
ergy use, even under varying channel conditions.
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