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Abstract—Full-duplex communication is a transformative tech-
nology in next-generation networks, enabling simultaneous trans-
mission and reception for both high efficiency and low latency. In
this paper, we integrate full duplexity with quantum anonymous
communication (QAC), developing a quantum dimension of
full-duplex anonymity to address the stringent demands for
communication efficiency, security, and privacy in emerging
networks. Specifically, we design two full-duplex QAC (FD-
QAC) protocols for the bidirectional, secure, and anonymous
exchange of classical information with the help of a server.
The first FD-QAC protocol, tailored for ring-type quantum
networks, ensures that even an adversary with full network
access cannot determine communicating identities—achieving
perfect untraceability. The second FD-QAC protocol, designed for
star-type quantum networks, improves scalability, security, and
resilience against dishonest participant attacks. We provide the
anonymity analysis demonstrating the robustness of these QAC
protocols against external adversaries and malicious participants
in adversarial quantum networks. Furthermore, we evaluate the
error performance of the protocols in noisy quantum networks,
illustrating that this quantum full-duplex anonymity is both
reliable and scalable.

Index Terms—Anonymity, full duplexity, quantum anonymous
communication, quantum networks.

I. INTRODUCTION

UANTUM technology is driving the development of the

quantum Internet, a network of interconnected quantum
processors and sensors designed to achieve unprecedented lev-
els of security, computational power, and sensing accuracy—
surpassing the capabilities of classical systems [1]-[6]. This
transformative leap is fueled by rapid advancements in quan-
tum information science, which have significantly enhanced
security across communication, sensing, and computation do-
mains [7]-[10]. Core protocols such as quantum key distri-
bution (QKD) [11]-[14], quantum secure direct communica-
tion [15]-[18], secure quantum metrology [19], [20], blind
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quantum computation [21]-[24], quantum secret sharing [25]-
[27], and distributed secure quantum computation [28], [29]
are key to establishing secure quantum networks. While these
protocols primarily address message confidentiality—ensuring
that only authorized parties can decrypt information—network
security extends beyond content protection. Equally impor-
tant is protecting the identities of communicating parties to
preserve privacy. This concealment, known as anonymity,
must be guaranteed without relying on any assumptions about
adversary computational power [30].

Quantum mechanics provides a foundation for the concept
of quantum anonymity through non-classical phenomena such
as entanglement and the no-cloning theorem [31]-[33]. By
leveraging quantum mechanics principles, quantum anonymity
effectively obfuscates the identities of senders and receivers,
ensuring that even adversaries with unlimited computational
power cannot trace messages to their origin [34]. This property
is critical across various domains, including communication,
sensing, and computation, where it plays a pivotal role in
ensuring data security, enhancing privacy, and preventing
unauthorized information tracking in adversarial networks
[35]-[38]. Consequently, several prominent applications have
emerged, including quantum anonymous teleportation (QAT)
[39]-[45], quantum anonymous entanglement (QAE) [46]-
[51], quantum anonymous voting (QAV) [52]-[55], quan-
tum anonymous notification (QANO) [56], [57], quantum
anonymous conference key agreement (QA-CKA or quantum
anonymous CKA) [58]-[60], quantum anonymous collision
detection (QACD) [61], [62], quantum anonymous ranking
(QAR) [63]-[65], quantum anonymous broadcast (QAB) [38],
quantum anonymous group communication (QAGC) [66],
quantum anonymous secret sharing (QASS) [67], quantum
anonymous information retrieval (QAIR) [68], [69], quantum
anonymous sensing (QAS) [37], quantum anonymous identity
authentication (QAIA) [70], and quantum anonymous publi-
cation (QAP) [71], each capitalizing on inherent anonymity
provided by quantum anonymous networks (QANs) [34], [35].

Despite these advancements, most existing quantum anony-
mous communication (QAC) frameworks operate in a simplex
mode, where information flows unidirectionally from sender to
receiver. However, emerging communication systems demand
efficient, reliable, and interactive exchanges, underscoring the
need to transition toward a full-duplex (FD) communication
model. While quantum protocols such as quantum dialogue
enable bidirectional communication between two parties, the
identities of the communicating users are typically known
in these protocols [72], [73]. Yet, the concept of full-duplex
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TABLE I
EXPANSIONS OF IMPORTANT ACRONYMS

Acronym Expansion Acronym Expansion
CNOT Controlled-NOT DEP Duplex Error Probability
EPR Einstein—Podolsky—Rosen FD Full-Duplex
FD-QAC Full-Duplex Quantum Anonymous Communication GHZ Greenberger—Horne—Zeilinger
LOCC Local Operations and Classical Communication MDI Measurement-device-independent
QAB Quantum Anonymous Broadcast QAC Quantum Anonymous Communication
QACD Quantum Anonymous Collision Detection QAE Quantum Anonymous Entanglement
QAGC Quantum Anonymous Group Communication QAITA Quantum Anonymous Identity Authentication
QAIR Quantum Anonymous Information Retrieval QAN Quantum Anonymous Network
QANO Quantum Anonymous Notification QAP Quantum Anonymous Publication
QAR Quantum Anonymous Ranking QAS Quantum Anonymous Sensing
QASS Quantum Anonymous Secret Sharing QAT Quantum Anonymous Teleportation
QAV Quantum Anonymous Voting QA-CKA Quantum Anonymous Conference Key Agreement
QFDA Quantum Full-Duplex Anonymity QKD Quantum Key Distribution

anonymity in quantum networks remains largely unexplored.
The motivation behind this work is to address this gap
by designing quantum protocols that enable simultaneous,
anonymous, and resource-efficient message transmission in
adversarial network environments. In this paper, we design two
full-duplex QAC (FD-QAC) protocols for adversarial quantum
networks, addressing semi-honest and dishonest participant
scenarios. These protocols integrate local operations and clas-
sical communication (LOCC) to facilitate secure, untraceable,
and bidirectional information transmission. By introducing FD
anonymity functionality, we put forth the FD-QAC framework
beyond existing simplex models, providing both duplexity
and anonymity. The main contributions of this work can be
outlined as follows.

o Full-Duplex Anonymity: We propose two FD-QAC proto-
cols that allow communicating parties to exchange classi-
cal messages anonymously, securely, and simultaneously
across two types of quantum networks—one designed for
semi-honest participants and the other for dishonest par-
ticipants. These protocols ensure untraceability, meaning
that even with full access to network resources, an adver-
sary cannot trace messages back to their original sources.
The protocols initially utilize quantum entanglement as a
resource to encode classical messages with LOCC for
anonymous duplex communication. Then, communicat-
ing parties use quantum measurement outcomes to decode
duplex messages.

o Security, Anonymity, and Noise Analysis: The anonymity
analysis of FD-QAC protocols demonstrates their robust-
ness against both external and internal adversarial attacks,
preserving the privacy of communicating parties such that
their identities remain concealed under a variety of threat
models. Furthermore, we evaluate the error performance
of the protocols in noisy quantum networks, specifically
deriving the duplex error probability (DEP) under depo-
larizing, bit-flip, and phase-flip noise conditions.

The remainder of the paper is organized as follows. Sec-
tion II provides the fundamental trustworthiness notions and

reviews related works on QAC protocols, outlining their key
features and limitations. Section III introduces network models
and system properties. Sections IV and V present the FD-QAC
protocols for bidirectional classical message transmission and
analyze their untraceability, respectively. Section VI discusses
the DEP performance of the designed FD-QAC protocols in
noisy quantum scenarios. Finally, Section VII concludes the
paper. Table I presents key acronyms used in this work.

II. TRUSTWORTHINESS AND RELATED WORK

This section first presents the foundational concepts of secu-
rity, privacy, and anonymity, which are essential for ensuring
trust and protection in emerging networks (see Fig. 1). We then
provide a brief overview of prior work on quantum anonymity
protocols, outlining their main contributions and limitations.

A. Trustworthiness Notions

1) Security, Privacy, and Anonymity: In communication
networks, security refers to the protection of information and
system resources from unauthorized access, modification, or
disruption. A system is considered secure if it preserves con-
fidentiality, integrity, and availability of information, thereby
preventing unauthorized access, interception, or manipulation
under defined threat conditions. Privacy protects personal or
sensitive data such that it remains confidential and is controlled
by the legitimate owner. Formally, a system preserves privacy
when it ensures that users are free from unwanted observation
or interference by unauthorized parties and have authority over
what information they disclose, and to whom. Anonymity en-
ables users to communicate or interact without disclosing their
identities, thereby strengthening privacy and mitigating risks
associated with targeted identification. A system preserves
anonymity when an individual cannot be distinguished within a
defined set of users, known as the anonymity set, such that the
probability of linking a specific action to a given user remains
uniform across all members of the set.
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@ Security is the broadest layer,
ensuring protection of communication
systems and data against unauthorized
access, modification, or disruption.

Fig. 1. Trustworthiness notions, properties, and their relations.

2) Untraceability, Unlinkability, and Unobservability: Un-
traceability prevents an adversary from determining the origin
or destination of a message or action. This property ensures
that neither the sender nor the receiver can be uniquely
identified from observable communication events, even if
those events are intercepted or analyzed. A system preserves
untraceability if, for any given communication or action, the
probability of linking it to a specific source or destination
remains unchanged before and after observation by an ad-
versary. Formally, untraceability guarantees that an observer
cannot infer the mapping between a message and its true
sender or recipient beyond random chance. The unlinkability
property ensures that multiple communications, transactions,
or actions initiated by the same entity cannot be associated or
correlated by an adversary. This property prevents observers
from deducing relationships between distinct communication
events. Formally, a system preserves unlinkability if, for any
two or more observable items (e.g., messages, sessions, or
actions), the probability that they originate from the same
user remains invariant before and after adversarial observation
or analysis. The unobservability property hides not only the
content but also the existence of a communication or action.
This property ensures that an adversary cannot distinguish
whether communication is taking place at all. Formally,
a system preserves unobservability if, from an adversary’s
viewpoint, the occurrence of a specific communication event
is statistically indistinguishable from other communication
events of the same type, even after observing network traffic
or system behavior.

@ Privacy operates within security,
focusing on protecting personal or
sensitive information and granting
users control over disclosure.

© Anonymity is a subset of privacy,
concealing user identities to prevent
association between individuals and
their actions.

B. Trustworthiness Relations

1) Notion Relations: Security and privacy are interdepen-
dent concepts sharing the common objective of data protection.
While security emphasizes defense against external threats
and unauthorized interference, privacy focuses on selective
information disclosure and user control. Anonymity comple-
ments security by concealing user identities, thereby reducing
exposure to personalized attacks. Privacy is the broader con-
cept encompassing control over personal information, whereas
anonymity represents a specific mechanism that conceals iden-
tity to achieve privacy. Thus, anonymity operates as a subset of
privacy, ensuring that communications cannot be attributed to
specific individuals. Anonymity serves as a means to achieve
privacy and enhance overall network security, particularly in
environments requiring identity protection and confidential-
ity. A system may provide security without anonymity, but
anonymity inherently strengthens both privacy and resilience
against tracking or profiling.

2) Property Relations: Untraceability supports anonymity
by concealing the source and destination of actions or mes-
sages. It prevents adversaries from linking a communication to
its initiator, thereby protecting identity within the anonymity
set. Unlinkability contributes to both privacy and anonymity
by preventing external parties from correlating multiple com-
munications belonging to the same participant. If individual
events are unlinkable, tracing behavioral patterns or identify-
ing users becomes infeasible. Unobservability represents the
strongest privacy notion. It ensures that communications are
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indistinguishable from background activity, thereby implying
both untraceability and unlinkability. In highly adversarial
environments, unobservability provides complete stealth—
concealing both the existence and the source of actions.

C. Fundamental Primitives of QAC protocols

The evolution of the two fundamental primitives of QAC
protocols (i.e., QAT and QAE) spans several distinct phases,
ranging from foundational anonymity models to adversarially
robust and lightweight constructions, and more recently to
noise-tolerant and topology-adaptive designs, as summarized
in Table II.

1) Foundational Protocols: The concept of anonymity in
quantum networks was first established through the QAT
protocol introduced in [39], which enables quantum message
transmission while concealing the identities of both sender
and receiver. The protocol consists of two fundamental sub-
protocols: i) QAB, which provides anonymous dissemination
of classical information, ensuring that the broadcaster’s iden-
tity remains hidden; and ii) QAE, which generates anony-
mous entanglement between communicating parties without
revealing their identities. By combining QAB and QAE, the
protocol supports teleportation-native quantum communica-
tion while maintaining identity concealment. This work also
introduced the untraceability principle, assuming a perfectly
shared Greenberger—Horne—Zeilinger (GHZ) state among all
participants. However, this reliance on ideal multipartite GHZ
entanglement significantly limits the practicality and scalabil-
ity of the protocol in realistic quantum networks.

2) Verifiable and Disruption-Resistant Protocols: To over-
come the assumptions of foundational QAT [39], subsequent
protocols incorporated entanglement-verification procedures,
disruption-detection mechanisms, fully symmetric, and denial-
of-service-resistant communication [40], [41], [46]. The orig-
inal protocol was extended in [46] by integrating GHZ-state
verification into the QAE subprotocol, enabling participants
to detect deviations from the expected entanglement corre-
lations and thereby ensuring QAE correctness. This refine-
ment enabled probabilistic detection of dishonest or malfunc-
tioning participants and preserved message integrity under
limited adversarial interference. The protocol achieved one-
sided anonymity, allowing either the sender or the receiver to
remain anonymous, and offered disruption tolerance charac-
terized by the quantum Gilbert—Varshamov bound. However,
its implementation remained complex, required an anonymous
classical channel, and assumed a restricted adversarial setting,
tolerating only a small fraction of dishonest participants.
Building on this variant, the fail-safe teleportation mechanism
was introduced in [40], allowing recovery of the transmitted
quantum message in the event of disruption or transmission
failure. This protocol achieves full (sender and receiver)
anonymity and tolerates corrupted participants. However, it
remains vulnerable to forced abortion by a single malicious
node, incurs high quantum resource overhead, and requires
pairwise private quantum channels.

The most substantial advancement in QAT and QAE work
was presented in [41], which incorporated trap-based entan-
glement verification and formalized the detection of malicious

disruption under active adversarial models. By employing
mediator-assisted coordination that enables anonymous entan-
glement generation without revealing identity information, this
approach significantly improves resilience against denial-of-
service (DoS) and collusion-based attacks. Even with these im-
provements, these protocols remain highly resource-intensive,
lack noise modeling, and still continue to rely on high-fidelity
multipartite entanglement.

3) Noise-Aware and Practical Protocols: While early re-
finements in QAT primarily focused on maintaining correct-
ness under idealized or weakly adversarial settings, subse-
quent research has shifted toward practical, noise-tolerant, and
actively secure constructions of QAE. The protocol in [47]
addressed a central limitation of earlier schemes by replacing
the assumption of a perfectly shared GHZ state with approx-
imate GHZ-state verification. By introducing a statistical test
that tolerates photon loss and experimental imperfections, the
protocol ensures approximate anonymity and correctness even
when the underlying entanglement source is noisy. However,
its security guarantees are limited by fidelity thresholds of the
verification test, which degrade as the network size increases.
Building on this foundation, the correctness analysis for such
practical QAE protocols has been revisited in [48], uncovering
subtle vulnerabilities in anonymity preservation arising from
mode-selection inconsistencies and adversarial manipulation
of measurement choices. To overcome these issues, the refined
verification model has been introduced to incorporate explicit
measurement-mode selection and stricter consistency checks,
thereby strengthening correctness against active adversaries
and reducing the likelihood of undetected disruption. Never-
theless, this improvement increases communication overhead
and amplifies the verification cost for large networks.

The QAE design has been further extended in [50] to noisy-
measurement regimes for practicality, where detectors may
behave imperfectly or adversarially. By incorporating random-
ized measurement verification and noise-aware consistency
testing, the protocol collectively guarantees both anonymity
and correctness even when measurement devices are unreli-
able. Although this approach significantly improves robustness
under realistic experimental conditions, it requires repeated
verification rounds, resulting in higher resource consumption.
Together, these works mark a transition from idealized theo-
retical constructions to QAE protocols explicitly designed for
practical quantum networks operating under loss, noise, and
active adversarial interference.

4) Lightweight Single-Particle Protocols: Beyond GHZ-
based constructions, lightweight approaches have been ex-
plored for QAE generation without relying on multipartite
entangled states. The efficient framework for QAT and QAE
has been introduced in [42], which eliminates the need
for pre-distributed GHZ entanglement by relying solely on
single-particle transmissions and two controlled-NOT (CNOT)
operations, enabling anonymous communication in circular
quantum networks. Compared with GHZ-based schemes, this
approach significantly reduces both quantum resource require-
ments and physical implementation complexity. The protocol
incorporates collision detection, notification, and anonymous
broadcast subroutines and proves full anonymity for both
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TABLE I

FUNDAMENTAL QAC PRIMITIVES: QAT AND QAE PROTOCOLS

. oo Adversarial Message L
Protocol ~ Main Contribution Key Advantage Model Mode Limitation Ref.
Introduced QAT; First QAC framework; Passive attacks  Quantum Requires perfect GHZ;
proposed QAB and QAE established untraceability (semi-honest) (simplex) lack of noise modeling [39]
subprotocols for QAT (quantum-unique property) P or adversarial setting
Improved QAT by introducing Tolerates any qumber ‘ Fprced abort;
1 . of corrupt participants; Active attacks Quantum high resource cost;
fail-safe teleportation; full . X X . L . [40]
. . perfect anonymity and (dishonest) (simplex)  requires pairwise private
anonymity (sender-receiver) message privacy quantum channels
Extended QAT protocols; . . High communication and
. - Provides full anonymity .
proposed mediator-assisted . . . Active attacks Quantum  quantum resource cost;
. without trusted third parties; X . . [41]
QAE by utilizing entanglement . (dishonest) (simplex)  assumes ideal channels;
. . . resistant to DoS attacks o .
swapping and verification lack of noise modeling
Resource-efficient QAT by Maintains full ity Vulnerable to abortion
QAT establishing QAE with single aintains full anonymity: Active attacks Quantum by malicious participants;
? reduces entanglement cost, X . . . ’ [42]
photons, two CNOT operations, implementation complexity (dishonest) (simplex)  no protection against
and no preshared GHZ states active tampering or DoS
Prop 08 ed one—mded. QAT; Achieves sender anonymity . Vulnerable to abortion
established QAE with single . Active attacks Quantum .. .
. . and message privacy; reduced . . by the malicious receiver; [43]
particles and CNOT operations, uAntUI TeSOurCes Cost (dishonest) (simplex) o Drotection acainst DoS
and no preshared GHZ states q p &
Proposed QAT via entanglement Maintains full anonymity and Active attacks Quantum Lack of noise modeling;
relay; established QAE from message privacy; improves (dishonest) (simplex) aborts under repeated [44]
EPR pairs instead of GHZ states efficiency and robustness P adversarial disruption
Proposed counterfactual QAT; Achieves full anonymity and Complex experimental
established QAE via the quantum message privacy without Active attacks Quantum  realization; (45]
Zeno effect and Mach—Zehnder transmitting physical particles; (dishonest) (simplex)  decreased efficiency
interferometers immune to Trojan-horse attacks with network size
Enhanced QAE by adding Provides one-sided anonymity Active attacks Complex implementation;
entanglement verification and with disrupter tolerance under (dishonest) Quantum  requires classical [46]
disruption detection mechanisms the Gilbert—Varshamov bound anonymous channels
Proposed QAE with practical Achieves anonymity under Active attacks Pairwise private classical
GHZ verification for lossy and realistic networks; operates (dishonest) Quantum  channels and authenticated [47]
noisy quantum networks without perfect GHZ states quantum links
Improved QAE correctness by Rigorous correctness model; Active attacks Verification overhead;
introducing revised measurement resistant to DoS attacks (dishonest) Quantum  decreased efficiency [48]
and mode-selection steps under active scenarios with network size
QAE . Provides noise tolerance and Vulnerable to abortion or
Proposed QAE using . . . . . ..
robustness against particle Passive attacks disruption by malicious
We-state entanglement for RS . . Quantum . . [49]
. loss; maintains full anonymity (semi-honest) nodes; unsecure in fully
noisy quantum networks . . .
for noisy quantum networks active adversarial model
Extended the practical QAE [49] Correctness, anonymity, and . High resource cost
by i . . o Active attacks for repeated verification;
y introducing noisy-measurement  robustness under realistic X Quantum . [50]
. . . . (dishonest) decreased efficiency
model and randomized verification  noisy measurements with detector noise
o Full anonymity even with . Degradation under
Proposed MDI QAE utilizing untrusted measurement Active attacks Quantum  channel loss and [51]

untrusted ancillary nodes

devices; practical deployment

(dishonest)

detector inefficiency

sender and receiver, as well as privacy of the transmitted
quantum message even when an active adversary controls an
arbitrary number of corrupt participants—provided that the
receiver remains honest. However, the protocol is vulnerable
to forced abortion or disruption if any participant behaves as
an active adversary. In a related direction, the one-sided QAT
protocol was proposed in [43], which supports anonymous
quantum message transmission from a hidden sender to a
publicly known receiver. This protocol has further optimized
resource usage by constructing QAE from single-qubit states

in a public-receiver setting. While this approach provides
anonymity and message privacy for the sender, it similarly
lacks robustness against active adversaries, as a malicious
receiver can force protocol abortion or disrupt communication.
Consequently, although these lightweight single-particle pro-
tocols improve feasibility, their applicability remains limited
to weakly adversarial quantum network environments.

5) Topology-Driven and Noise-Resilient Protocols: In ad-
dition, scalable and robust QAT designs have been proposed
by introducing alternative mechanisms and quantum resources
for QAE generation that improve scalability and operational
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robustness in practical network settings. The entanglement-
relay—assisted QAT framework was presented in [44], where
QAE is established through the sequential forwarding of
Einstein—Podolsky—Rosen (EPR) pairs rather than relying on
a globally shared GHZ state. This approach eliminates the
need for multipartite entanglement distribution, allowing the
protocol to scale effectively across large-scale or dynami-
cally structured networks while preserving full anonymity of
both sender and receiver under active adversarial conditions.
However, the protocol does not explicitly model noise, and
its performance under realistic channel loss or measurement
imperfections remains uncharacterized. In contrast, the noise-
tolerant QAE construction based on the W-state entanglement
was introduced in [49], exploiting its intrinsic robustness to
qubit loss and amplitude-damping noise. This design enables
anonymous quantum message transmission even when indi-
vidual qubits are corrupted or lost during distribution, thereby
ensuring full anonymity in noisy quantum networks. However,
the adversarial model in [49] is limited to semi-honest partici-
pants, leaving the protocol susceptible to disruption and other
active attacks in fully adversarial environments.

6) Device-Independent and Counterfactual Protocols: Fur-
ther advances in practical quantum anonymity have focused on
mitigating device imperfections and relaxing trust assumptions
in networked measurement settings. The measurement-device-
independent (MDI) QAE protocol introduced in [51] employs
an untrusted ancillary node to perform multipartite GHZ-
state measurements while preserving anonymity for both the
sender and the receiver. By decoupling security from detector
reliability, the protocol mitigates vulnerabilities arising from
detector side-channel attacks and enables practical deployment
in networks with heterogeneous or imperfect measurement de-
vices. Although the design ensures correctness and anonymity
under active adversaries, its performance is sensitive to chan-
nel noise and loss, which degrade the fidelity and success
probability of anonymous entanglement generation in large-
scale implementations.

In a complementary direction, the counterfactual QAT and
QAE designs—based on the quantum Zeno effect and the
nested Mach—Zehnder interferometers—have been proposed in
[45], enabling anonymous entanglement establishment without
transmitting information-carrying particles through the com-
munication channel. This counterfactual property enhances
security against man-in-the-middle and Trojan-horse attacks
while preserving full anonymity and message privacy. The
protocol’s robustness has been further analyzed under various
channel-noise models. However, the protocol imposes substan-
tial experimental complexity, and its efficiency deteriorates as
the number of interferometric cycles and channel noise in-
crease, limiting its practical realizability in near-term quantum
networks.

7) Direct Anonymous Classical Communication: Despite
substantial progress in quantum anonymity, most existing QAC
protocols are fundamentally designed for QAE generation and
the anonymous transmission of quantum messages. In contrast,
the problem of directly transmitting classical information
anonymously over quantum networks remains comparatively
underdeveloped, even though classical messages constitute

the primary payload in most practical communication tasks.
Current QAC frameworks overwhelmingly treat classical in-
formation only as an auxiliary component for establishing
QAE, rather than as a primary communication payload. While
the QA-CKA protocol extends QAC to multiparty settings by
first generating conference keys from QAE and subsequently
using them to transmit classical information, it still relies on
QAE as an initial resource. In contrast, direct anonymous
classical communication eliminates this dependency, enabling
anonymous delivery of classical messages without prior QAE.
Although recent QAC protocols for direct classical message
transmission have been proposed for various quantum network
topologies, including ring-type, linear, and tree- or graph-
mixed networks, they commonly assume that all participants
are semi-honest (i.e., honest but curious) [74]. However, in
realistic adversarial network scenarios, participants may be-
have dishonestly and launch active attacks that compromise
anonymity. Hence, the QAN protocols devised under the semi-
honest model are generally impractical for deployment [63].
Moreover, all these previously designed QAC protocols for the
QAN tasks—such as QAE, QAT, QAB, QAV, QAR, QANO,
QACD, QA-CKA, QAIR, QAGC, QAIA, QAS, and QAP—
operate in a simplex mode, where information flows in only
one direction—from sender to receiver. This simplex operation
increases communication overhead, introduces latency, and
exposes vulnerability to adversarial attacks, as bidirectional
exchange requires multiple independent transmissions. These
challenges collectively motivate the design of FD-QAC pro-
tocols that support simultaneous bidirectional communication
while preserving anonymity, integrity, and robustness under
active adversarial conditions. Fig. 2 illustrates the evolutionary
timeline of QAC protocols.

III. MODELS AND PROPERTIES

In this section, we outline the preliminaries and network
models, followed by a discussion of the fundamental properties
essential in developing QAC protocols for quantum full-duplex
anonymity (QFDA).

A. Quantum Preliminaries

We begin by establishing the mathematical framework of
quantum states and extend it to duplex information carrier
states, specifically entangled states. The successful realization
of FD-QAC depends on the modulation of classical informa-
tion onto entangled states and its subsequent demodulation to
retrieve anonymous messages. Therefore, this subsection also
explores the unitary operations that facilitate this process.

1) Quantum States: A quantum bit (qubit) is the fundamen-
tal unit of quantum information, defined in a two-dimensional
Hilbert space [75], [76]. A qubit can be expressed as a linear
combination of the computational basis states:

) =D a;li) )
JEZ2

where |j), j € Zo = {0, 1}, form the computational basis and
the complex amplitudes «; satisfy the normalization condition
> iczs |aj\2 = 1. In addition, quantum states can also be
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2005

2007

2011
2012

2014

2017
2018
2019
2020
2021
2022
2023
2024
2025

QAT [39]: First QAC protocol enabling traceless delivery of quantum messages using preshared GHZ states
QAB [39]: Quantum primitive ensuring broadcaster anonymity in classical message dissemination
QAE [39]: Introduced identity-hidden EPR-pair generation using preshared GHZ states
QAYV [52]: Proposed quantum voting and surveying protocols with voter anonymity using shared entanglement
‘Y Verifiable QAE [46]: Proposed the QAE protocol with entanglement verification and bounded disrupter detection
Fail-Safe QAT [40]: Improved the QAT protocol with a fail-safe mechanism ensuring privacy and anonymity
Mediator-assisted QAT [41]: Extended QAT to achieve full anonymity using entanglement swapping
/ CV-QAV [53]: Proposed continuous-variable (CV) quantum voting with voter anonymity and aggregate tallying
/ QAR [63]: Introduced quantum protocols for anonymous multiparty ranking with participant—data unlinkability
Practical QAV [54]: Proposed the QAV protocol violating the quantum Arrow’s impossibility theorem
W-State QAE [49]: Proposed the noise-tolerant QAE protocol using W-state entanglement for lossy networks
QAIA [70]: Proposed the threshold-based QAIA protocol using entanglement swapping
GHZ-Verifiable QAE [47]: Proposed the QAE protocol with GHZ verification suitable for lossy networks
Verifiable QAR [65]: Extended the QAR protocol with verifiability to detect malicious data tampering attempts
QA-CKA [58]: Proposed the anonymous conference key agreement protocol using GHZ entanglement
MDI-QAE [51]: Proposed the QAE protocol employing untrusted relay nodes to maintain full anonymity
QANO [56]: Proposed the quantum notification protocol with sender and receiver anonymity
QACD (Qudit) [61]: Introduced the quantum protocol enabling detection of multiple anonymous senders
QAIR [68]: Introduced the quantum protocol enabling private information retrieval while preserving anonymity
QAV (Veto) [55]: Proposed a set of robust anonymous veto protocols using diverse quantum resources
Counterfactual QAT [45]: Proposed counterfactual protocols for anonymous teleportation without photon transmission
W-State QANO [57]: Proposed the QANO protocol achieving anonymity against semiactive adversaries
Secure QA-CKA [59]: Proposed the QA-CKA using GHZ states with finite-key security and noise tolerance
Secure QAC (Experiment) [36]: Experimentally demonstrated QAC protocols the eight-user QKD network
— QKD-QAIR [69]: Extended the QAIR protocol for practical deployment with robust active-adversary resilience
QASS [67]: Proposed the dynamic anonymous secret sharing protocol using GHZ-state entanglement
QAN (Overview) [34]: Outlined QAC primitives, applications, and implementation challenges in quantum networks
Practical QACD [62]: Extended the QACD protocol using GHZ states for practical quantum networks
Experimental QA-CKA [60]: Experimental implementation of QA-CKA using the six-party GHZ state
Semantic QAB [38]: Integrated large artificial-intelligence processing with QAB for untraceable semantic data sharing

Variational QAS [37]: Integrated variational quantum sensing with QAB to ensure untraceable sharing of sensing data
DACC [74]: Proposed QAC protocols for direct anonymous classical message transmission across diverse networks
QAGC [66]: Introduced the QAC protocol enabling identity-hidden classical message delivery to multiple receivers
Integrated QAN [35]: Investigated global-scale QANs with integrated terrestrial and non-terrestrial architectures

QAP [71]: Designed controlled QAC protocols for untraceable classical and quantum information publication

Fig. 2. A timeline illustrating the evolution of QAC protocols. Herein, DACC stands for direct anonymous classical communication.

measured in the Hadamard basis. The Hadamard operator H
is defined on the computational basis states as follows:

(=1 |k) . 2
k€Zo

This transformation provides the Hadamard (or diagonal) basis

states:

1

[+) = H|0) = —=(|0) +[1)) 3)

2
1
V2

2) Quantum Entanglement: In quantum mechanics, a com-
posite system is considered entangled when its state can-
not be expressed as the tensor product of its individual
subsystems. This phenomenon serves as a vital resource in
quantum information processing and plays a crucial role in
key protocols such as quantum teleportation and superdense
coding [77], [78]. One of the most widely used examples of
a maximally entangled bipartite state is the Bell state |bell) =

S

=) = HI[1) = —=(|0) - |1)). 4)

(]00) + |11)) /+/2 [79]. For N-partite systems, the GHZ state
provides a prominent example of genuine entanglement among
N qubits as follows [80]:

lghz) = % > ey 5)

JEZLs

where © is the tensor product. Both Bell and GHZ states serve
as indispensable resources in quantum information processing,
particularly in QAC.

3) Bit/Phase-Flip Operations: In quantum communication,
a quantum system undergoes unitary operations to encode
and manipulate quantum information while preserving the
coherence of quantum states. In particular, the QAC protocols
require the following two essential Pauli operations.

o The Pauli-x (bit-flip) operator flips the bit of the compu-
tational basis states and is given by:

X=Y lienyl:lH~liel 6)
JEZ2



8 ACCEPTED FOR PUBLICATION IN IEEE TRANSACTIONS ON NETWORK SCIENCE AND ENGINEERING

User 1

User N —

— Quantum Channel

""" Classical Channel

User N User 1
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Fig. 3. A FD-QAC network architecture incorporating ring-type and star-shaped topologies. The network consists of /V users and a server. The anonymity
layer in the full-duplex configuration ensures a secure, anonymous, and simultaneous exchange of classical information between communicating parties (e.g.,
Alice and Bob). For simplicity, we set the server, Alice, and Bob as the zeroth, first, and Nth parties of the network, respectively.

where & denotes binary addition.
o The Pauli-z (phase-flip) operator shifts the phase of the
computational basis states and is defined as:

Z=S (-1 )l = (). @
JEZL2
Note that the Hadamard operator H conjugates these two
Pauli operators as follows: HXH = Z and HZH = X.
Furthermore, we can express the Hadamard action in the Pauli
algebra as H = (X + Z) /2.

B. Network Models

The network consists of [V 4 1 participants, including two
anonymous communicating parties (say, Alice and Bob) and
a server (say, Charlie), as illustrated in Fig. 3. Alice and
Bob wish to exchange classical messages anonymously and
simultaneously. For simplicity, we denote the server, Alice,
and Bob as the zeroth, first, and Nth parties in the network,
respectively. All network participants are assumed to be ca-
pable of performing LOCC. In this work, we consider two
network models: a ring-type quantum network for semi-honest
users and a star-shaped quantum network for dishonest users.

o Ring-Type Networks: The network users and the server
are connected in a circular configuration via quantum and
classical channels, such that each participant communi-
cates directly only with their immediate neighbors, as de-
picted in Fig. 3. The server is responsible for distributing
Bell states and coordinating the communication process.
All participants, including the server, are assumed to be
semi-honest in this model.

o Star-Shaped Networks: All network users are connected
to the server through quantum channels and classically
authenticated channels, forming a star-shaped topology
(see Fig. 3). The server enables quantum communication
by distributing an (N + 1)-partite GHZ state. The distri-
bution and verification for this state follow the approach
proposed in [63]. All participants, except for the server,
are considered dishonest, making this model more aligned
with practical adversarial scenarios.

C. Key Properties

Now, we formally define key features of FD-QAC protocols,

assuming that quantum resources are shared correctly.

o Correctness: Both anonymous parties should be able to
simultaneously exchange their messages with certainty,
ensuring accurate transmission.

o Anonymity: The identities of communicating parties re-
main hidden, regardless of the content or outcome of their
exchanged messages.

o Untraceability: Even with full adversarial access to all the
network resources—including encoded quantum states
and classical communication messages—the communi-
cating identities remain completely concealed.

e Security: The communicating parties can exchange their
messages securely, ensuring protection against adversarial
attacks from both internal and external entities.

IV. FD-QAC FOR CLASSICAL INFORMATION

In this section, we present the design and operational steps
of FD-QAC protocols for ring-type networks with semi-honest
users and star-shaped networks with dishonest users. Both pro-
tocols enable any two network parties to simultaneously and
anonymously exchange classical messages while maintaining
key QFDA features. To avoid transmission collisions among
N users, the QACD protocol is executed prior to the FD-QAC
communication phase. In this step, users anonymously indicate
whether they intend to transmit in the current round. The
QACD protocol determines the number of participating users
without revealing their identities [61], [62]. The FD-QAC
protocol proceeds only when exactly two participating users
are detected by the QACD protocol. Otherwise, the FD-QAC
phase is not initiated, and the QACD procedure is repeated
until exactly two users are detected. This mechanism ensures
collision-free channel access while preserving the anonymity
of communicating parties.

A. Protocol 1: QFDA for Ring-Type Networks

We propose a FD-QAC protocol for classical information
exchange in ring-type quantum networks, under the assump-
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Fig. 4. A FD-QAC protocol in a ring-type topology for classical information (Protocol 1). The protocol involves Bell-state preparation, duplex encoding
(phase-flip operations), Hadamard-basis measurements, classical announcements, and duplex decoding (binary additions).

tion that all network participants are semi-honest—i.e., they
follow the protocol but may attempt to infer additional infor-
mation. This protocol enables any two users (e.g., Alice and
Bob) to simultaneously and anonymously exchange classical
messages a,b € Zj. Alice encodes her message bit a, and
Bob encodes his message bit b, by applying the corresponding
phase-flip operators Z* and Z" to their information-carrier
states, respectively. Specifically, the QFDA protocol takes a
series of the following steps under the semi-honest model, as
illustrated in Fig. 4.

1) Carrier-State Preparation: The server (Charlie) prepares
the Bell pair—called the QFDA carrier:

Z i) st ®)

]€Z2

Ibell) .

where the subscripts S and T denote the carrier-state qubit
held by the server and the carrier-state qubit that travels
sequentially to each network user for duplex message en-
coding, respectively. All the N + 1 network parties—from
the server to NN users—perform the eavesdropping check
procedure to ensure the secure transmission of the traveling
carrier qubit T using the decoy-state method [15], [63]. All
the NV + 1 network parties—from the server to N users—
perform the eavesdropping check procedure to ensure the
secure transmission of the traveling carrier qubit T using the
decoy-state method [15], [63]. In typical implementations, a
subset of transmitted qubits is randomly selected as decoy
states to detect potential eavesdropping. The insertion ratio
depends on the desired security level and system parameters.
Practical implementations typically use a small fraction of
transmitted qubits (e.g., around 10%-20%) as decoy states
[81]. The channel security is evaluated using the quantum bit
error rate, and the protocol is aborted if the observed error rate
exceeds a predefined threshold [82]. The insertion of decoy
states slightly reduces the effective secure communication rate,
typically by a factor proportional to the decoy-state fraction.
Specifically, each party embeds the traveling qubit within

a sequence of randomly positioned decoy-state qubits and
forwards the entire sequence to the next network participant.
Subsequently, random-basis measurements (in either the com-
putational or Hadamard basis) are performed, followed by
classical communication of the results. Any mismatch in these
outcomes indicates a potential eavesdropping attempt, prompt-
ing immediate termination of the protocol. Upon successful
verification, all parties leave the traveling qubit T unchanged,
except for the anonymous communicating parties—Alice and
Bob—who proceed to encode their classical messages using
the following duplex modulation procedure.

2) Duplex Modulation: Alice encodes her classical message
bit a € Zo onto the QFDA carrier state (8) by applying the
phase-flip operator Z° to the traveling qubit. Then, the carrier
|bell) ., transforms into:

1) =1 ® z |be”>FD

Z 7 1jd)sm ©)

]€Z2

After encoding, Alice securely transmits the traveling qubit T
to the next network user. The qubit then continues through the
network until it successfully reaches Bob. Upon receiving the
qubit, Bob encodes the classical message bit b € Zo onto the
state (9) by applying the phase-flip operator Z b to the traveling
qubit, where b is the classical bit Bob intends to send to Alice.
This operation transforms the state |¢),) into:

|¢2>:I®Zb|¢>

(-

Jezz

17 55) g (10)

Finally, Bob securely transmits the traveling qubit to the server.

3) Hadamard-Basis Measurement: The server applies the
Hadamard operation H to both qubits of the duplex encoding
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state |t),), transforming it into:
[¥3) = H @ H [1hy)
adb
(|‘H‘>ST +(=1)"® |__>ST)

S (lifdsr + (1% fig)gr)

1,j€ZL2

Z lij)sr

1,J€ZLa
ipj=acdb

(1)

Then, the server measures both qubits of the state |1)5) in
the computational basis and obtain the measurement outcomes
s € Zo and put € Zso of the qubits S and T, respectively.

4) Classical Communication: The server announces binary
information

= ps @ pr 12)

sequentially to all IV users in the ring-type network using the
classical channel.

5) Duplex Demodulation: Alice decodes Bob’s message by
calculating b = it @ a using the information f announced
by the server and her own message a sent to Bob. Similarly,
Bob recovers Alice’s message as a = i @ b. Thus, classical
information is exchanged anonymously and simultaneously
between Alice and Bob, without revealing their identities and
message contents to any third party.

Note that the proposed FD-QAC protocol provides effi-
ciency advantages compared with executing two sequential
simplex QAC sessions. In the simplex QAC protocol for
ring-type networks with /N users, bidirectional communication
requires two independent protocol executions, resulting in a
total consumption of 2NN Bell pairs, 2/N qubit transmissions
through the quantum channel, and 2N Bell-state measurement
operations across the network [74]. In contrast, the proposed
FD-QAC protocol completes simultaneous bidirectional ex-
change in a single protocol execution, using a single Bell-pair
carrier state prepared by the server and a single traveling qubit
that traverses the ring once. The decoding step requires only
Hadamard operations followed by single-qubit measurements
at the server. Consequently, the FD-QAC framework reduces
the required entanglement resources, measurement operations,
and overall communication latency compared to two sequential
simplex QAC sessions.

B. Protocol 2: QFDA for Star-Shaped Networks

We now design a FD-QAC protocol for N dishonest users
in star-shaped networks. This protocol allows any two users
(e.g., Alice and Bob) in the network to simultaneously and
anonymously exchange classical message bits a,b € Zy with
the help of the server (e.g., Charlie). The server prepares and
distributes the multiparty QFDA carrier state—i.e., (N + 1)-
partite GHZ state—among all network participants. The ver-
ification of this entangled state follows a variant procedure
proposed in [63]. Then, Alice and Bob apply the phase-flip
operators to encode their messages on respective qubits for
simultaneous bidirectional exchange of classical information.

Specifically, the QFDA protocol in star-shaped networks fol-
lows a series of following steps under the dishonest model
(see Fig. 5).

1) Carrier-State Preparation: All N + 1 parties in the net-
work, including the anonymous communicating parties (Alice
and Bob) share the (N + 1)-partite GHZ state—called the
multiparty QFDA carrier:

1i)s (13)

ghz)pp, = \f > 1id)sali)®

JEZ2

where the subscripts A, B, and S denote Alice, Bob, and the
server, respectively.

2) Duplex Modulation: Alice and Bob encode their clas-
sical messages a,b € Z, onto the QFDA carrier state (13)
by applying the phase-flip operators Z® and Z° to their
respective qubits, where a is the message Alice intends to
send to Bob and b is the message Bob intends to send to
Alice. The remaining network participants apply the identity
operator I to their qubits, thereby leaving their qubit states
unchanged. Then, the (NN + 1)-partite entangled carrier state
|ghz) . transforms into:

m) =1 ©2° @ I°" "2 ® Z°|ghz)

e

JEL2

jaéBb N—-2 ‘ .

e 14

|]] SA |]>

3) Hadamard-Basis Measurement: All N + 1 network par-
ticipants apply the Hadamard operation H on their respective
qubits of the duplex encoding state |n,), transforming it as
follows:

In,) = HENH 71)

(Y (P o)

l)a@bﬂa\lk\ll |k:>)

_ b
V2
\/WZ(

keZN+1

1
~ v 2 B

ez 1
k[l =acb

15)

where || k||, denotes the /i norm of k. For the binary vector
x = (r1,22,,...,%,) € ZY, the ¢1 norm of x is specifically
defined as the binary sum of all entries, i.e., |z|; = 21 ®z2®
-+ @xyp. Then, all N + 1 network parties measure their qubits
of |n,) in the computational basis and get their measurement
outcomes pt = (fig, fi1, ..., pun) € ZY 1. The outcome pq
corresponds to the measurement result obtained by the server.
4) Classical Communication: All N network users transmit
their measurement results pq, o, . . . , iy to the server through
a classical authenticated communication channel. Then, the
server announces the binary sum (¢; norm)
(16)

p=lplly =po®p &S pn

to all N network users using the classical channel.
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Fig. 5. A FD-QAC protocol in a star-shaped topology for classical information (Protocol 2). The protocol involves GHZ-state preparation, duplex encoding
(phase-flip operations), Hadamard-basis measurements, classical announcements, and duplex decoding (binary £; norms).

5) Duplex Demodulation: Alice and Bob finally decode
their respective messages by taking the same duplex demod-
ulation steps used in Protocol 1 for ring-type networks. Note
that in FD-QAC protocols, Alice’s message serves as the key
to decode Bob’s message, and vice versa.

In particular, the entanglement distribution overhead of the
proposed protocols depends on the network topology. In the
ring-type FD-QAC protocol, only a single Bell-pair carrier
state is required, and the traveling qubit interacts sequentially
with the network users. Consequently, the entanglement dis-
tribution cost remains constant and does not scale with the
network size. In contrast, the star-type FD-QAC protocol relies
on the (N +1)-partite GHZ state distributed by the server to all
network participants. Therefore, the entanglement distribution
overhead scales linearly with the network size, as the server
must distribute one entangled qubit to each user.

V. SECURITY ANALYSIS

The objective of the FD-QAC protocols is to enable two
communicating parties to exchange messages anonymously,
securely, and simultaneously. Anonymity is preserved as long
as the adversary’s uncertainty about the identities of the
communicating parties remains unchanged. The adversary’s
goal is to compromise the anonymity or security of the
protocol. In this section, we analyze the security of Protocol 1
under the semi-honest network model and Protocol 2 under
the dishonest network model. In the semi-honest model, all
participants are assumed to follow the protocol faithfully
while passively recording all accessible information during
execution. In contrast, the dishonest model allows participants
to actively deviate from the protocol and engage in malicious
behavior. We begin with the analysis of Protocol 1 under the
semi-honest model, followed by the analysis of Protocol 2
under the dishonest model.

A. Protocol 1 Under the Semi-Honest Model

We characterize the security of Protocol 1 under the semi-
honest model by considering two distinct attack scenarios: i)

an external adversary attempts to identify the communicating
parties, and ii) an internal adversary exploits the information
recorded during the protocol execution to compromise its
security. In this protocol, only the server has access to both
qubits of the QFDA carrier state. The first qubit S of the state
|bell) .y in (8) is retained by the server at all times, while the
second traveling qubit T is sequentially transmitted among
the server and N users. The reduced density matrix of the
traveling qubit T is given by

pr = trg (|bell) . (bell])
= 2 (00 (0] + 1) (1)) = 5T

Clearly, pr is a maximally mixed state and remains invariant
under any unitary operation. Consequently, no useful informa-
tion can be extracted from the traveling qubit T. Moreover,
the traveling qubit is securely transmitted across the ring-
type quantum network using the decoy-state method. Since
the positions of the decoy qubits are known only to the
respective senders, an adversary cannot distinguish between
the decoy states and the actual carrier qubit. As a result, any
eavesdropping attempt inevitably introduces disturbances to
the decoy states, which can be detected by the communicating
parties, leading to immediate termination of the protocol.
Therefore, the protocol is secure against external adversaries
and prevents them from obtaining any useful information about
the identities of the communicating parties or the transmitted
messages.

In the second (internal attack) scenario, any user in the net-
work attempts to compromise the anonymity of the protocol by
utilizing information recorded during its execution. However,
as previously discussed, the message-carrying qubit remains in
a maximally mixed state, ensuring that no useful information
can be extracted from it throughout the transmission process.
Although the server ultimately gains access to the encoded
carrier state |,) = (|00)gp + (—1)2®° [11)¢p)/V/2 at the
end of the protocol, it is important to note that this state is
independent of the identities of the communicating parties. The

a7
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state |1b,) depends solely on the binary sum a @b of the clas-
sical message bits and remains invariant with respect to which
two users participated in the communication. In other words,
the encoded phase (—1)*®" carries no information about
user identities. Moreover, the protocol utilizes a technique
analogous to the quantum one-time pad, in which the phase
information is effectively masked by the classical messages
themselves. For example, Alice’s classical message a sent to
Bob serves as the decoding key for Bob’s message b, and vice
versa. This ensures that even if the server observes the encoded
state, it cannot infer the message content exchanged between
the communicating parties or their identities, demonstrating
the untraceability property. Consequently, the protocol ensures
both anonymity and security against adversaries.

B. Protocol 2 Under the Dishonest Model

We now analyze the security of Protocol 2 under the dishon-
est model, considering two attack scenarios: i) the server or an
external adversary attempts to attack the protocol without any
collaboration from network participants, and ii) an adversary
colludes with K dishonest participants to compromise the
anonymity of the honest communicating participants. The
QFDA (GHZ) carrier state is distributed among the network
participants according to the procedure detailed in [63]. Any
active attack by the server or an external adversary during this
distribution phase is easily detectable. Since no further com-
munication occurs over the quantum channel after distribution,
the adversary is restricted to passive attacks. The probability
of obtaining a specific outcome vector p = ¢ € ZQI s
given by

Prip =a] = tr (|2) (@ BV |n,) (m,| HOV)

_ ! aeab@nwulr
_\/W{H( 2 ’

which implies that only 2%V outcome vectors satisfying ||z|, =
a @ b can occur among 2V*1! binary vectors, and each such
outcome appears uniformly at random with probability 1/2%.
Therefore, these measurement outcomes reveal no information
about individual values of a and b, as well as leak any infor-
mation regarding the identities of the communicating parties.
Consequently, neither an external adversary nor a malicious
server can gain any knowledge about the communication pair,
ensuring information-theoretic anonymity.

In the second colluding scenario, the adversary may collude
with K malicious participants of the network to compromise
the anonymity. This type of attack is potentially more effective,
as the adversary gains access to the quantum resources, i.e.,
the reduced density matrix pp, of K dishonest participants:

(18)

pp = tras (|ghz)pp (ghz])
= tru,s (|m1) (M)

L0001 + 102 (11°%) = 11

where the subscript H denotes the honest participants. To
infer the identities of the communicating parties, the adversary
attempts to exploit both the quantum information pp, available

19)

from the malicious users and the classically announced mea-
surement outcomes from the honest users H and the server S.
However, (19) shows that the quantum information held by
the dishonest users remains in a maximally mixed state both
before and after the encoding operation, and is invariant under
any unitary transformation. As a result, no information about
the identities of the communicating parties can be extracted
from this state. Hence, even with access to the quantum states
of the dishonest users, the adversary is unable to compromise
the protocol’s anonymity.

VI. DEP ANALYSIS IN NOISY QUANTUM NETWORKS

In this section, we analyze the error performance of the
QFDA protocols in the presence of quantum noise. Specifi-
cally, we consider three types of quantum noise channels: bit-
flip quantum noise Nx, phase-flip quantum noise Ny, and de-
polarizing quantum noise A/p. It is important to note that these
noise channels only affect the traveling qubit of the QFDA
carrier state—that is, the qubit transmitted through quantum
channels during the protocol execution. The stationary qubit,
held at the server, remains unaffected. To assess the impact of
each noise type on the QFDA protocols, we briefly describe
the corresponding quantum noise models.

e Bit-Flip Noise: This channel is modeled as a completely
positive trace-preserving (CPTP) map, which flips a qubit
state p with probability p, and leaves it unchanged with
probability 1 — p. The channel map is given by

Nx (p)=(1—-p)p+pXpX. (20)
e Phase-Flip Noise: A CPTP map that introduces a phase-
flip error in a qubit state p with probability p, and leaves
it unchanged with probability 1 — p. The channel map is
given by
Nz(p)=(1~-p)p+pZpZ. (21)
e Depolarizing Noise: A CPTP map that transforms a
quantum state p into a convex combination of the original

state and the maximally mixed state. The channel map is
given by

Np (p)=(1—p)p+§I- (22)

Note that for bit-flip M’y and phase-flip Az noise channels,
the noise parameter p is typically considered in the range 0 <
p < 1/2, as the effect of these channels is limited to flipping
the qubit state with a certain probability. Beyond p = 1/2, the
noise begins to resemble a deterministic inversion. In contrast,
the depolarizing channel N spans the full range 0 <p <1,
as it represents a convex mixture between the original quantum
state and the maximally mixed state, with p = 1 corresponding
to complete depolarization (i.e., total loss of information).
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A. Protocol 1 with Noisy QFDA Carriers

In ring-type quantum networks, the state (8) serves as the
carrier state for FD-QAC. The evolution of this QFDA carrier
state under noise is given by

P (V) = (I®/\f)®N+1 (Ibell) gp (bell])
-3 Z (I o N) QN+1 (1) (g |®2)

1,j€ZL2

(23)

where N € {Nx, Nz, Np} denotes the quantum noise chan-
nel acting on the traveling qubit. This formulation captures the
cumulative effect of noise on the traveling carrier qubit as it
traverses through the quantum channels. With error symmetry
and equiprobable a priori duplex information, we obtain the
DEP Piing(N) for ring-type networks under the noisy carrier
state py .y (N) as follows:

Pring (N) = Pr[a # a or quivalently b # b | py (V)]
:Pr[ @b #a| ppen (V)]
=Pr[i#a®b| ppy (V)]
=Pr[a#0|a®b=0,puy N)]. (24)

To decode the duplex information, both qubits of the noisy
carrier state (23) are measured in the Hadamard basis, giving
ii = ps ® pr. The projection of |i)(j| in the Hadamard basis
is given by

(Kl ¢ 1) (Gl |j1K) 5 = 5 (~1)FC77) (25)

1
2
where i, j,k € Zy and the eigenstates |k),, = H |k) belong
to the Hadamard basis states |+), formed by the Hadamard
transforms (3) and (4). In this basis, the action of the quantum

channel A on the diagonal |¢)(i| and the non-diagonal |i){7]|
states, with ¢ # j € Zo, is described as:

(kl3e N (10)(i]) [k)ge = 1/2 (26)
. . D 17 y
(Klae N (100D ) o = =5 (<D @)
where the noise-dependent factor Dy is given by
1, N =Nx
Dy =S 1-2p, N=Ngz (28)

Using (23)—(28) with the same arguments in [71], the DEP for
Protocol 1 under quantum noise N is given by

Pring (NV) = % (1-Dyth) (29)

exhibiting its asymptote Pying (M) = (1 — Dyr) (N +1) /2+
o(p) as p — 0 in the low-noise regime.

In the presence of bit-flip noise, the Hadamard operation
transforms a bit-flip error to a phase-flip error, i.e., HX H =
Z. Since phase-flip errors do not affect measurement outcomes
in the computational basis, this type of noise has no effect on
the protocol error performance—i.e., Pying (Nx) = 0. Fig. 6
shows the DEP Piing (N) for Protocol 1 as a function of the
noise parameter p when N = 5, 15,25 under phase-flip noise
Nz (left) and depolarizing noise Np (right), respectively.
The results indicate that Pyi,g (N) exhibits linear scaling with
respect to the probability p and the network size N + 1 in the
low-noise regime (p < 1), as shown in the log-log plots.
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noise Np (right), respectively.

B. Protocol 2 with Noisy QFDA Carriers

In star-shaped quantum networks, the state (13) serves as
the QFDA carrier and evolves under noise A as follows:

pghz (N> =1 ®N®N (|th>FD<thD
:% ST TR NEN (fi)(|#N )

1,j€ZL2

(30)

where the noisy map N affects only the qubits distributed to
the N users, excluding the qubit retained by the server. Under
the same assumption and argument as in (24), we obtain the
DEP Py, (N) for star-shaped networks with the noisy QFDA
carrier py,, (N) as follows:

Piar N) =Pr[i=|pll; #0 |a@& b =0, pg, (M)]. 3D

To decode the duplex information in the star-shaped networks,
all N +1 qubits of the noisy state (30) are locally measured in
the Hadamard basis. Using (30) and (31) along with the pro-
jection relations (26)—(28), the DEP Py, (N) for Protocol 2
under quantum noise A is again given by

1
Pstar(N) = 7(1_Dj\vf)7

2 (32)

which behaves as
Paw W)= 5 (1= D) +0(p)
in the low-noise asymptotic regime. As in Protocol 1, bit-flip
noise Ny has no effect on the protocol error performance due
to its symmetry under Hadamard transformation. Fig. 7 depicts
the DEP P, (A) for Protocol 2 as a function of the noise
parameter p under dephasing noise Nz (left) and depolarizing
noise Np (right), confirming its linear scaling properties with
respect to both p and NV, as similarly observed in Fig. 6 for
the ring-type case.
In practical implementations, photon loss does not compro-
mise the anonymity of the protocol but reduces the probability

r—0) 33

of successful entanglement distribution and photon detection,
thereby lowering the effective execution rate of the protocol
in large-scale quantum networks. In the ring-type FD-QAC
protocol, the traveling carrier qubit sequentially traverses the
network participants, and the success probability depends on
the transmission efficiency of quantum channels. Similarly, in
the star-type FD-QAC protocol, the successful distribution of
the (IV + 1)-partite GHZ state depends on the transmission
efficiency of the channels connecting the server and the users.
Nevertheless, such effects primarily influence the execution
efficiency rather than the security of the protocol, and reliable
communication can still be achieved through repeated protocol
rounds in practical quantum networks [36].

VII. CONCLUSION

This paper has designed two FD-QAC protocols that en-
able the simultaneous, secure, and anonymous exchange of
classical information in adversarial quantum networks. These
QFDA protocols, tailored for ring-type and star-shaped net-
work topologies, exploit quantum entanglement and LOCC to
achieve full duplexity, robust anonymity, and perfect untrace-
ability, ensuring that even adversaries with complete network
access cannot associate transmitted information with its origin.
We have analyzed the robust security of these protocols against
both external and internal adversaries, including semi-honest
and dishonest participants. Furthermore, the DEP analysis
under noisy quantum environments confirms the practicality
and reliability of the designed QFDA protocols, exhibiting
scalable and noise-resilient behavior across different noise
conditions. Specifically, the protocols demonstrate error-free
performance under bit-flip noise attributed to the inherent
symmetry in the encoding and measurement operations. In
contrast, under phase-flip and depolarizing noise, the DEP
exhibits linear scaling with both the noise probability and the
network size in the low-noise regime. These findings pave the
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way for developing scalable and noise-tolerant QAC frame-
works, facilitating robust, privacy-preserving, and full-duplex
communication in adversarial QANs. There is considerable
potential for further advancing FD-QAC protocols. In particu-
lar, Protocol 2 relies on multipartite GHZ states to achieve key
privacy properties such as anonymity and untraceability. While
recent experimental progress has demonstrated the feasibility
of generating large multipartite entangled states—for example,
18-qubit GHZ states with a fidelity of 0.708 and a count rate
of 55 millihertz using multiple degrees of freedom [83]—the
preparation and distribution of such states become increasingly
challenging as the network size grows. Consequently, Proto-
col 2 is expected to be more suitable for small- to medium-
scale quantum networks in near-term implementations. Future
research can explore alternative quantum resources and op-
timized protocol designs to further improve scalability while
maintaining strong privacy and security guarantees.
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