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Abstract—Location division multiple access (LDMA), enabled
by extremely large-scale antenna arrays (ELAAs), allows user
distinction in near-field communications (NFC) based on their
spatial locations. By exploiting signal orthogonality in both
the angular and distance domains, LDMA achieves precise
signal focusing, with unique beamforming vectors assigned to
the corresponding users. Leveraging these spatial degrees of
freedom to enhance physical-layer-security, we propose a sequen-
tial quantum-—classical (SQC) workflow to optimize the hybrid
beamforming architecture. This workflow jointly maximizes the
sum secrecy rate and enables efficient power allocation under
quality-of-service (QoS) constraints. To address the resulting
high-dimensional, and non-convex optimization problem, the
proposed approach incorporates the metaheuristic differential
evolution algorithm upon the existing variational quantum cir-
cuits (VQC). This integration alleviates quantum computational
resource demands while maintaining effective solution-space
exploration. Simulation results demonstrate the robustness of the
proposed method against eavesdropping attacks, even in worst-
case scenarios where legitimate users and eavesdroppers share
identical angles of departure (AoD).

I. INTRODUCTION

Next-generation mobile networks (6G) are expected to
deliver unprecedented levels of connectivity, ultra-high data
rates, and enhanced security in data transmission. To meet
these demands, emerging communication systems aim to lever-
age high-frequency spectrum resources, including millimeter-
wave (mmWave) and terahertz (THz) bands, along with mas-
sive multiple-input multiple-output (mMIMO) architectures.
These technologies promote substantial improvements in spec-
tral efficiency, capacity, and energy efficiency [1]. However,
operating at such high frequencies constrains coverage range
and adversely impacts link reliability and overall network
performance due to substantial free-space path loss [2]. Ex-
tremely large-scale antenna arrays (ELAA) have lately been
investigated as a viable means to mitigate these propagation
challenges. At mmWave and THz frequencies, the short wave-
lengths enable high antenna-element densities within a com-
pact physical area [3]. This capability results in an enhanced
beamforming gain, which compensates for propagation losses
and extends transmission range, facilitating reliable high-
frequency wireless connections. Moreover, ELAA significantly
enlarges the near-field region, which is anticipated to be a key
operating regime in next-generation wireless systems [4].

Conventional far-field communications (FFC) employ spa-
tial division multiple access (SDMA) technique, which relies
solely on beamsteering, i.e., using the transmission angle to
characterize the channel. This approach overlooks the benefits
of exploiting both the distance and angular domains to differ-
entiate users, which enables more precise signal focusing and
improved spatial resolution, a key feature known as beamfo-
cusing that distinguishes NFC from FFC [5]. As the number of
antennas increases, the spatial resolution of NFC approaches
an ideal limit, allowing the base station to accurately focus
multiple signals on distinct user locations [6]. Leveraging the
addtional degree of freedom in the distance domain, LDMA
employs beamfocusing with ELAA to provide user-specific
beamforming vectors with enhanced interference suppression
[6]. To mitigate the hardware complexity and power con-
sumption associated with fully digital architectures, hybrid
beamforming designs are often adopted to improve spectrum
efficiency and foster secure data transmission, especially in
high-density multi-user scenarios.

While NFC introduces an additional degree of freedom to
direct signals toward intended users, the broadcast nature of
wireless channels still exposes systems to nearby untrusted
users. This vulnerability has fueled interest in physical layer
security (PLS), which exploits the unique properties of the
wireless medium to mitigate security threats, including eaves-
dropping, as emphasized in works such as [7] and [8]. Existing
NFC-PLS works primarily focus on optimization and multiple-
access methods to enhance security, but generally overlook the
potential of LDMA [6], [9], [10]. Exploiting LDMA to its full
potential necessitates advanced learning approaches capable of
optimizing the high-dimensional hybrid beamforming problem
inherent in dense NFC architectures. In this context, quantum-
based learning has recently emerged as a promising solution
due to its broad applicability and potential for exponential
speedup [11]. In particular, quantum computing has demon-
strated its capability to address optimization problem such as
enhancing data transmission security and improving energy
efficiency, as shown in [12], [13]. These findings indicate that
quantum-enhanced learning frameworks are well suited for
tackling the complexity and security challenges of LDMA-
enabled NFC systems.

In this paper, we propose a sequential quantum-classical



(SQC) algorithm to optimize the hybrid beamforming archi-
tecture, thereby enhancing the secrecy rate in LDMA-NFC
systems. The formulated optimization problem is highly chal-
lenging, as it involves strongly coupled variables arising from
hybrid beamforming, spherical-wave channel characteristics,
and non-convex secrecy-rate formulations. To ease the quan-
tum resource requirements associated with the beamforming
optimization, we incorporate a classically-computed, heuristic
differential evolution alongside a variational quantum circuit.

II. SYSTEM MODEL AND PROBLEM FORMULATION

A downlink multiple-input single-output (MISO) near-field
system is investigated, in which a base station (BS) is
equipped with Np antennas arranged in a uniform linear
array (ULA) layout. The antenna elements are indexed by
n € {0,1,...,Nr} where Nt = 2N + 1. The inter-element
spacing is set to d = 2, where A\ represents the carrier
wavelength. The BS simultaneously sends s € CX*! data
streams to K legitimate users in the near-field region that also
includes a potential eavesdropper, where E{s’s} = Ix. The
eavesdropper is modeled as an untrusted user without requiring
prior identification of the malicious user. This assumption
enables the development of secure transmission strategies
that are robust to any user attempting to decode confiden-
tial information. Fig. 1 illustrates the near-field ULA-ELAA
system. The boundary of the near-field region is defined by
the Rayleigh distance, given by dr = % where D is the
antenna aperture. To ensure independent data streams, it is
essential that X < Ngp, where Nrr denotes the number
of radio frequency (RF) chains. For the sake of simplicity,
K = Ngp is used throughout this paper, following studies
such as [6] and [14].
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Fig. 1. The assumed system model, equipped with a near-field ULA-ELAA
configuration, under potential eavesdropping.

A. Near-field Channel Model

In practical wireless propagation environments, L scatterers
are typically present, introducing non-line-of-sight (NLoS)
paths in addition to direct line-of-sight (LoS) transmission.
Let a5, = [6,d,0]T be the Cartesian coordinate of the n-
th antenna, where §,, = n — N denotes the index offset
from the central array element. The positions of the k-
th user and the [-th scatterer are, respectively, denoted by

up = [rrsingp, i cos¢r|’ and z; = [rysinéy, r;cos ¢y]7,
with ¢ and ¢; representing the AoD from the BS to the k-
th user and [-th scatterer, respectively. Here, r demonstrates
the distance between the center of the transmitting array and
the user (or scatterer). Accordingly, the propagation distance
between the n-th antenna and the k-th user (or [-th scatterer)
can be given by

) — \/r2 + 62d? — 2rd,dsin ¢
52d2 cos?
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where the approximation is obtained by taking the first three
terms from the Fresnel approximation [15], with /14 2
1+5— § forz = w . According to superposition
pr1nc1ple [16], the channel between the transmitter and the k-th
user can be described as

L
n 1 n q
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where gy = KIERH represents the complex channel gain for
the LoS path and Kg; is the Rician fading factor. The NLoS
path gains g; ~ CN(0,02,) are assumed to be independent
and identically distributed (i.i.d), with variance afxl = ﬁ
The random phase of the [-th scatterer path to the k-th user
follows a uniform distribution, 6; ~ U(0,27) [17]. The
signal experiences free- sg)ace path loss «; over the two-hop
transmission distance rl and 7y ;, where ry,; is the distance
between the k-th user and [-th scatterer. In NFC, the spherical
wavefront characteristics enable enhanced spatial resolution
at a specific location (7, ¢). Exploiting this property, ELAA
focuses 51§nals on k-th user by employing beamfocusing vec-
tors b( Tz , @) from every antenna, which can be expressed as

6nd cos? ¢
[b(r ("), &)n ondsmot ) As the number
of antennas increases, the unit-norm beamfocusing vectors to
two different locations (r,, ¢,) and (rp, ¢») become asymp-
totically orthogonal under the increasing limit of aperture, i.e.,
Nt — 400, as follows [6]:

bH(Ta7¢a)b(7nb7¢b)| = 07 (3)

for r, # rp and ¢, # @y.

This lays the ground for LDMA which distinguishes the
users through both spatial and angular domains, reducing inter-
user interference.
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B. Hybrid Beamforming Architecture

This paper considers a fully connected discrete phase-
shifter-based hybrid beamforming architecture, where Ngp
RF chains serving K users, subject to the practical hardware
constraint Npr < N [6], [16]. Initially, a digital beamformer
Wp € CNrrXE processes the original signal in the baseband
to direct it towards the intended users while mitigating inter-
user interference. Then, each signal s is converted to the RF
domain via its corresponding RF chain before being processed



by the analog beamformer W 4 € CN7*Nrr  Phase shifters in
the analog beamformer subsequently adjust the phase of each
antenna element, precisely directing the signal to the intended
users. This mechanism allows independent optimization for
the digital and analog beamformers to enhance overall system
performance.

Considering the additive white Gaussian noise (AWGN)
n ~ CN(0,0%Ix) € CE*1, the observed signals at the k-
th legitimate user can be given by y, = h,I;IWAWDs + ng,
where y = [yl,yg, . 7yK]~ Hyg = [hl, ho,..., hK]H €
CHXN1 describes the channel matrix whose element follows
(2). The achievable data rate at k-th user can be written as

[h Wawp k|?
op + ZTKn;ﬁk (b WAwp |2

Ry = logQ(l + ), 4)

where wp € CNrFX1 denotes the digital beamforming
vector corresponding to the user k. Meanwhile, the eavesdrop-
per intercepts signals from the k-th user at a data rate R,
determined by

hW awp |?
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where h, € CN7*1 follows (2) considering the location of
the e-th eavesdropper, given by v, = [r. cos ¢, 7. sin ¢.]7.
The secrecy rate quantifies downlink security by measuring
the difference between the achievable data rate of a legitimate
user, Ry, and that of a potential eavesdropper, R, ;. For the
k-th legitimate user in the presence of the e-th eavesdropper,
it is expressed as xj = [Rr — Re|T, where the term [T =
max{0, a} is used as secrecy rate which cannot be negative
[18]. If x becomes zero, the system fails to prevent the e-th
eavesdropper from decoding the signal sj intended for the k-
th legitimate user, at a rate equal to or exceeding that of the
k-th user.

C. Secrecy Problem Formulation

This paper addresses the joint optimization of the sum
secrecy rate across all K legitimate users and power allocation
by finetuning the hybrid beamforming architecture, while
satisfying the QoS constraint. The optimization problem is
formulated as follows:

K
6
W Ex ;Xk (6a)
S.t. Xk > Xmi’n7Vk7 (6b)
0< P < Prags (60)
|[WA]j,n| = l,Vj,n, (6d)

where P = ||[W 4 Wp||r is the total power allocation and the
entry [W4]; , corresponds to the j-th RF chain and the n-
th antenna element. Constraint (6b) ensures each user’s QoS
requirement. Constraint (6¢) limits the maximum transmitted
power of the BS. Since phase shifters only adjust the phase
of the signal without affecting its magnitude, constraint (6d)
ensures that each analog beamforming vector [W 4], ,, is unit-

modulus entry with normalized power.

III. SEQUENTIAL QUANTUM-CLASSICAL SOLUTION

In this section, we propose a sequential quantum-classical
(SQC) algorithm to optimize the hybrid beamforming archi-
tecture. First, the analog beamformer W 4 is enhanced us-
ing differential evolution (DE), a population-based stochastic
method that balances exploration and exploitation to approach
the global optimum. The optimal W 4, along with the channel
state information H g, is then used to initialize a variational
quantum optimizer (VQO), enabling faster convergence and a
high-performance design of the digital beamformer W p. The
channel state information is obtained via pilot-based channel
probing and stored as classical data for input to the proposed
algorithm, whose steps are summarized in Fig. 2.

A. DE-based Analog Beamformer Design

To address the high-dimensional analog beamforming de-
sign problem incurred by ELAA, DE is utilized to jointly
optimize the design of the analog beamformer and power
allocation, while keeping the digital beamformer Wp fixed.

Initialization: The DE algorithm initializes a population
of M feasible analog beamforming matrices W 4 ;4, denoted
by Pl = {Wa1,...,Wu s} Each individual W4 ;4 is
generated by setting [WA,id]E?}j = exp(iZﬂi‘E?,]j).

Mutation: At generation 7, mutant analog beamforming
matrices are generated upon the current population as VEZ’]Z. 4=
LW+ Cx (WL — WL )}, where ¢ s the differ-
ential weight factor. WL;]TI and WL;]TQ are randomly chosen
from the population P[], and WK]best is the optimal solution
in terms of the fitness function F ,’described as

F(W 4q)
K K
=- Z Xk + (GDE,1 Z w(xk) + epp2p(Pi ))
k=1 k=1
————
f(Wa,ia)
F(W a4 ia)
+ W(WA,id)7 (7)

where the first term motivates the improvements of the secrecy
rate defined in (6a). The second term imposes the penalty when
the constraints of (6b) and (6¢) are not satisfied, with weights
epe,1 and epg . The corresponding penalty functions can be
defined as

Xmin — Xk for Xk < Xmin,
w = 8a
(Xk) {Oa for Xk > Xmins ( )
0, for P < Prax,
p(Pi){P—P for P> P, (80)

where P,y denotes the total transmit power associated with the
analog beamformer W 4 ;4. We adopt the superiority feasible
points (SFP) scheme [19] to ensure that infeasible individuals
Wy, € Pys in a population pl7] always have worse



fitness values than feasible ones W 4 ,, € Py, With additional
punishment (W4 ;4) given in (9), where plrl = Pfs UPm fs-

Crossover: To enhance population diversity, we merge the
entries of each individual with those of its corresponding
mutant matrix, to produce potential offspring. Specifically,
a trial matrix UEZ,]md € CN7xNrr jg constructed for each
individual under the control of a crossover rate C,., defined as

[UA,id]E;]j

_ [VE;—,]id}"vj if rand < C,. or (n,j) = (n
[WZ]Z aln,; otherwise,

where (n*, j*) is a randomly selected entry to ensure at least
one component originates from V 4 ;,,q4, and “rand € [0, 1]”
denotes an independent uniform random number.

Selection: During the selection phase, a new analog beam-
forming individual W[Tfl(]i is formulated by comparing the

fitness value of the corresponding trial matrix UEL‘]Z. 4 against

that of the target matrix W[X]m g4» as follows:

if ‘F(UEZX—,]id) < ]:(WZ,]id)v
otherwise.

. U[TL
wiitl = { 4id (1

(]
Wi
After evolving the candidate population through 7, iter-
ations of mutation, crossover, and selection, the DE algorithm
yields an optimal analog beamformer Wi] = argminy, .. F,
for W 4 ;g € Plrmasl,

B. VQO-Based Digital Beamformer Design.

A VQC comprises three layers: a data encoding layer that
maps classical inputs into quantum states, a parameterized
layer with tunable rotation and entangling gates to flexibly
manipulate the quantum states, a measurement layer that col-
lapses quantum states into classical outputs. The integration of
a classical optimizer, typically a gradient-based method, with
a VQC formulates a variational quantum optimizer (VQO).
This framework is capable of fine-tuning the circuit parameters
through iterative optimization, which enables the system to
learn optimal solutions to complex problems.

Initialization: The encoding layer maps the classical channel
information Hx and the analog precoder W4 from III-A
into a quantum reference state. Specifically, we compute
HZ WLI] and then flatten the matrix into G
{X1,...,XKgNpp - The reference state is obtained by encodlng
the classwal information x, € GH into the computational
basis state [0)°? as |1,) = Ug |O>®Q, where Ug is the
encoding operator, defined as

Q/2

Ug = ®R(2q 1)

where () = 2NgpK denotes the number of qubits. First,
Hadamard gates map the ground state |O>®Q into a uni-
form superposition state, as follows 1) = H®Q|0)®9 =

t
G[K]NRF

(x))RSV (Z(x,)HE?,  (12)

\/27? 22 ~!|z) , where all the computational basis states have
the same probabllity of 2%. Then, the classical information are
encoded as rotation angles in Ry and Ry gates. The resulted
reference state provides initial guidance for the VQC, thereby
significantly accelerating the quantum learning process.

Training: In the parameterized layer, the initial reference
state is transformed through a trainable, parameterized uni-
tary operator Up with multiple parameterized layer, U,
producing the parameterized state |v,) = Up(0)|Y,) =
Hle Ug ) (6¢) |1.-), where each layer operation is formulated
by the rotation gate Ry, and the controlled-NOT (CNOT) gate
as

Uy =ul U, (13)
where
UL, = H CNOT (4, (¢+1) mod @): (14a)
q=1
Ul = ®R(q) (00q), (14b)

Ue(n)t and Ur(o)t represent the entangling and learnable rotational
operations, respectively, within each layer ¢. In each iteration
r, the parameterized state |¢)p) is measured by the Pauli-
Z operator which collapses the qubit pairs (2¢ — 1,2q) into
classical information R(z; ;) and Z(z; 1), respectively, where
z; 5 is a matrix entry of the digital beamformer W 5], for
j€A{l,....,Ngr}and k € {1,..., K}. The circuit’s measure-
ment output is utilized to minimize the loss function, defined
as L) = — Zszl Xk — Zle Orate (X&) — X’fi‘fn Xm, Where the
second term imposes a log-barrier penalty to enforce compli-
ance with the constraint defined in (6b). This penalty function
can be described as Ve (X1) = €vgo log(max (g, 8)). where
B denotes the punishment factor (i.e., 5 = 10~%). The third
term maintains the fairness between the highest and lowest
user rates, denoted by s and x,,, respectively, once (6b)
is not satisfied. Whenever an undesired early termination
>~ xi = 0 occurs, we reinitialize the training process with
different starting point. At the end of each iteration, a gradient-
based optimizer employs parameter-shift rule to optimize the
learnable parameter € [20]. This iterative procedure proceeds
for 7,4, iterations, enhancing the quantum state |¢p) to
produce an optimal digital beamformer while respecting the
fairness and constraint conditions.

Obtaining the digital beamforming matrix: Given the out-
put vector of the quantum learning model at iteration r as
zll = [z ([f]] ? . where 2"} € [~1,1], each (j, k)-th element
of the digital beamforming matrix W[ "l can be obtained as:

- Zog—1 + tzeq for ¢ € {1,...,Q/2}, w jrk 6 W%],

W
.j . . . [r] PmaTW
V3, k. Ensuring (6b) is satisfied, W' < [t]i [21].
IWi'Wip
The resulting digital beamformer W[Dﬂ can be directly used
for the objective in (6a).



maX{O, Maxw 4 ,€Pys f(WA,y> - minWA,wEmes F<WA7:E)}

if Prs # @ and Wa iq € Pinfs,
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Fig. 2. The process of the proposed SQC workflow. . .
Fig. 3. Secrecy rate performance of the proposed schemes against eaves-

IV. SIMULATION RESULTS AND DISCUSSIONS

In this section, we provide the simulation results for the
proposed hybrid quantum-classical workflow. The BS uses an
ELAA of Ny = 257 elements along the z-axis at 30 GHz.
We set the noise power and the maximum power allocation to
02 = —105 dBm and P,,,, = 30 dBm, respectively. All the
legitimate users are required to achieve the QoS requirement of
Xmin = 1.0 bps/Hz. The transmitter simultaneously serves two
legitimate users at (20m, 30°) and (20m, 60°) while avoiding
the interception from an eavesdropper at (10m, 30°), under a
realistic multi-path channel model with L = 3 NLoS paths.
DE phase employs a population of M = 20 individuals to
ensure sufficient diversity within the search space for analog
beamformer and to accelerate the convergence process. Penalty
regulators, i.e., epg,1 = 200, epp2 = 2 X 10%, and €evQo =
0.5 guarantee QoS and power allocation requirements. VQO
employs Adam optimizer to optimize @ with a learning rate
of o = 0.05. We compare the secrecy rate performance of the
proposed SQC algorithm over ¢ = 10 iterations, each contains
Tmaz = 20 DE generations and 7,4, = 100 VQO iterations.

Besides our proposed approach, we analyze the perfor-
mance of other models, as described in the following. 1)
Iterative differential evolution (IDE) algorithm. It utilizes the
nature-inspired operators of the DE technique to iteratively
optimize the analog and digital beamformers, enabling ef-
ficient hybrid beamforming. ii) Differential evolution-based
analog beamformer (DE-AB). It employs the DE algorithm
to adjust the phase shifters of the analog beamformer, while
the digital beamformer is initialized randomly. iii) Maximum
ratio transmission (MRT). It maximizes the received signal
power at each intended user, with beamforming vectors defined
as wy Hﬁ—fu iv) Fully-digital zero-forcing (ZF). It is
aimed to eliminate inter-user interference through fully-digital
precoding, expressed as W = HIL(HH) L.

Fig. 3 illustrates the convergence performance of the pro-

dropping threat.

posed and baseline schemes. The proposed SQC algorithm
achieves an early convergence with the highest secrecy per-
formance. For instance, it attains the secrecy rates of approxi-
mately 24.5 bps/Hz as early as the first and second iterations.
In comparison, DE-AB only achieves the secrecy rates of
about 12 bps/Hz at the same iterations. Although the IDE and
DE-AB schemes outperform conventional benchmarks (MRT
and ZF), their convergence is slower, yielding a secrecy rate
approximately 20% to 30% lower than that of the proposed
SQC solution. This demonstrates that the proposed SQC
algorithm can efficiently solve the joint optimization problem
of system performance and power allocation, emphasizing the
computational advantages and convergence speedup provided
by quantum computing. This is especially helpful for scenarios
demanding quick optimization with limited numbers of itera-
tions, such as in low latency communications and/or real-time
environments.

Fig. 4 compares the secrecy rates of the five approaches with
respect to the total transmit power of the BS. At low transmit
power, i.e., Py, < 20 dBm, the proposed SQC achieves
approximately the same secrecy rate as IDE and DE-AB.
However, as the transmit power increases, SQC outperforms
these two schemes by effectively leveraging power allocation
and LDMA to mitigate inter-user interference and direct the
signals toward the intended users. At high transmit power, IDE
underperforms due to its slower convergence in refining the
hybrid beamforming architecture with a fixed number of indi-
viduals in the population. This limitation prevents IDE from
fully exploiting the available power for optimal performance,
resulting in reduced secrecy rates compared to SQC.

V. CONCLUSION

This paper presents a sequential quantum-classical workflow
to facilitate secure data transmission, by maximizing secrecy
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Fig. 4. Secrecy rates versus the maximum power allocation values.

rate, in near-field location division multiple access. The work-
flow optimizes both the analog and digital beamformers, to
maximize the total secrecy rate, while satisfying the QoS con-
straint and the transmit power budget. Furthermore, to tackle
the resulting high-dimensional beamforming posed by ELAA,
we employ a hybrid quantum-classical approach, in which the
classical, nature-inspired DE algorithm manages the analog
beamformer optimization, whereas VQC handles the digital
beamformer. This incorporation promotes the exploration of
feasible solutions while leveraging quantum advantages and
efficiently utilizing computational resources to solve the non-
convex optimization problem. Simulation results demonstrate
that the proposed SQC algorithm outperforms conventional
benchmarks in terms of secrecy rate and convergence speed.
These findings highlight the potential of the proposed SQC
workflow in enhancing secure and low-latency applications of
future communication networks.
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