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Abstract—This paper investigates a joint beamforming and
reflection vector optimization for an active reconfigurable intelli-
gent surface (RIS) to enhance overt–covert communications in
sixth-generation (6G) near-field (NF) networks. We consider a
multi-antenna base station that simultaneously serves multiple
covert users (Bobs) and overt users (Carols) with the aid of an
electrically-powered RIS capable of signal amplification and phase
control. To guarantee low-probability-of-detection, a tractable
covertness constraint is derived by coupling Kullback-Leibler
(KL) divergence with Pinsker’s inequality under worst-case
channel-state-information (CSI) uncertainty at the eavesdropper
(Willie). The ensuing weighted sum-rate maximization problem,
subject to quality of service (QoS), transmit-power budgets,
RIS hardware limits, and the covert constraint highly non-
convex. To address the inherent non-convexity of the joint design
problem, we employ an alternating optimization (AO) framework
wherein each subproblem is reformulated and efficiently solved
via successive convex approximation (SCA), and second-order
cone programming (SOCP) regularized by penalty terms that
converge to a stationary point with polynomial complexity.
Numerical results at 40 dBm and 24 GHz show that the
proposed NF algorithm achieves up to 24nat/s/Hz aggregate
throughput—more than triple far-field (FF) or passive-RIS
baselines, while keeping Willie’s total variation distance (TVD)
low to ensure covertness across diverse power budget, even under
severe CSI errors at willie, confirming the efficacy of active RIS
and NF focusing for practical 6G covert communication.

Index Terms—Active RIS, covert communications, KL diver-
gence, near-field beamforming, robust optimization.

I. INTRODUCTION

W IRELESS communication technologies have rapidly
advanced, giving rise to sixth-generation (6G) networks

that promise ultra-low latency, terabit-per-second data rates, and
massive device connectivity to meet the growing demands of
dense networks and the Internet of Things (IoT) [1]. However,
the inherent broadcast nature of wireless channels introduces
significant security vulnerabilities, including eavesdropping
and information leakage [2]. Traditional methods primarily
safeguard content; however, emerging threats require solutions
that obscure the transmission itself, spurring interest in covert
communication techniques.

Covert communication emphasizes undetectability, comple-
menting conventional security and differing from physical
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layer security (PLS), which focuses on making data unin-
telligible through channel characteristics. In contrast, covert
communication aims to obscure the existence of transmission
itself, a capability that is essential for stealth-critical 6G
applications. A key milestone is the ”square-root-law” [3],
which limits covert throughput over Additive White Gaussian
Noise (AWGN) channels to O (

√
n) bits across n uses channels.

To surpass this bound, researchers have investigated relaxed
constraints and auxiliary resources. For instance, [4] and [5]
extended covert analysis to discrete memoryless channels
(DMCs), though practical implementation remains challenging
due to wideband spectrum and memoryless requirements.
Alternatively, [6] employed antenna selection to enhance signal-
to-interference-plus-noise ratio (SINR) for legitimate users
while degrading it at eavesdroppers, and [7] introduced dual-
functional artificial noise (DFAN) to mask transmissions by
overpowering eavesdroppers with noise while aiding localiza-
tion. Relay-based methods [8] and cooperative jamming [9]
further confuse adversaries by exploiting channel uncertainty
or power allocation, often enforcing Kullback-Leibler (KL)
divergence constraints to limit detection probability. More re-
cently, Reconfigurable Intelligent Surfaces (RIS) have emerged
as a key enabler for covert communication by dynamically
shaping wireless propagation, favoring legitimate users and
impairing eavesdroppers [10]. Compared to traditional relays,
RIS offers energy-efficient, low-cost solutions for coverage
extensions and spectral efficiency, aligning with the demands
for covert scenarios [11]. Furthermore, active RIS equipped
with amplification capabilities provides additional control over
signal power and direction, offering enhanced opportunities
for covertness [12].

Building on recent developments, this paper investigates
RIS under a near-field (NF) propagation model, where spatial
focusing and amplification are leveraged to enhance both
throughput and covert performance, surpassing traditional far-
field (FF) assumptions [13]. Robust system design is critical
under channel state information (CSI) uncertainty, modeled
using bounded error sets, as inaccuracies in CSI can signifi-
cantly degrade performance [12]. Existing approaches often
employ linear matrix inequalities (LMI) methods to manage
CSI uncertainty [9]; however, their computational burden limits
scalability to large-scale systems. To address this, we propose
a successive convex approximation (SCA) and second-order



cone programming (SOCP). In this framework, SCA iteratively
approximates nonconvex constraints with convex surrogates,
ensuring convergence to a stationary solution, while SOCP
efficiently solves the resulting subproblems [14]. This approach
substantially reduces computational complexity and enhances
scalability, making it more suitable for practical 6G networks
with large antenna arrays and RIS elements deployments.
In addition to this, penalty formulations are incorporated
to maintain solution feasibility and prevent divergence from
the approximated solution space. In practical 6G networks,
ensuring undetectable sensitive transmissions is as critical as
maximizing data rates. However, most covert communication
designs assume FF propagation and passive RIS, neglecting
the spatial focusing and amplification benefits of NF active
RIS. To address this, we propose a robust joint beamforming
and active RIS design that enhances user rates and covertness
under bounded CSI uncertainty at the eavesdropper, making
covert communication feasible under realistic 6G conditions.

The main contributions of this work are as follows: We
propose an NF-based overt–covert communication system
empowered by an active RIS that enables simultaneous signal
amplification and spatial beam shaping. To ensure covertness,
a tractable constraint is derived using the KL divergence and
Pinsker’s inequality, accounting for bounded uncertainty in
Willie’s channel. We formulate a robust joint beamforming and
active RIS optimization problem and solve it via an alternating
optimization framework, where each subproblem is convexified
using SOCP-based SCA. Extensive simulations demonstrate
that the proposed design significantly outperforms Particle
Swarm Optimization (PSO) based heuristics, particularly under
CSI uncertainty and practical RIS power constraints.

II. SYSTEM MODEL
Consider the system model depicted in Fig. 1, where a

base station Alice is equipped with a uniform planar array
(UPA) of N ×N antenna elements. Alice concurrently serves
two classes of users, B covert receivers (Bobs) and C overt
receivers (Carols). A uniform planar active diagonal RIS with
M × M elements is deployed to enhance signal coverage
and spectral efficiency. Meanwhile, an eavesdropper, Willie,
attempts to detect covert communication between Alice and
the Bobs, disregarding transmissions to the Carols. Hence,
the design objective of the considered network is twofold: to
minimize the detectability of covert transmissions at Willie,
thereby ensuring covertness, and to jointly optimize the fair
rate allocation among Bobs and Carols, subject to quality-of-
service (QoS) constraints for both the direct and RIS-assisted
links.

A. Signal Model
Transmitted Signal: Let sBb (t) ∼ CN (0, 1) and sCc (t) ∼
CN (0, 1) denote the unit-energy signal intended for b-th
Bob and c-th Carol, respectively. These signals satisfy the
power normalization conditions E

[
sBb s

B∗

b

]
= E

[
sCc s

C∗

c

]
= 1.

Each symbol is precoded using a dedicated beamforming
vectors wB

b ,w
C
c ∈ CN2×1. Accordingly, the transmitted signal

x (t) can be modeled under two transmission scenarios: null

Fig. 1: Active-RIS-assisted NF covert/overt network model.

hypothesis (H0) to represent only overt transmission and
alternative hypothesis (H1) to indicate the presence of covert
communication. The resulting transmit signal model is given
by

x (t) =

{∑C
c=1 w

C
c s

C
c (t) , H0∑B

b=1 w
B
b s

B
b (t) +

∑C
c=1 w

C
c s

C
c (t) , H1.

(1)

To simplify the notation, the signal expression can be rewritten
in matrix form as

x (t) =

{
WCsC , H0

WBsB +WCsC , H1,
(2)

where WB =
[
wB

1 , · · · ,wB
B

]
∈ CN2×B and WC =[

wC
1 , · · · ,wC

C

]
∈ CN2×C are the beamforming matrix for

Bobs and Carols, respectively. sB =
[
sB1 , · · · , sBB

]
and

sC =
[
sC1 , · · · , sCC

]
denote the composite symbol vectors.

RIS-Reflected Signal Model: The signal reflected by the
active RIS at time instant t is modeled as

xR (t) = ΘGx (t) +ΘzR (t) , (3)
where G ∈ CM×N2

denotes the channel matrix between
Alice and the active RIS, zR ∼ CN

(
0, diag

(
σ2
RIM

))
∈

CM×1 represents the AWGN introduced by the active RIS,
and Θ = diag{ϕ1, · · · , ϕm} ∈ CM×M , is a diagonal reflection
matrix, where each diagonal entry ϕm models the complex
reflection coefficient at the m-th RIS element. Specifically,
each reflection coefficient ϕm simultaneously adjusts both
the amplitude and phase of the incident signal. The phase
shift satisfies arg ϕm ∈ [0, 2π) while the amplitude gain is
constrained to the following bound [15]

1 ≤ |ϕm| ≤ ηR, ∀m = 1, 2, · · · ,M, (4)
where ηR

2

indicates the maximum allowable power amplifica-
tion factor for the m-th RIS element.
Power Budget: The majority of power consumption within
the wireless network arises from two principal sources: the
base station (Alice) and the active RIS. At Alice, the power
is consumed primarily due to the transmission of beamformed
signals. The total power is constrained as follows:

||WB||2F + ||WC ||2F ≤ PA
T , (5)

where ||WB||2F and ||WC ||2F denote the transmit power
allocated for beamforming vectors targeting Bob and Carol,
respectively, and PA

T represents Alice’s total power budget.
Similarly, the active RIS consumes power to amplify and

reflect the incident signals. Its total power consumption
comprises three components and can be written as [15]

||ΘGWB||2F + ||ΘGWC ||2F + ||Θ||2Fσ2
R ≤ PR

T , (6)



where ||Θ|| is the diagonal reflection matrix, σ2
R is the noise

introduced by active components of the RIS, and PR
T is the

maximum allowable power budget.

B. Recieved Signals
The received signal at k-th node is given by

yKk (t)=
(
hAK
k +hRK

k ΘG
)
x (t)+hRK

k ΘzR (t)+zKk (t) , (7)
where k ∈ {b, c, w} and K ∈ {B, C,W}. hAK

k ∈ C1×N2

denotes the direct channel from Alice to k-th node, hRK
k ∈

C1×M represents the RIS-assisted reflected channel, and
zKk (t) ∼ CN

(
0, σK2

k

)
is the AWGN at k-th node.

C. Achievable Rate Throughput
Achievable Rate at Bobs: Consider the effective channel for
the b-th Bob as follows:

hB
b = hAB

b + hRB
b ΘG, hB

b ∈ C1×N2

. (8)
The corresponding SINR for the b-th Bob is expressed as [15],

γB
b =

∣∣hB
b w

B
b

∣∣2∑B
l=1
l ̸=b

|hB
b wB

l |2+
∑C

c=1|hB
b wC

c |2+||hRB
b Θ||2

2
σ2
R+σB2

b

. (9)

Thus, the achievable rate at Bob is given by
RB

b = log2
(
1 + γB

b

)
. (10)

Achievable Rate at Carols: Similarly, the corresponding SINR
for the c-th Carol can be written as

γC
c =

∣∣hC
cw

C
c

∣∣2∑B
b=1|hC

cw
B
b |2+

∑C
l=1
l ̸=c

|hC
cw

C
l |2+||hRC

c Θ||22σ
2
R+σC2

c

. (11)

Hence, the achievable rate at Carol is formulated as
RC

c = log2
(
1 + γC

c

)
. (12)

D. Detection Performance at Willie
Applying the Neyman-Pearson (NP) test on the N samples

of signal intercepted by Willie, the following hypothesis is
envisaged:

yW (t) =

{
hWWCsC(t)+hWΘzR(t)+zW(t), H0

hWWBsB(t)+hWWCsC(t)+hWΘzR(t)+zW(t), H1,

(13)
where hW =

(
hAW + hRWΘG

)
∈ C1×N2

represents
the cascaded channel from Alice to Willie, and zW (t) ∼
CN

(
0, σW2

)
denotes AWGN at Willie.

Applying the theory of a priori probability, the detection
error probability (DEP) can be written in a more simplified
form:

ξ ≜ P (D1|H0) + P (D0|H1) , (14)
where D1 and D0 are the decisions in favor of H1 and H0,
respectively.

Following the NP criterion, Willie performs a likelihood
ratio test (LRT) leading to the decision rule:

P1

(
yW |H1

)
P0 (yW |H0)

D1

≷
D0

Γ, (15)

where Γ is a predetermined threshold the distributions under
hypothesis H0 and H1 are expressed, respectively, as:

PW
0 ≜ P0

(
yW |H0

)
=

exp

−
|yW |2∑C

c=1|hWwC
c |2+||hRWΘ||22σ2

R+σW2


πN

(∑C
c=1|hWwC

c |2+||hRWΘ||2
2
σ2
R+σW2

)N , (16)

PW
1 ≜ P1

(
yW |H1

)
=

exp

(
− |yW |2∑B

b=1|hWwB
b |2+

∑C
c=1|hWwC

c |
2+||hRWΘ||22σ2

R+σW2

)
πN

(∑B
b=1|hWwB

b |2+
∑C

c=1|hWwC
c |2+||hRWΘ||2

2
σ2
R+σW2

)N .

(17)
To ensure covertness, we apply the following KL-divergence
constraint:

D
(
PW
1 ||PW

0

)
≤ 2ϵ2, (18)

which via Pinsker’s inequality, guarantees that the total varia-
tion distance (TVD) remains below ϵ. Following the similar
method to [16], the nonconvex expression (18) involving (16)
and (17) can be simplified to the following equivalent covert
constraint:

Σ1 −
(
1 + ηW

)
Σ0 ≤ ηWσW2

, (19)
where ηW ≥ 0,

Σ0 =
∑C

c=1|hWwC
c |2+||hRWΘ||2

2
σ2
R+σW2

, (20)
and
Σ1 =

∑B
b=1|hWwB

b |2+
∑C

c=1|hWwC
c |2+||hRWΘ||2

2
σ2
R+σW2

. (21)

III. CHANNEL MODELS
In this section, we present the channel models for Alice,

Bob, Carol, and Willie, considering their respective antenna
geometries. Alice, located at the origin, employs a UPA
comprising N ×N elements whose elements are indexed by
nx and ny along the x and y axes, respectively, with indices
defined as nx, ny ∈ {0, 1, · · · , (N − 1)}. An inter-element
distance dA uniformly separates the elements along both axes,
selected sufficiently large to prevent inter-element coupling.
Further, we consider an active diagonal and planar M ×M
RIS located at (rR, θR, ϕR), whose diagonal elements are
indexed by m ∈ {0, 1, · · · , (M − 1)}, with a large diagonal
element spacing of dR. Finally, Bob, Carol, and Willie each
utilize a single antenna element and are located at (rb, θb, ϕb),
(rc, θc, ϕc) and

(
rW , θW , ϕW)

, respectively.

A. Alice-to-Bob line-of-sight (LOS) Channel Model
NF Channel: Let the direct LOS channel from Alice to the
b-th Bob be denoted by the channel vector hAB

b ∈ C1×N2

.
The path difference from the (nx, ny)-th and (0, 0)-th antenna
element of Alice to the b-th Bob can be approximated by
Taylor’s series approximation to obtain:
∆rAB

b,(nx,ny)
≈ −

(
nxdAχ

X
b + nydAχ

Y
b

)
+

1

2rb

{
n2
xd

2
A

(
1−χX2

b

)
+n2

yd
2
A

(
1−χY 2

b

)
−2nxnyd

2
AχX

b χY
b

}
, (22)

where χX
b = sin θb cosϕb and χY

b = sin θb cosϕb. The
corresponding beamfocusing vector can be written as:

aAB (rb, θb, ϕb) =
1√
N2

exp

(
−j

2π

λ
∆rAB

b

)
, (23)

where ∆rAB
b is the path difference vector and λ is the operating

wavelength. Applying the Fresnel approximation across the
transmit array yields the NF channel vector

hA
b =

1√
N2

1√
4πr2b

exp

[
−j

2π

λ
rb

]
aAB (rb, θb, ϕb) . (24)



B. Alice-to-RIS Channel Model
NF Channel: Similar approximation for Alice-to-RIS channel
yields the corresponding approximation for path difference:
∆rAR

m,(nx,ny)
≈

(
XRχ

X
R + YRχ

Y
R

)
+

1

2rR

{
X2

R

(
1−χX2

R

)
+YR

(
1−χY 2

R

)
−2XRYRχ

X
RχY

R

}
, (25)

where χX
R = sin θR cosϕR, χY

R = sin θR sinϕR, XR =
(mdR − nxdA), and YR = (mdR − nydA). Therefore, the
corresponding beamsteering matrix is written as

A =
1√

MN2
exp

[
−j

2π

λ
∆RAR

]
. (26)

Under the Fresnel approximation, the NF channel from Alice
to RIS is given by

G =
1√

MN2

1√
4πr2R

exp

[
−j

2π

λ
rR

]
A. (27)

C. RIS-to-Bob Channel Model
NF Channel: To formulate the RIS-to-receiver channel, Bob’s
location (rb, θb, ϕb) is geometrically translated to the RIS’s
local coordinate system, resulting in a new spherical coordinate(
rb, θb, ϕb

)
. The corresponding expression for the approximate

path difference is given by,
∆rRB

b,m ≈ −mdR
(
χX
b + χY

b

)
+

m2d2R
2rb

{(
1− χX2

b

)
+
(
1− χY 2

b

)
− 2χX

b χY
b

}
,

(28)
where χX

b = sin θb cosϕb and χY
b = sin θb sinϕb.

Using (28), the beamfocusing vector is expressed as

aRB (
rb, θb, ϕb

)
=

1√
M

exp

(
−j

2π

λ
∆rRB

b

)
, (29)

where ∆rRB
b ∈ R1×M is the vector containing the elements

(28). Consequently, applying the Fresnel approximation, the
NF RIS-to-receiver channel vector is derived as

hRB
b =

1√
M

1√
4πr2b

exp

[
−j

2π

λ

]
aRB (

rb, θb, ϕb

)
. (30)

D. Willie’s Bounded-Error CSI Model
This section considers the bounded CSI error model for

Willie [7]. Specifically, the true channel is assumed to lie in
an ℓ2-ball around its estimate.

hAW = ĥAW +∆hAW ,
∣∣∣∣∆hAW ∣∣∣∣

2
≤ εAW , (31)

hRW = ĥRW +∆hRW ,
∣∣∣∣∆hRW ∣∣∣∣

2
≤ εRW , (32)

where εAW and εRW represent the error bounds. This bounded-
error characterization enables covertness constraint derivations
via suitable approximations discussed in the following sections.

E. Covert Constraint at Willie
Adopting the bounded channel error at Willie, we can rewrite

Σ0 and Σ1 from (20) and (21), respectively, in the constraint
form:
Σ0 ≥

[
max

(∣∣∣∣∣∣ĥWWC

∣∣∣∣∣∣+ ∣∣∣∣∣∣ĥRWΘ
∣∣∣∣∣∣σR + σW

− εAW ||WC|| − εRW ||ΘGWC|| − εRW ||Θ||σR, 0
)]2

,

Σ1 ≤
[∣∣∣∣∣∣ĥWWB,C

∣∣∣∣∣∣+ ∣∣∣∣∣∣ĥRWΘ
∣∣∣∣∣∣σR + σW

+ εAW ||WB,C||+ εRW ||ΘGWB,C||+ εRW ||Θ||σR
]2
.

(33)
where WC =

[
wC

1 , · · · , wC
C

]
, and WB,C =

[
wB

1 , · · · , wB
B;

wC
1 , · · · , wC

C

]
.

IV. PROBLEM FORMULATION AND PROPOSED SOLUTION
Our objective is to maximize the sum of achievable through-

put rates for all the covert and overt users, subject to constraints
on minimum rate QoS, total transmit power budgets, and
covert constraints requirements. The optimization problem is
formulated as

(P1) max
WB,WC,Θ

∑B

b=1
ωB
b RB

b +
∑C

c=1
ωC
cRC

c (34)

s.t. (C1) 0 ≤ RB
min ≤ RB

b , ∀ b ∈ B

(C2) 0 ≤ RC
min ≤ RC

c , ∀ c ∈ C

(C3) (4), (5), and (6),
(C4) (19),

where RB
min and RC

min denotes the Bobs and Carols minimum
required rate. The presented problem P1 is non-convex due to
the not only tight coupling between the RIS reflection matrix
Θ and the beamforming vectors WB and WC but also due
to the nonlinear fractional rate expressions, RIS-related power
and amplification constraints, and thus, requires a tractable
transformation for solving through convex optimization.
A. Convex Reformulation of the Joint Beamforming Design

The objective function is linearized by introducing auxiliary
variables {tBb }∀b∈B and {tCc }∀c∈C, and thereafter rewriting it
as:

max
WB,WC,Θ,tB,tC

∑B

b=1
ωB
b t

B
b +

∑C

c=1
ωC
c t

C
c , (35)

which is convex and thus, transform the constraints C1 and
C2 into the convex form:

0 ≤ RB
min ≤ tBb + p1b , (36)

0 ≤ RC
min ≤ tCc + p2c , (37)

where p1b and p2b represents the concerned penalty. However, to
convexify the inequality tBb ≤ RB

b introduced as a consequence
of reformulating the objective function, we define auxiliary
variables uB

b and vBb and rewrite the inequality as:

vBb ≤ uB2

b

2t
B
b − 1

, (38)

which is approximated via a first-order Taylor expansion around
the previous iterative solution

(
tBb , u

B
b

)
to obtain a convex

surrogate with added penalty variable p3b , written as

vB
b ≤ uB2

b

2
tB
b −1

+(uB
b −uB

b )
2uB

b

2
tB
b −1

+(tBb −tBb )
uB
b 2

tBb log 2(
2
tB
b −1

)2 +p3
b . (39)

In constraint C2, the same convexification procedure is applied
to obtain a similar rate expression associated with Carols.

Under the alternating optimization (AO) framework, the RIS
amplification constraint C3 is handled in two stages. When
optimizing

(
WB,WC) with fixed Θ, constraint (4) becomes

irrelevant and is excluded. However, during Θ update, it is
split into:

|ϕm| ≤ ηR + p4m, (40)
1 ≤ |ϕm| , (41)



where (40) is convex, and p4m represents the penalty. However,
(41) is convexified using the first-order approximation of its
right-hand side to obtain:

1 ≤
∣∣∣ϕ

m

∣∣∣+ ℜ

 ϕ∗
m∣∣∣ϕ
m

∣∣∣ (ϕm − ϕ
m
)

+ p5m, (42)

with p5m denoting the penalty variable.
To convexify the covertness constraint C4, we introduce

slack variables uW ≥ 0 and vW ≥ 0, reformulating the
original nonconvex constraint (19) and then applying Taylor’s
approximation to linearize the constraint as follows:
uW2

≤ ηWσW2

+
(
1 + ηW

) (
vWvW −

∣∣vW ∣∣2)+ p6, (43)
further introducing the following two SOCP constraints under
robust formulations:

vW ≤
∣∣∣∣∣∣ĥAWWC

∣∣∣∣∣∣+∣∣∣∣∣∣ĥRWΘGWC

∣∣∣∣∣∣+ ∣∣∣∣∣∣ĥRWΘ
∣∣∣∣∣∣σR

+σW−εAW ||WC||−εRW ||ΘGWC|| − εRW ||Θ||σR+p7∣∣∣∣∣∣ĥAWWB,C

∣∣∣∣∣∣+ ∣∣∣∣∣∣ĥRWΘGWB,C

∣∣∣∣∣∣+ ∣∣∣∣∣∣ĥRWΘ
∣∣∣∣∣∣σR

σW + εAW ||WB,C || ≤ uW + p8, (44)
which can be made convex by applying the following approxi-
mations for || · || given by

||A|| = ||A||+ 1

||A||
ℜTr

{
AH (A−A)

}
. (45)

Since all the constraints are transformed into a convex form,
the subproblem for beamforming optimization is written as

(P2) max
WB,WC,tB,tC,uB,

vB,uC,vC,uW ,vW

∑B

b=1
ωB
b t

B
b +

∑C

c=1
ωC
c t

C
c −λP ||p||

s.t. (5), (6), (36), (37), (39), (43), and (44). (46)
where λP ≥ 1 is a suitable value of penalty which
balances the objective vs. constraint violations; p =[{

p1b , p
3
b ,
}
∀B ,

{
p2c , p

3
c ,
}
∀C , p6, p7, p8

]
are a collection of

penalty variable which are driven to zero at the optimum.
The problem is now convex in WB,C and therefore can be
solved with any off-the-shelf convex solver.

Similarly, the RIS-update subproblem can be formulated as
follows:

(P3) max
Θ,tB,tC,uB,

vB,uC,vC,uW ,vW

∑B

b=1
ωB
b t

B
b +

∑C

c=1
ωC
c t

C
c − λP ||p||

s.t. (6), (36), (37), (39), (40), (42), (43), and (44), (47)
is a convex problem where λP ≥ 1 is a suit-
able value of penalty: p =

[{
p1b , p

3
b ,
}
∀B ,

{
p2c , p

3
c

}
∀C ,{

p4m, p5m
}
∀M , p6, p7, p8

]
are a collection of penalty variable

which attains zero at the optimal point. The problem listed is
now convex and can be solved with any interior point solver.
However, to jointly optimize the RIS reflection vector and the
beamforming vector, the Algorithm 1 is executed iteratively
until convergence is attained.

V. NUMERICAL RESULTS
In this section, we present the numerical results to evaluate

the performance of our proposed algorithm for the RIS-aided
covert communication framework under the eavesdropper’s im-

Algorithm 1: Unified beamforming and RIS optimization

Initialize
[
WB,WC ,Θ,tB,uB,vB,tC ,uC ,vC ,uW ,vW

]
, µup, λP ;

counter n← 0;
while not converged do

[WB,WC,tB,uB,vB,tC ,uC ,vC ,uW ,vW ](a) ←
P2([WB,WC,Θ,tB,uB,vB,tC ,uC ,vC ,uW ,vW ](n)

,λP);
[WB,WC,tB,uB,vB,tC ,uC ,vC ,uW ,vW ](n)+=
µup ×

(
[WB,WC,tB,uB,vB,tC ,uC ,vC ,uW ,vW ](a)

−[WB,WC,tB,uB,vB,tC ,uC ,vC ,uW ,vW ](n)
)
;

[Θ,tB,uB,vB,tC ,uC ,vC ,uW ,vW ](b) ←
P3([WB,WC,Θ,tB,uB,vB,tC ,uC ,vC ,uW ,vW ](n)

,λP);
[Θ,tB,uB,vB,tC ,uC ,vC ,uW ,vW ](n)+=
µup ×

(
[Θ,tB,uB,vB,tC ,uC ,vC ,uW ,vW ](b)

−[Θ,tB,uB,vB,tC ,uC ,vC ,uW ,vW ](n)
)
;

[WB,WC,Θ,tB,uB,vB,tC ,uC ,vC ,uW ,vW ](n+1) ←
[WB,WC,Θ,tB,uB,vB,tC ,uC ,vC ,uW ,vW ](n);

n← n+ 1;
return WB, WC , Θ

TABLE I: Key Simulation and Solver Parameters

Parameter Value
System Configuration

Operating frequency 24 GHz
Total power (Alice, RIS) 40 dBm
Alice array size 4 × 4, spacing 0.50 m
RIS array 16 el., spacing 0.10, amp. factor 1000
Path-loss exponents Alice→Rx: 3.0; RIS: 2.2. RIS→Rx: 2.0
Noise variance (σ2) 10−4

Channel uncertainty Alice→Bob: 10−5; others: 10−4

Covertness ϵ (Willie) 0.10
Node Positions (X, Y, Z) [m]

Alice (0, 0, 0)
RIS (0, 0, 3)
Bob (5, 5, 1), (10, 5, 0), (12, 1, 0),

(14, 3, 0), (14, 4, 1)
Carol (7, 0, 0), (8, 5, 1),

(18, 3, 1)

perfect CSI in NF propagation conditions. Table I summarizes
all key simulation and solver parameters used throughout our
simulations, including the 24 GHz carrier frequency, antenna
array geometries (4 × 4 at the BS, 16 elements at the RIS),
path-loss exponents, noise and channel uncertainty levels, node
positions, minimum rate, and covertness requirements. Figure
2 illustrates the convergence of the weighted sum-rate for both
Bobs and Carols versus iteration number under NF and FF
models. In the NF regime, the proposed AO scheme initially
converges more slowly, lagging behind both the PSO-based
and random RIS baselines for the first 200 iterations but
thereafter surpasses them, achieving the highest sum-rate for all
subsequent iterations. The random RIS outperforms the PSO
approach up to roughly 310 iterations, after which PSO regains
superiority over the random baseline. By contrast, FF operation
yields substantially lower sum-rates throughout the entire
convergence process, reflecting the loss of spatial focusing and
unfavorable path loss characteristics. These results underscore
the critical importance of jointly optimizing RIS phase profiles
and beamformers in the NF, where enhanced spatial resolution
and path loss advantages can be fully exploited to maximize
system throughput.



Fig. 2: Convergence plot of Weighted sum-rate. Fig. 3: Sum throughput versus transmit-power. Fig. 4: TVD variation with transmit-power budget.

Fig. 3 illustrates the sum of the rate throughput for Alice’s
transmit power budget. As the transmit power increases, all
schemes exhibit improved throughput performance. Specifically
for NF, the proposed AO approach achieves a throughput of
approximately 24 nat/s/Hz at 40 dBm, outperforming both the
PSO and random RIS. In contrast, all FF-based schemes exhibit
a substantial reduction in throughput, primarily due to weaker
spatial selectivity and reduced RIS effectiveness. These findings
highlight the critical role of NF-RIS design and optimization in
achieving high-throughput covert communications, particularly
under stringent power constraints.

Fig. 4 presents the TVD versus Alice’s transmit-power
budget, highlighting the impact of power allocation on the
detectability of covertness. In FF-based scenarios, all bench-
mark schemes exhibit a pronounced rise in TVD as transmit
power increases, signifying degraded covertness. In contrast,
NF transmission benefits from enhanced spatial focusing, which
effectively suppresses covert signal leakage and improves
stealth performance. Notably, the AO-based design consistently
achieves the lowest TVD across all power levels, validating
the efficacy of our joint beamforming and active RIS reflection
strategy in minimizing detectability. Furthermore, unoptimized
RIS configurations (Random RIS) significantly deteriorate
covertness, while PSO-based optimization yields moderate
gains but remains inferior to AO, highlighting the limitations
of meta-heuristic methods in precision-critical covert commu-
nication tasks.

VI. CONCLUSION

In this work, we proposed a joint beamforming and active
RIS reflection design for integrated overt–covert communi-
cation in NF 6G networks under bounded CSI uncertainty.
By modeling the warden’s channel with an ℓ2-bounded error
and enforcing a KL-divergence-based covertness constraint,
we reformulated the sum-rate maximization problem into a
sequence of SOCPs, solved via AO with SCA and trust-region
penalization. Our active RIS design enables joint phase and
amplitude control, achieving a throughput of 24 nat/s/Hz and
maintains a low TVD across diverse power budgets. Compared
to passive RIS and FF-based scenarios, the proposed method
delivers over threefold performance improvement.
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