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Abstract—The Network Digital Twins (NDTs) have become a
frontier thanks to their real-time monitoring, analysis, predic-
tion, and optimisation capabilities. However, their architecture
has not been designed for the scale of next-generation networks
that will ensure ubiquitous connectivity. At this, different NDT
applications may require distinct levels of quality of service
requirements to be met. With increasing size and heterogeneity
in the networks, the processing load at the NDTs escalates, and
these requirements may not be met. Therefore, we propose a
microservice-based architecture with application-oriented slicing.
Here, we present the scaling methodology, which enables scaling
at both microservice and slice levels. Then, we evaluate the
throughput, delay, and quality of service requirement violation
rate metrics under two scenarios. Thanks to the slicing approach
with microservice-based implementation, the end-to-end delay
and the QoS requirement violation rate are reduced while having
higher throughput performance.

Index Terms—network digital twin, quality of service, slicing,
microservice

I. INTRODUCTION

Network Digital Twins (NDTs) have emerged as a key
technology for network management in recent years [1].
However, they have not been designed to withstand large-
scale deployments. In such a deployment, challenges emerge
due to data volume, veracity, variety, and velocity. Large
enterprise networks can exceed 1,000 devices [2], and each
continuously streams data in different sizes and formats,
requiring distinct processing steps. This puts significant data
processing demands on NDT, which has to be completed
under a time constraint.

With this concern, the literature has started exploring
microservice-based architectures, which use a modular ap-
proach to enable effective scaling and management. However,
they have neglected to consider the required infrastructural
design and networking. Because as the number of data sources
grows, there is a higher probability of congestion at the
network and backlog at the NDT [3]. If the newly arrived
data is not immediately processed, it will prevent timely
actions from being applied, which may lead to degraded
and fluctuating network performance. To prevent this, the
following challenges have to be addressed.

A. Challenges

« Heterogeneity: Modern architectures involve environ-
ments where different types of topologies (enterprise,
backbone, radio access networks) coexist, and various
network management applications are needed [4]. These
encompass various network devices, communication pro-
tocols, and access networks. This heterogeneity brings
changing telemetry data with different formats, volumes
and arrivals. This, coupled with the large-scale deploy-
ment, makes a monolithic NDT architecture unsuitable
due to its scalability limitations. Because they require
scaling the entire NDT to scale specific services, which
may lead to inefficient use of resources. Additionally,
in such architecture, failure in a single component can
disrupt the entire NDT, preventing the ensuring resilience
and reliability in large-scale environments.

¢ Quality of Service Requirements: As these heteroge-
neous networks rapidly change and grow in size and
complexity, the NDT must be able to meet different
QoS requirements. For instance, in a Distributed Denial
of Service (DDoS) detection NDT, the telemetry may
contain packet captures, necessitating a high bandwidth.
On the other hand, a real-time health monitoring and
alerting application can have low latency requirements.
For this, the microservices have to be able to scale
horizontally and vertically. Moreover, a focused approach
to networking the microservices must be separated based
on their QoS requirements.

II. RELATED WORKS

NDTs are envisioned to be a core part of real-time moni-
toring, optimisation, and autonomous control of the network
infrastructure [5]. This is enabled by creating a virtual replica
of the physical network forming the NDTs. This allows
network behaviour simulation, prediction, and analysis under
various conditions without disrupting the network [6]. How-
ever, the performance of these relies on the performance of the
constructed NDTs. In the [7], the authors have revealed that
under congestion, the NDTs cannot achieve the desired level
of synchronisation, which will degrade the effectiveness of
the NDT. To overcome this, different synchronisation control
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Fig. 1. System Architecture

methodologies have been explored. One example can be the
work in [8], which optimises the synchronisation considering
the timeliness and the energy consumption jointly. Similarly,
in [9], the sampling rate of the collected data is adjusted
dynamically. However, for these to yield better performance,
the delay introduced by the inference mechanisms at NDT
has to be lower than the communication delay. The real-time
performance of the NDT does not solely rely on the com-
munication performance. The bottlenecks and performance
limitations at the NDT can result in communication delays
being negligible compared to the delays caused by backlogs.
At this point, designing a scalable architecture at the NDT
holds trivial value.

Recent literature has explored implementing DTs using
a microservice approach over a monolithic one. In [10], a
distributed architecture for disaggregated DTs was proposed
to ease the management. Moreover, in [11], microservices and
serverless computing paradigms are adopted. Additionally,
in [12] and [13], a digital twin as a service platform was

designed in a microservice-based manner. However, this work
has mainly discussed the services from a software perspective
rather than the architecture’s infrastructure and networking.
Here, the use of microservices brings in the concept of dis-
tribution. Therefore, the deployment of these and the scaling
has to be considered in detail [14].

Since the NDTs are designed to serve heterogeneous net-
works, they contain data flows with different sizes, formats,
and frequency characteristics. This creates a complicated land-
scape for ensuring QoS. While this has not yet been discussed
under NDT literature, a similar challenge has been present
in various networks [15], [16]. To answer this, the network
slicing methodologies are used to program the allocation of
resources to ensure a certain level of QoS for slices such as
enhanced Mobile Broadband, ultra-reliable low-latency and
massive machine-type communication.

A. Contributions

As summarised above, several efforts have been made to
improve the NDTs. However, these cannot handle the chal-



lenges of heterogeneity and quality of service requirements
in a unified approach. Therefore, in this study, we address
the research question, “How can we design the microservice
networking of Network Digital Twins to meet the quality
of service requirements?”. To answer this, we design a
microservice-based architecture that utilises containerization
and virtualisation. Then, we implement application-oriented
network slicing using VXLANSs to segregate NDT resources.
Accordingly, the contributions are as follows:

e« We propose the microservice-based architecture with
application-oriented slicing for NDTs. Here, we form the
microservice and database clusters at the worker plane
and allow the workload of NDT services to be shared
among different instances in parallel and scale indepen-
dently. Additionally, this modularity makes adding new
features or extending the system easier without rebuilding
the entire architecture.

« In the proposed architecture, we utilise containerization
for microservices and deploy them onto the virtualised
infrastructure. This is deployed as microservices that can
be deployed in one virtual machine (VM) and other VMs
in the same or another physical machine (PM). Then,
we enable the communication between virtual machines
using a VLAN infrastructure. At this, we use Virtual
eXtensible Local-Area Networks (VXLANs) to aggre-
gate and tunnel multiple Layer 3 (sub)networks through
Layer 2. Here, we separate different NDT applications
by application-oriented network slicing and scale using
the hybrid methodology presented.

o We deploy this architecture in a data centre to create
the NDT of a large-scale enterprise network. Here, we
evaluate the QoS of the microservice cluster in terms
of throughput and delay of DDoS NDT and Health
Monitoring NDT. Here, we observed that the proposed
architecture provides a higher throughput, lower end-to-
end delay and lower QoS requirement violation.

III. PROPOSED NETWORK DIGITAL TWIN

We consider the Network Digital Twins under two layers:

o Physical Network Layer comprises the network el-
ements and/or network functions such as routers and
switches, which can be of different types, such as
backbone, enterprise, and radio access networks. The
components collect and send data representative of their
operational state to the NDT. With this, the devices send
configuration data, performance metrics, and real-time
operational statistics to the NDT. For example, a router
might send periodic updates on its CPU utilisation, the
status of its interfaces, or network traffic statistics. On
the other hand, the data collected can also be in a larger
form, such as packet captures. Here, while collecting
packet captures continuously is infeasible, they may be
used as part of services run to identify performance bot-
tlenecks or detect intrusion attempts [17]. Therefore, the
data flows from each network device can have different
characteristics in terms of frequency and data size.

« Network Digital Twin Layer forms the virtual replica
of the physical network using the telemetry coming
from the Physical Network Layer. Here, although the
devices may be configured to send their data according
to one set twining frequency, the network’s performance
can introduce variability. The QoS, such as delay, jitter,
and packet loss of this communication, may cause the
sent data to arrive asynchronously. This asynchronous
behaviour can be further exacerbated during high back-
ground traffic, leading to data bursts at the NDT side.
Thus, while physical network elements are configured to
deliver data in a structured manner, real-world conditions
will introduce complexity to the data flow. Moreover, at
this layer, different service applications are positioned
to provide NDT functionalities. These may include data
processors, functional models, analysis, and AI/ML-
based applications.

In NDTs, big data flows come from many network entities
at the physical network layer. These have to be processed,
and the service applications do further processing. Therefore,
the underlying architecture must be able to answer enormous
computational demands [18]. To address this, we introduce
the Microservice-based Architecture for NDTs and propose
application-oriented network slicing.

A. Microservice-based Architecture

This paper proposes a microservice-based architecture for
NDTs as shown in Figure 1. This architecture builds on
a virtualised physical infrastructure. On top of these, the
VMs are deployed with containers which run the microser-
vices. Here, there are multiple instances (containers) of one
microservice, meaning that the processing of different data
transfers can occur in parallel. As part of this paradigm, the
databases of each microservice are held individually within
their containers. Then, a database cluster is formed using these
databases to ensure coherence between microservices.

« Worker Plane contains the microservice and database
clusters. At this plane, the incoming data flows and the
outside requests to NDT are relayed to their respective
message brokers. This application switch is a proxy-
based Layer 7 load balancer, which is configured in
a rule-based manner. The message broker queues the
incoming data to the respective microservice. A series
of examples of the microservices that can be in an
NDT is given within Figure 1. Moreover, a performance
and flexibility trade-off exists when deciding how many
worker nodes will be created within one PM. Having
many smaller nodes creates flexibility in management
and scheduling resources, but introduces overhead for
managing resources. This would also impact efficiency
because the nodes will have their own system processes,
networking stack, and storage overhead. On the other
hand, having a smaller number of nodes will increase
bin packing efficiency, reducing the overall resource
allocation needed for system overhead.



o Control Plane performs the management of the contain-
ers and the VMs. For this, controller nodes are deployed
into a subset of PMs, which contains an Application
Programming Interface (API) server, controller manager,
scheduler, and etcd. Here, the API server enables com-
munication between components and also outside of the
node. Moreover, the controller manager is a daemon that
executes a non-terminating loop to control the state of
the VM and its containers. Furthermore, the scheduler
assigns a container to a VM based on the given input
parameters. Lastly, etcd is a distributed key-value store
that holds the state and configuration of the containers.

B. NDT Slicing

The proposed microservice-based NDT is implemented as
shown in Figure 1 with these slices for each application
realised. This isolation is done through the use of overlay net-
works. Each slice is formed by the participating microservice
instances communicating with each other. Here, microservices
are run over containers deployed on multiple virtualised
machines created on physical machines within the data centre.
Here, an instance of one microservice may be deployed among
different VMs and PMs. At this point, different microservices
must be able to communicate and exchange data. Here,
the communication is established using the gRPC protocol,
forming bidirectional flows that carry data serialised using
protocol buffers. Here, the services that depend on each other
implement synchronous calls, which await the response, while
others implement asynchronous calls.

For this, we use Virtual eXtensible Local-Area Networks
(VXLAN) [19] within our topology. While one VXLAN can
interconnect all, different applications require different QoS
levels. Therefore, we employ application-oriented networking
and preserve the QoS within NDT applications. Here, the
incoming data flows are switched to a message broker in the
respective VXLAN. Then, the microservices within each com-
municate over Layer 3 by tunnelling sub-networks through
Layer 2 encapsulation.

C. Hybrid Scaling Methodology

Here, we consider that the processing tasks in the services
can be distributed, such as parsing the incoming synchroni-
sation data in XML format. In that case, this microservice
can be scaled up to the number of data flows. However, this
would cause overprovisioning at the DT. If not all of the
network elements are sending at a high frequency, the in-
stances would be idle while occupying the assigned CPU and
RAM resources. Therefore, the proposed architecture slicing
approach is critical. Here, this scaling can be performed in
reactive and proactive manners. Here, the reactive refers to
the scaling to be done if the predefined threshold is exceeded,
and the proactive scaling refers to the future resource usage
to decide on the scaling [20].

In this article, we form the scaling methodology described
in the Algorithm 1. Here, the slicing approach monitors the

QoS based on the slices, and the scaling methodology is run
in a hybrid manner involving both reactive and proactive.

Algorithm 1 Hybrid Scaling Methodology
1: Initialise interval, window, increment, NDTSlices, Re-
sourceManager, LSTM

2: while true do

3: for all slice € NDTSlices do

4: current_load < slice.get_current_qos()

5: threshold — ResourceMan-
ager.get_threshold(slice)

6 if compare(current_load, threshold.upper) then

7: %Mode Reactive

8: ResourceManager.allocate(slice, increment)

9 else %Mode Proactive

10: history < slice.get_historical_qos(window)

11: predicted_load < LSTM.predict(history)

12: current_alloc <— ResourceManager.get(slice)

13: if compare(predicted_load, threshold.upper)
then

14: scale_up <« calculate_required(.)

15: ResourceManager.allocate(slice, scale_up)

16: else if compare(predicted_load,
threshold.lower) then

17: scale_down < calculate_redundant(.)

18: ResourceMan-

ager.deallocate_resources(slice, scale_down)
19: end if

20: end if
21: end for
22: Sleep until next interval

23: end while

This algorithm is run iteratively based on the time inter-
val configured. Here, during each iteration, all application-
oriented slices are monitored, and necessary slice scaling de-
cisions are made. The current QoS and predefined thresholds
with upper and lower bounds are retrieved (lines 4-5). Then, a
reactive scaling check is performed (line 6), and if the QoS is
not within the threshold, a reactive scaling is applied based on
the increments configured. With this, the scaling methodology
applies an immediate response to the sudden changes within
the environment (line 8). On the other hand, if the current
conditions lie within the thresholds, the algorithms explore
proactive scaling (line 10). For this, we utilise a Long Short-
Term Memory (LSTM) model to forecast the future QoS.
LSTM is a recurrent neural network (RNN) that retrieves the
historical QoS data. With this, the predicted load accompanied
by the current resource allocation to the slice is given to
the calculate_required(.) function, producing the scaling-up
decision (lines 11-16). On the other hand, if the predicted
load falls below the lower threshold, the redundant resources
are identified and released (line 17-19).
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IV. PERFORMANCE EVALUATION

Our experimental setup uses a private cloud infrastructure
of HPE ProLiant DL380 Genl1 servers. Here, multiple VMs
are hosted, and the microservices are deployed via containers
using the runtime interface called containerd. Kubernetes
handles the deployment and management of containers within
VMs. Here, we deploy two worker nodes per physical ma-
chine and three control nodes, where each controller node is
deployed to a different physical machine. Here, we provision
the resources of both VMs and containers to achieve a certain
level of QoS as outlined in Section III.

Then, we consider a large enterprise network monitored and
managed by NDTs. In this, we use the network data from our
in-house enterprise network. Then, using this, we consider two
NDT deployments. One detects DDoS attacks and contains
packet captures within the data flows. Moreover, the second
deployment is supposed to be used for health monitoring and
sending status updates. In both cases, the total amount of
data the NDT sets to process is equal, while the payload size
of each stream and the number of devices are different. We
implement these by considering a monolithic, microservice-
based proposed architecture and comparing the results. In the
monolithic, no scaling methodology is applied; microservice-
based applies reactive scaling and microservice-based with
slicing applies the scaling methodology described.

A. Performance Comparison

Firstly, we compare the throughput of the NDTs as shown
in Figure 2. Here, the throughput refers to the volume of data
processed per second. We use the throughput terminology to
measure the system’s capability to ingress and process incom-
ing data. Both scenarios show that microservice-based im-
plementations achieve higher throughput. Here, microservice-
based enables services to be scaled independently, achieving
a higher throughput. On top of this, the proposed architecture
isolates different NDTs via a slicing approach, which allows
different NDTs to scale independently.

Here, the high volume and processing demands of PCAP
data create bottlenecks that worsen the monolithic architec-
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ture’s performance. As new PCAP data arrives, subsequent
packets must wait. For the microservice-based implementa-
tion, the application switch can distribute load across multiple
instances, reducing the impact of peak traffic. Here, the
proposed slicing approach allows the common microservices
among NDTs to be utilised jointly, increasing the throughput.
For instance, when the new packet capture of the DDoS
NDT has not arrived yet, the Health monitoring NDT can
use the available resources. Furthermore, here we observe
that healthcare monitoring NDT has a lower throughput than
the DDoS NDT, which we attribute to the higher number of
devices at the latter, causing a bottleneck and congestion.

Moreover, we compare the delay performance in Figure 3;
the high volume and processing demands of PCAP data
create bottlenecks that worsen the traditional architecture’s
performance. As the size of the PCAP data is 10 times
higher than that of telemetry data, the arrival of PCAP
data forces subsequent telemetry packets to wait in a queue.
This backlogging increases Health Monitoring NDT’s end-
to-end delay. Here, the proposed network-slicing allows us
to separate the scenario deployments into their own virtual
networks, each with its own set of QoS parameters. Here, we
implement the load balancer to prioritise the traffic of Health
Monitoring NDT. This setup allows PCAP data to be routed
to its dedicated microservice, which is configured to handle
high bandwidth requirements. Meanwhile, a lightweight, spe-
cialised service designed for high-frequency and low-latency
data can handle the Health Monitoring NDT. The high volume
of PCAP data does not burden this independent microservice;
it allows it to reach a lower end-to-end delay to meet the
QoS requirements. Here, the slicing approach’s benefit is
mainly seen in the difference between different types of NDTs.
In the microservice-based approach, the services are jointly
utilised without isolation between NDTs. This causes the low
processing need payloads of Health Monitoring NDT to wait
for the DDoS NDT.

Furthermore, we evaluate how the different architectures
can meet the QoS requirements. For this, we compare each
scenario’s QoS requirement violation percentage in Figure 4.
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Here, we observe the highest violation rate due to the DDoS
NDT processing load. On the other hand, the microservice-
based architecture presents a lower rate thanks to the reactive
scaling that has been applied. However, the sharing of the
underlying resources in this architecture prevents the scaling
decisions from being made efficiently. Because the character-
istics of the data flows of the different NDTs are different, the
decisions fluctuate. On the other hand, the proposed approach
offers a level of isolation between NDTs and allows for scaling
to be done on a slice basis. Thanks to this, the violation rate
is kept to a minimum.

V. CONCLUSION AND FUTURE WORKS

In this article, we propose a microservice-based architecture
with a slicing approach for Network Digital Twins (NDTs)
to address the challenges of heterogeneity and quality of
service (QoS) requirements. Here, we serve the different
processing loads of NDT applications by slicing the network
in an application-oriented manner. Then, we deploy this in a
private cloud environment for a large-scale enterprise network.
Correspondingly, we evaluate the throughput, delay, and QoS
requirement violation rates comparatively. The results show
that the proposed architecture outperforms the monolithic and
pure microservice-based approaches. In future work, we aim
to explore implementations over infrastructure that resources
are distributed edge-to-cloud continue.
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