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Abstract—Counterfactual quantum communication (CQC) is
an intriguing paradigm originating from quantum mechanics,
enabling spatially separated parties to achieve communication
tasks without the need to transmit any physical particles across
the channel. Conventional quantum communication typically
relies on particle transmission or utilizes entanglement-assisted
protocols with local operations and classical communication, such
as quantum teleportation and superdense coding, to transfer
information. As the research area of quantum communication is
being rapidly developed, significant progress has been made in the
development of CQC. In this paper, we present a comprehensive
tutorial on CQC for transmitting both classical and quantum
information, noting that no physical particles are found in the
channel during successful information transmission. We begin by
studying the origin of CQC, followed by a detailed examination of
counterfactual protocols for classical and quantum information
transmission. This paper highlights the applications of CQC and
outlines future research directions.

Index Terms—Counterfactual communication, interaction-free
measurement, quantum communication, quantum cryptography,
quantum Zeno effect.

I. INTRODUCTION

COMMUNICATION systems are crucial for the advance-
ment of society and serve as the backbone of human

interaction [1]. These systems enable the transmission of
information between remote parties and facilitate the exchange
of ideas within a network. Throughout the history of com-
munication networks, these systems have evolved to improve
data security, increase data rates, achieve high throughput
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efficiency, and enhance accessibility [2]–[4]. In the 19th
century, the invention of the telephone and the telegraph
significantly advanced communication systems by enabling the
transmission of information in the form of electrical signals
over long distances [5]. These inventions not only increased
the transmission rate compared to ancient communication
methods but also laid the foundation for the modern-day
communication infrastructure [6]–[15] (see Fig. 1).

Modern-day communication systems with enhanced data
rates and accessibility play a vital role in connecting in-
dividuals and businesses all over the world. For instance,
it is expected that the 6G era of wireless communication
will enable numerous services and applications, including
the Internet-of-Everything, unhackable Internet, smart health
care, autonomous transportation systems, and smart banking
[15]–[19]. These applications and services require transmit-
ting secret information over public channels. However, the
communication security of classical cryptographic systems
relies on the assumed hardness of computational problems
such as prime factorization, and their security is threatened by
quantum computers [20]–[22]. The development of quantum
technologies can allow eavesdroppers to break access controls
over the open Internet (trust), steal private data (security), or
user credentials to access unauthorized resources (privacy),
which can compromise user safety and can even lead to
national security concerns. Furthermore, the possibility of
delayed attacks on recorded data makes these concerns even
more crucial. Hence, ensuring the confidentiality, integrity, and
authenticity of transmitted data is paramount to maintaining
trust and reliability in communication networks.

Quantum technologies provide unique ways to transmit se-
cret information with unconditional security and the capability
to detect the presence of an eavesdropper in the channel. Quan-
tum cryptography—a subfield of quantum communication—
provides state-of-the-art protocols such as quantum key dis-
tribution (QKD)—to distribute a secret key in a network
with information-theoretic security [23]; anonymous quantum
algorithms—to enable legitimate parties to perform network
operations privately and securely without revealing their iden-
tities; and quantum secure direct communication (QSDC)—
to enable secure communication without establishing a se-
cret key [24]–[34]. On the other hand, quantum superdense
coding (QSC)—enables a sender to transmit two-bit classical
information in one qubit using preshared entanglement—and
quantum teleportation (QT)—allows a sender to convey a
single qubit of quantum information by utilizing two classical
bits and one preshared entangled qubit pair—allowing to
transmit classical and quantum information in quantum net-



2 ACCEPTED FOR PUBLICATION IN IEEE COMMUNICATIONS SURVEYS & TUTORIALS

works, respectively [11], [35]–[37]. However, these protocols
demand a common phase reference between distant parties in
a quantum network [38], [39].

In quantum networks, a major limitation for quantum com-
putation and communication protocols includes an implicit
assumption regarding prior shared phase reference among
remote parties—the existence of common definitions of quan-
tum superposition states and non-diagonal Hamiltonian evo-
lution [40], [41]. Consider that Alice prepares a qubit in
|ψ〉A = |+〉 state and transmits the prepared state to Bob
via a quantum channel, where |+〉 = (|0〉+ |1〉) /

√
2. In

the absence of the shared phase reference, Bob reads the
state as |ψ〉B = (|0〉+ e−ıϕ|1〉) /

√
2 even if Bob knows

the basis of the initial state, where ı =
√
−1 and ϕ is the

relative phase. Hence, it is evident that the lack of a shared
phase reference leads to undesired errors, even in perfect
channel conditions. In counterfactual quantum communication
(CQC), qubits always undergo local quantum operations since
no particles carrying information are transmitted across the
channel. Therefore, independent local definitions regarding a
phase reference are attainable in a counterfactual scenario
[42]. In the era of information theory, one of the most
significant advantages of quantum communication over classi-
cal communication includes theoretical unconditional security
enabled by the principles of quantum mechanics, including
quantum superposition, quantum non-locality, and quantum
entanglement. However, there can still be vulnerabilities under
practical deployment due to device imperfections. Recently,
it has been shown that if an eavesdropper (Eve) utilizes a
CQC setup, she can break the security of the conventional
quantum cryptography protocols [43]. In addition, it has also
been shown that counterfactual quantum cryptography can
detect the presence of an eavesdropper even if it launches
counterfactual attacks [43].

Counterfactuality is a surprising phenomenon in quantum
mechanics, which has no counterpart in classical physics [49].
The fundamental concept of counterfactuality is that the result
of an event may be learned, even if the event does not occur.
The idea of counterfactuality was initiated in counterfactual
quantum computation, which enables determining the outcome
of a computation without running the computer [50]. In com-
munication systems, counterfactuality allows transmission of
information without transmitting any physical particle over the
channel, categorized as partially and fully counterfactual [51]–
[57]. For instance, counterfactual communication to convey
a single bit of classical information has two possible bit
values—either 0 or 1 [58]. In this scenario, communication
protocols counterfactual for both bit values are categorized
as fully counterfactual protocols. Otherwise, the protocols are
categorized as partially counterfactual. Counterfactuality was
first introduced in communication systems as a cryptographic
algorithm—called the Noh protocol—to distribute a secret key
in a quantum network, but no information-carrying particle is
transmitted over the channel. The basic concept of the Noh
algorithm is derived from interaction-free measurement (IFM),
allowing for the detection of the absence or presence of an
absorptive object (AO) in an interferometer without direct
physical interaction [59]. The IFM was initially introduced
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Fig. 1. Evolution of communication systems and networks [10]–[12], [21],
[24], [44]–[48].

using the Mach-Zenhander interferometer (MZI), where the
presence of an AO in one of the interferometer’s arms disrupts
the photon’s interference pattern without absorbing it [60],
[61]. However, it limits the key distribution rate to 1/8 in
ideal channel conditions.

The direct CQC leverages the chained quantum Zeno (CQZ)
effect, encoding a classical bit as the absence or presence of the
AO within the interferometer. When an AO is present, the com-
munication protocol is signified as counterfactual. However,
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it has been argued that in the absence of an AO, the photon
leaves a weak trace in the transmission channel, compromising
the protocol’s counterfactual nature [12]. Recently, this direct
CQC protocol has been adjusted to achieve counterfactuality
by removing the weak trace [62]. Notably, to counterfactually
transfer classical information, the AO in the interferometer is
classically controlled by the sender. Conversely, transferring
quantum information necessitates using a quantum AO (QAO)
in a superposition of absence and presence states. This concept
was first showcased in [63] for counterfactual quantum infor-
mation transfer, requiring a single-bit classical announcement.
It was further expanded in [64] to enable quantum information
transfer without any physical particles passing through either
a quantum or classical channel by employing controlled dis-
entanglement. Later on, a relatively efficient version of the
aforementioned counterfactual communication protocol was
introduced in [65] that utilizes the dual CQZ effect.

Note that the concept of CQC fundamentally differs from
quantum teleportation in its mechanism of information trans-
fer. CQC enables the transmission of classical information
without any physical propagation of an information-carrying
particle through the communication channel. Instead, the
measurement frequency—the rate at which weak, interaction-
free measurements are performed within CQZ gate—carries
the information to the receiver [66]. Notably, CQC does not
require pre-shared entanglement or classical communication
for its operation. In contrast, quantum teleportation relies on
both pre-shared entanglement and classical communication
to transmit a quantum state. Although no qubit physically
travels through the channel, the process involves performing
a Bell state measurement (BSM) on the sender’s side, which
destroys both the original quantum state and one qubit from
the entangled pair. The receiver then reconstructs the quantum
state by applying quantum operations based on the classical
information received. Furthermore, the success probability of
CQC is inherently probabilistic due to its reliance on IFM
and the probability of photon survival. However, the increase
in the success probability comes at the cost of increased
channel usage and time consumption. Quantum teleportation
is theoretically deterministic under ideal conditions, but may
exhibit probabilistic failures in practical implementations due
to entanglement imperfections and decoherence. These fun-
damental differences illustrate two distinct quantum commu-
nication paradigms: CQC achieves information transfer by
eliminating particle transmission entirely, whereas quantum
teleportation transfers quantum states by leveraging entangle-
ment and classical communication.

From the above discussion, it is clear that CQC has gained
a lot of attention in the last decade due to its applications
and unique properties, such as enhanced security and no
shared phase requirement. This paper presents a comprehen-
sive survey of counterfactual communication and compares
the performance of the different protocols. The rest of the
paper is organized as follows. Section II overviews the basics
of quantum information, such as quantum states, quantum
measurements, quantum entanglement, and quantum opera-
tions. Section III describes the fundamentals of counterfactual
communication, including interferometers and the quantum
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Zeno (QZ) effect, followed by IFM. Section IV presents the
fundamental gates to achieve communication and cryptogra-
phy in counterfactual manners. In Section V, we describe
simplex and full-duplex communication protocols to transfer
classical as well as quantum information between remote
parties in a quantum network. Section VI presents counter-
factual QKD and QSDC algorithms. Section VII describes
the experimental implementation of counterfactual QKD and
direct CQC protocols. Section VIII discusses open challenges
and future research directions. Finally, Section IX concludes
this tutorial.

Notation: Quantum states and quantum density operators are
denoted Dirac notation (e.g., |ψ〉) and uppercase letters (e.g.,
Ξ), respectively. The identity, Pauli-x, Pauli-y, Pauli-z, and
Hadamard matrices are denoted by I , Px, Py, Pz, and Ph,
respectively. The Hamiltonian of a quantum system is denoted
H . The tensor product is denoted by ⊗ and the mth tensor
power of X is denoted by X⊗m.
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II. PRELIMINARIES

In this section, we provide the fundamentals of quantum
mechanics relevant to our work, including quantum states,
multiqubit states, quantum measurement, and quantum gates.

A. Quantum States

A classical bit, or simply a bit, is the fundamental unit of
information in classical information processing, represented by
either 0 or 1. A quantum bit, or qubit, is the quantum analogue
of the classical bit and is characterized by a superposition of
orthonormal basis states |µ0〉 and |µ1〉 for a two-dimensional
complex Hilbert space [67]:

|ψ〉 = a0|µ0〉+ a1|µ1〉 (1)

where a0 and a1 are complex coefficients with |a0|2 + |a1|2 =
1. In quantum information processing, the orthonormal basis
states |0〉 and |1〉, known as the computational basis states,
correspond to the classical bits 0 and 1. However, unlike
classical bits, a qubit is a two-dimensional state vector that
can be expressed as a linear combination of these orthonormal
basis states. For example, if |µ0〉 = |0〉 and |µ1〉 = |1〉, the
state of a qubit can be represented as a vector as follows

|ψ〉 = a0|0〉+ a1|1〉 =
[
a0
a1

]
. (2)

In general, a quantum state is described as a d-dimensional
state vector, referred to as a qudit, and can be expressed as
a linear combination of d-dimensional basis states [68], as
shown below:

|ψ〉 =

d−1∑
i=0

ai|µi〉 (3)

where
∑d−1
i=0 |ai|2 = 1, 〈µi|µj〉 = δij , and δij denotes the

Kronecker delta function. A quantum system can exist as either
a pure state or a mixed state. Equations (1) and (3) represent
pure qubit and qudit states, respectively. Conversely, a mixed
quantum state is an ensemble of pure states {pj , |ψj〉} and is
described by a density matrix Ξ as follows:

Ξ =
∑
j

pj |ψj〉〈ψj | (4)

where
∑
j pj = 1, |ψj〉 =

∑d−1
i=0 aij |µi〉 and

∑d−1
i=0 |aij |2 = 1

for all j. To visualize the quantum state, Fig. 2 shows the
graphical representation of a qubit. The Bloch sphere with
radius one denotes the state space of a single-qubit system
where the computational basis vectors are at the north and
south poles of the sphere. Specifically, the points on the surface
of the sphere denote the pure qubit states, while the points
inside the sphere correspond to the mixed qubit states.

B. Multiqubit States

A single bit can have two possible states, and the number
of such states grows exponentially with the increasing number
of bits. For instance, a 2-bit classical system can exist in one
of the four possible states 00, 01, 10, and 11. Similarly, a
two-qubit quantum system can exist in a superposition of four

z

x

y
αx

αy

αz

Ξ = 1
2 (I + αxX+
αyY + αzZ) |ψ⟩ = cos θ

2 |0⟩ + eıϕ sin θ
2 |1⟩

θ

ϕ

Fig. 2. Graphical representation of a single qubit system. Here, 0 ≤ θ ≤
π and 0 ≤ ϕ ≤ 2π are the real numbers; and αx, αy , and αz are the
cartesian coordinates of a single-qubit mixed state, respectively (see Table II
for operator definitions and their matrix representations [67]).

orthonormal basis states. Assuming that the first qubit is in
the state |ψ0〉 = a00|0〉 + a10|1〉 and the second qubit is in
the state |ψ1〉 = a01|0〉 + a11|1〉, the composite state of the
system is given as

|ψ〉 = |ψ0〉 ⊗ |ψ1〉 = |ψ0ψ1〉

=
[
a00
a10

]
⊗
[
a01
a11

]
=

a00a01
a00a11
a10a01
a10a11


= a00a01|00〉+ a00a11|01〉+ a10a01|10〉

+ a10a11|11〉.

(5)

As the states of two qubits are independent of each other,
called the separable states, the measurement on one qubit has
no effect on the state of the other qubit. In quantum mechanics,
it is not necessary that the state of a multiple-qubit system can
be represented only as the tensor product of its components.
For example, widely used Bell pairs are defined as follows:

|ψxy〉 =
1√
2

(|0y〉+ (−1)
x |1ȳ〉) (6)

where x, y ∈ {0, 1}.1 For the Bell states |ψxy〉, there exist no
a00, a10, a01 and a11, which satisfy

|ψxy〉 = (a00|0〉+ a10|1〉)⊗ (a01|0〉+ a11|1〉) . (7)

Such states are called the entangled states—quantum entan-
glement [69]. In general, an n-qubit quantum state can be
characterized as a linear combination of 2n orthonormal basis
states as follows [67], [70]:

|ψ〉 = a0|00 . . . 0〉+ a1|00 . . . 1〉+ · · ·+ a2n−1|11 . . . 1〉
(8)

where each basis state is a 2n-dimensional vector and∑2n−1
i=0 |ai|2 = 1. If |ψ〉 in (8) can be decomposed into the

tensor product of n single-qubit states as follows

|ψ〉 = |ψ0〉 ⊗ |ψ1〉 ⊗ · · · ⊗ |ψn〉, (9)

the state of each qubit can be represented separately from one
another. In case the composite state |ψ〉 does not satisfy (9),

1For binary variables x and y, we denote the bitwise OR, AND, XOR, and
NOT operations by x+ y, x · y, x⊕ y, and x̄, respectively.
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the quantum system is entangled. Commonly used entangled
n-qubit states are W states [71], [72] and Greenberger–Horne–
Zeilinger (GHZ) states [73]:

|ψnw〉 =
1√
n

(
|0〉⊗(n−1)|1〉+

√
n− 1|ψn−1

w 〉|0〉
)

(10)

|ψng 〉 =
1√
2

(
|0〉⊗n + |1〉⊗n

)
(11)

for n > 2. In quantum cryptography, these entangled states
play an important role in detecting the presence of an eaves-
dropper in the quantum channel. For example, consider that
a maximally entangled Bell pair is distributed between two
legitimate parties. The remote parties quantify the amount
of entanglement shared between them. If it is less than a
threshold, the legitimate parties identify the eavesdropping
activity in the channel and discard the protocol.

C. Quantum Measurements

Measurements are conducted to determine the properties
of the system being observed [74]. In classical systems,
performing measurements on a classical variable does not alter
the state of the system. Contrastingly, in quantum systems,
the state collapses to one of the post-measurement states
upon measurement associated with its measurement operator
[67]. Suppose that a single-qubit state |ψ〉 defined in (2) is
measured in the computational basis. Then, the state of the
system corresponding to the respective measurement outcome
collapses as follows:

0 : |ψ〉 → |0〉 with probability |a0|2
1 : |ψ〉 → |1〉 with probability |a1|2.

(12)

Therefore, the quantum measurement irreversibly transforms
the original state of the quantum system. If one performs re-
peated measurements of a quantum state in the computational
basis, the measurement outcome does not change. In general,
a qubit can be measured in a basis different from the basis
used to prepare the qubit. For example, |ψ〉 defined in (2) can
be measured in Hadamard basis |±〉 and the post-measurement
states are |±〉 with probability |a0 ± a1|2/2 where

|±〉 =
1√
2

(|0〉 ± |1〉) . (13)

For an n-qubit system, quantum measurements can be
performed either on a part of the system or on the complete
system. For instance, the measurement on a 2-qubit state can
be performed in the Bell basis |ψxy〉 or by measuring the
first qubit only in the computational basis. For a separable
state, measuring one qubit does not impact the state of the
other qubit [75]. Conversely, in a maximally entangled system,
measuring one qubit directly affects the state of the other
qubit, rendering the state of the entire system immediately
and certainly known. For example, assume that the initial
composite state of a 2-qubit system is |ψ00〉, if the post-
measurement state of the first qubit is |0〉, then the state of the
second qubit collapses to |0〉 with certainty and vice versa (see
Fig. 3). This distinctive phenomenon of quantum mechanics is
essential in detecting eavesdroppers in the quantum channel.

Qubit 1

Qubit 2

Measurement

0

0

Fig. 3. Graphical representation of a quantum measurement on the two-qubit
maximally entangled state |ψ00〉. It illustrates that if two qubits are maximally
entangled, the post-measurement states of these qubits are perfectly correlated
[67].

D. Quantum Gates

Logic gates serve as the building blocks of digital circuits
in classical computing, and most of these logic gates are irre-
versible. Conversely, quantum gates are reversible and enable
the execution of classical computing tasks using reversible
quantum gates [67]. For example, the Pauli gates Px, Py, and
Pz, along with the Hadamard gate Ph, are fundamental single-
qubit gates. The Pauli-x gate Px performs a bit flip, mapping
|ψ〉 defined in (2) to a1|0〉+a0|1〉. The Pauli-z gate Pz flips the
phase of |1〉, yielding a0|0〉−a1|1〉, while the Pauli-y gate Py

applies both a bit and phase flip, resulting in −ıa1|0〉+ ıa0|1〉.
The Hadamard gate Ph creates equal superpositions of basis
states; e.g., Ph maps |ψ〉 = (|0〉+ |1〉)/

√
2 to |0〉. Alongside

the single-qubit gates, multi-qubit gates extend operations
across multiple qubits. For instance, the CNOT, Controlled-
Pz, and SWAP gates are key two-qubit unitaries. The CNOT
gate applies a Px operation to the target qubit conditioned
on the control qubit being |1〉, implementing |1a〉 → |1ā〉
where a ∈ {0, 1}. The Controlled-Pz gate applies a phase
flip only to the |11〉 state, while the SWAP gate exchanges
qubit states via |a〉|b〉 → |b〉|a〉. These gates are essential for
entanglement, conditional operations, and qubit routing within
quantum circuits. Extending this, the reversible Toffoli gate is
a three-qubit gate that can be used to realize any Boolean
function, but at the cost of requiring an extra ancilla qubit,
mapping |11a〉 → |11ā〉. Table II presents the extensively
employed quantum gates along with their notations, matrix
forms (used for analytical computations) and equation forms
(used for conceptual action of each gate on quantum states).

In general, a unitary operator U = exp {−ıHt/~} for a
time-independent Hamiltonian is used to represent a quantum
gate. This operator transforms a closed-quantum system as
(governed by the Schrödinger equation) [76]

ı~
∂|ψ〉
∂t

= H|ψ〉 (14)

where H denotes the Hamiltonian of the quantum system
and ~ is the reduced Planck constant. In single-qubit systems,
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TABLE II
ELEMENTARY QUANTUM GATES [67]

Operator Gate Matrix Equation

Pauli-x Px Px

[
0 1
1 0

]
|0〉〈1|+ |1〉〈0|

Pauli-y Py Py

[
0 −ı
ı 0

]
−ı|0〉〈1|+ ı|1〉〈0|

Pauli-z Pz Pz

[
1 0
0 −1

]
|0〉〈0| − |1〉〈1|

Hadamard Ph Ph
1√
2

[
1 1
1 −1

]
|+〉〈−|+ |−〉〈+|

Contolled NOT
(CNOT)

1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0

 |00〉〈00|+ |01〉〈01|+ |10〉〈11|+ |11〉〈10|

Contolled-Pz

Pz

1 0 0 0
0 1 0 0
0 0 1 0
0 0 0 −1

 |00〉〈00|+ |01〉〈01|+ |10〉〈10| − |11〉〈11|

Swap

1 0 0 0
0 0 1 0
0 1 0 1
0 0 1 0

 |00〉〈00|+ |01〉〈10|+ |10〉〈01|+ |11〉〈11|

Toffoli
[
I6×6 06×2

02×6 Px

] ∑
i,j,k

ijk 6=110,111

|ijk〉〈ijk|+ |110〉〈111|+ |111〉〈110|

unitary operators are represented by 2 × 2 matrices that can
be factored into three rotation matrices as [77]

U = Rz(ϑ)Ry(θ)Rz(ϕ) (15)

where ϑ, θ, and ϕ are Euler angles and rotation matrices are
given by

Ry(θ) =

[
cos (θ/2) − sin (θ/2)
sin (θ/2) cos (θ/2)

]
(16)

Rz(ϕ) =

[
e−ıϕ/2 0

0 eıϕ/2

]
. (17)

In an n-qubit system, U is a 2n×2n matrix, which transforms
the n-qubit input state |ψin〉 to the n-qubit output state |ψout〉 =
U |ψin〉. Similar to quantum states, if U can be decomposed
into

U = U1 ⊗U2 ⊗ · · · ⊗Un, (18)

the quantum operations on each qubit are independent of each
other. Here, Ui is an arbitrary single-qubit unitary operation
performed on the ith qubit. For instance, the Hadamard gate
can be performed on each qubit of a 2-qubit system as
(Ph ⊗ I) (I ⊗ Ph) = (I ⊗ Ph) (Ph ⊗ I) = Ph ⊗ Ph. In

contrast if a controlled-NOT (CNOT) gate is applied on a 2-
qubit system, it cannot be decomposed into a tensor product
as in (18). The CNOT gate is a special case of the 2-qubit
controlled-unitary operator Uc where

Uc = |0〉〈0| ⊗ I + |1〉〈1| ⊗U (19)

and U is an arbitrary single-qubit unitary operation. Here, it
is important to note that the first qubit acts as a control qubit
and the second qubit acts as a target qubit. If U = Px, Uc is
the unitary operator of the CNOT gate.

III. FUNDAMENTALS OF COUNTERFACTUALITY

This section presents the fundamental concepts of counter-
factual quantum communication, encompassing interferome-
ters, QZ effect, and IFM.

A. Interferometers

Interferometry, a phenomenon based on the interference of
waves, plays an important role in a wide range of fundamental
laws of physics such as gravitational waves detection [78]–
[80], fiber optics, metrology [81], [82], and sensing [83]–[85].
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Fig. 4. Mach-Zenhander interferometer. (a) Standard MZI with balanced BSs
using a single degree of freedom of the photon. (b) Standard MZI with a PBS
and a balanced BS using multiple degrees of freedom of the photon. Here,
PBS stands for a polarizing beam splitter, 0 ≤ ϕ1 ≤ 2π and 0 ≤ ϕ2 ≤ 2π
are Euler angles, U1 = P (ϕ1, 0), and U2 = P (0, ϕ2) [60], [86].

In general, interferometers consist of two types of components:
i) passive components that split or recombine the light and ii)
active components that manipulate the phase of light. This
section briefly overviews two widely used interferometers in
quantum mechanics, namely MZIs [60], [61], [86], [87] and
Michelson interferometers (MIs) [88]–[91]. Table III compares
their basic structures, interference mechanisms, and light path
behaviors, providing a clear explanation of their operational
distinctions.

1) Mach-Zehnder Interferometer: The MZI is a two-path
interferometer that consists of one phase-changing unitary
operation in each path and two BSs as illustrated in Fig. 4
[87]. It was first introduced by Mach and Zehnder in 1890
and the first quantum description was demonstrated in 1986
[86]. The aim of MZI is to measure the relative phase shift
between the two paths by observing the interference pattern
obtained after the second BS. The unitary operation of a BS
is commonly represented by the matrix

Ubs =

[
cos θ − sin θ

sin θ cos θ

]
, (20)

which resembles a rotation around the y-axis in a two-
dimensional Hilbert space, denoted by Ry(φ). By setting
φ = 2θ, the BS transformation is mathematically equivalent to
a qubit rotation, i.e., Ubs = Ry(2θ) [92]. When light passes
through the first BS, it is split into two paths, each of which
undergoes a phase shift. These phase shifts are modeled by a

diagonal unitary matrix

P (ϕ1, ϕ2) =

[
e−ıϕ1 0

0 e−ıϕ2

]
(21)

where ϕ1, ϕ2 ∈ [0, 2π] are Euler angles. The relative phase
shift ϕ1−ϕ2 determines the interference outcome at the second
BS. Hence, variations in these parameters directly control the
constructive or destructive interference at the MZI output,
allowing dynamic tuning of the output state [93]. The overall
action of the MZI can be represented as a single-qubit unitary
operation U(θ2, ϕ2, ϕ1, θ1) where

U(θ2, ϕ2, ϕ1, θ1) = Ry(2θ2)P (ϕ1, ϕ2)Ry(2θ1) . (22)

A standard MZI uses balanced BSs with θ1 = θ2 = π/4 and
the spatial degree of freedom of the photon (see Fig. 4(a)). In
later years, the MZI has been demonstrated by using the multi-
ple degrees of freedom of the photon, such as the polarization
degree and spatial mode. In this MZI, the first BS(π/4) is
replaced by a combination of Hadamard Ph gate followed by a
polarizing beam splitter PBSH

1 as they functionally mimic each
other. Assume a single photon source produces a horizontally
(H) polarized photon in a specific spatial mode, and a qubit
is encoded in its polarization. The Ph gate transforms this
polarization into a superposition, and then the PBSH

1 gate
separates the |h〉 and |v〉 components into different paths. The
state of the photon after PBS is given as

|ψ0〉 =
1√
2

(|h〉|0〉+ |v〉|1〉) (23)

where |0〉 and |1〉 denote the spatial degree of freedom of
the photon. Note that polarization and spatial degrees of
freedom of the photon are entangled. The photon components
in each path undergo phase changing unitary operations—
U2 = P (ϕ1, 0) in path |0〉 and U1 = P (0, ϕ2) in path |1〉—
before recombined at the BS(π/4) (as illustrated in Fig. 4(b)).
The state of the photon then transforms as

|ψ1〉 =
1√
2

[(
P (ϕ1, 0)⊗ I

)
|h〉|0〉+

(
P (0, ϕ2)⊗ I

)
|v〉|1〉

]
.

(24)

After BS(π/4), |ψ1〉 transforms to

|ψ1〉 =
1

2

[(
e−ıϕ1 |h〉+ e−ıϕ2 |v〉

)
|0〉

+
(
e−ıϕ1 |h〉 − e−ıϕ2 |v〉

)
|1〉
]

(25)

leading to destructive or constructive interference at the output
detectors, D0 and D1, upon measurement, depending on the
relative phase ϕ1 − ϕ2.

2) Michelson Interferometer: The MI is another two-path
interferometer that consists of one phase-changing unitary
operation in each path and one BS, as illustrated in Fig. 5.
It was first devised by Albert Michelson in 1881 and was
used to detect the motion of the Earth through a hypothetical
medium known as the ether [94]. This MI produces inter-
ference fringes by splitting the incoming light source into
two paths and recombines them after performing phase shift
unitary operations in each path. Similar to the MZI, a standard
MI also uses the balanced beam splitter BS(π/4) and the spatial
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Fig. 5. Michelson interferometer. Standard MI with a balanced BS using a
single degree of freedom of the photon [88].

TABLE III
DIFFERENCE BETWEEN MZI AND MI

Feature MZI MI

Basic
Structure

Two phase-changing
unitary operators and
two BSs in linear
configuration.

Two phase-changing
unitary operators, two
mirrors (MRs), and one
BS in perpendicular
configuration.

Interference
Mechanism

Light is split at first
BS and recombined
at another BS.

Light is split, reflected
by MRs, and recombined
at BS.

Light Path
Behavior

Two distinct, well-
separated paths, each
traversed only once.

Same path traversed twice
(forward and backward),
then recombined.

degree of freedom of the photon. The MI works similarly to
the MZI for multiple degrees of freedom of the photon and
undergoes a similar state transformation as in (23)–(25) [95].
The only difference is that it uses only one BS(π/4) as shown
in Fig. 5 and thus the light that propagates into two paths
is reflected back by the mirrors (MRs) to recombine. Based
on the interference pattern determined by the relative phase
ϕ1−ϕ2, the photon is detected at one of the detectors, where
the path to detector D1 is directed by the optical circulator
(OC). Note that the two path lengths should be identical in
both the MZI and MI.

B. QZ Effect

The QZ effect is a phenomenon that arises in the realm
of quantum mechanics and is named after the ancient Greek
philosopher Zeno of Elea [96]. It seemingly defies our intuition
about the nature of the time evolution of a quantum system and
how the measurements can affect this evolution. For instance,
in a closed quantum system, the pure state |ψ (t)〉 of the given
system evolves under the unitary evolution, which is governed
by the Schrödinger equation in (14), where the Hamiltonian
H can be decomposed as

H = H0 +

K∑
k=1

uk(t)Hk. (26)

Here, H0 denotes the internal Hamiltonian, uk(t) symbolizes
the kth control parameter, and Hk are control Hamiltonians
[97], [98]. It is already well known that the Schrödinger
equation is linear, and its solution is given by the unitary

|0⟩ |1⟩

BS
(π/4)
1

MRMR

BS
(π/4)
2

D1 D0 100%

(a) x = 0

|0⟩ |1⟩

BS
(π/4)
1

MR
AO
50%

BS
(π/4)
2

D1 25% D0 25%

(b) x = 1

Fig. 6. EV-IFM. (a) For x = 0, it causes destructive interference and detector
D0 clicks with probability one. (b) For x = 1, the photon interacts with AO
with probability 1/2 and the photon is absorbed by AO. If the photon is not
absorbed by AO, detectors D0 and D1 click with equal probability. Here, MR
stands for a mirror [99].

operator U (t, t0) and the state of the system is given as
|ψ (t)〉 = U (t, t0) |ψ (t0)〉, where U (t, t) = I .

In the conventional picture of quantum dynamics, the evo-
lution of the quantum systems governed by the Schrödinger
equation can be breakdown into a sequence of states by
assuming that the control parameters remain constant for time
duration ∆t = ti − ti−1 where ti denotes the ith time instant
and ti > ti−1 > t0 for all i [100]. The Hamiltonian H(i) and
the state |ψ (ti)〉 of the system at the ith time instant are given
as

H(i) = H0 +

K∑
k=1

u
(i)
k Hk (27)

|ψ (ti)〉 =

i∏
m=1

U (tm, tm−1) |ψ (t0)〉 (28)

where |ψ (t0)〉 denotes the initial state and

U (tm, tm−1) = exp
{
−ı∆tH(m)

}
(29)

is the mth unitary propagator for m = 1, 2, . . . , i. However,
the QZ effect introduces an intriguing phenomenon that the
frequent measurements can “freeze” the Hamiltonian evolution
of a quantum system in its initial state [101]. Assume that the
given quantum system is initialized in the eigenstate of an
observable, and the system is measured at each time instant.
Then, the probability that the system retains its initial state
approaches one as ∆t goes to zero.

C. IFM

IFM demonstrates non-locality by allowing the detection
of an object’s presence in a region without direct interaction.
This concept was first proposed by Dicke in 1981 [103] and
further developed by the EV-IFM method in 1993 [99], though
its efficiency was limited to 0.5. In 1995, KW-IFM combined
IFM with the QZ effect, significantly increasing IFM efficiency
to nearly 1 [102].
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Fig. 7. KW-IFM. (a) For x = 0, N unbalanced BSs transform the state of
the photon under unitary operation UN

N and detector D0 clicks with certainty.
(b) For x = 1, the photon interacts with AO with probability εN in each
cycle. If the photon is not absorbed by AO, detectors D1 click with certainty.
Here, UN = Ry (2θN ), εN = sin2 θN , qi = εN cos2(i−1) θN , µ0 =
cos2N θN , and θN = π/ (2N) [102].

1) EV-IFM: This IFM utilizes the MZI with a balanced
beam splitter BS(π/4) and two detectors, D0 and D1, as shown
in Fig. 6 [99], [104]. Consider that |0〉 and |1〉 indicate the
presence of a photon in path a and path b, respectively. The
EV-IFM protocol begins with the photon initialized in the state
|ψ0〉 = |0〉. Then, BS(π/4)

1 produces an equal superposition of
the photon:

|ψ0〉 → |ψ1〉 =
1√
2

(|0〉+ |1〉) . (30)

To certify the presence of an AO in the interferometer, it is
assumed that a photon would be lost to AO upon interaction.
Consider that a random variable x ∈ {0, 1} denotes the state of
AO in path b, where x = 0 and x = 1 denote the absence and
presence of AO, respectively. The possible transformations of
the photon’s state are given as follows.
• x = 0: When the AO is absent, the split photon compo-

nents in path state |0〉 and |1〉 recombine at BS(π/4)
2 and

transforms |ψ1〉 to |ψ2〉 where

|ψ2〉 =
1

2

(
|0〉+ |1〉 − |0〉+ |1〉

)
= |1〉. (31)

This leads to destructive interference and D0 clicks with
certainty (see Fig. 6(a)).

• x = 1: When the AO is present, there are two possible
scenarios. (i) The photon interacts with the AO and no
detector clicks. As BS(π/4)

2 creates a balanced superpo-
sition of the photon in paths a and b, the probability that

the photon is absorbed by the AO is 1/2. (ii) Unless
the photon is absorbed by AO, constructive interference
is formed after BS(π/4)

2 , and D0 and D1 have an equal
probability of clicking. Since D0 can register a click in
both scenarios (x = 0 and x = 1), it does not provide
definitive information about the presence of the AO.
However, if D1 clicks, it indicates that the AO exists in
the interferometer, despite the photon not interacting with
the AO (see Fig. 6(b)). It is important to note that the
photon was never in the path state |1〉 during any stage
of the protocol if it is not absorbed by the AO, which is
fundamental to CQC.

Note that, in the presence of the AO, i) the system behaves
similarly to a measurement in the computational basis, and
ii) the photon exists in an unstable quantum state, meaning it
either arrives at BS(π/4)

2 or is absorbed by the AO. EV-IFM
efficiency is limited to a maximum of 50% due to the strong
interaction between the AO and the unstable quantum state of
the photon, and the low frequency of the measurement [99].

2) KW-IFM: In Section III-C1, it has been shown that the
non-locality of quantum mechanics enables one to estimate
the existence of an object, more specifically an AO, without
interacting with it. However, as the measurement is conducted
only a single time in EV-IFM, the photon decays at a rate of
1/2 [99]. To minimize this decay rate close to 0, the QZ-
assisted IFM is employed to repeatedly measure the state
of the photon [102]. Fig. 7 depicts this KW-IFM with the
decay rate approaching to zero under the asymptotic limits
where BS(θN ) denotes an unbalanced BS with transmission
sin2 θN and reflection cos2 θN , N denotes the number of
BSs, and θN = π/ (2N). The BS(θN )

i transforms the state
of the photon under the unitary operation UN = Ry (2θN )
for all i = 1, 2, . . . , N . The protocol begins with the photon
initialized in the state |ψ0〉 = |0〉. Then, according to the
unitary operation UN , BS(θN )

1 creates an unbalanced spatial
superposition as outlined below:

|ψ1〉 = UN |ψ0〉
= cos (θN ) |0〉+ sin (θN ) |1〉. (32)

• x = 0: When the AO is absent, BS(θN )
i rotates the photon

component by an angle θN for each i. After passing
through the nth (≤ N ) beam splitter BS(θN )

n , the photon
state becomes:

|ψn〉 = cos (nθN ) |0〉+ sin (nθN ) |1〉. (33)

Upon completion of the protocol, the photon state evolves
to |ψN 〉 = UN

N |ψ0〉 = |1〉, ensuring that detector D0

definitely registers a click (see Fig. 7(a)).
• x = 1: When the AO is present, the probability of the

photon being absorbed by AO in the first cycle is nonzero,
which is εN . Consequently, the photon state decoheres to
the mixed state

Υ1 = (1− εN ) |ψ0〉〈ψ0|+ εN |ε〉〈ε| (34)

where |ε〉 denotes the erasure state of the photon and
UN |ε〉 = |ε〉. As only the photon component in path |1〉
interacts with the AO, we have εN = sin2 θN . In general,
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Fig. 8. `-QZN gate where ` = 0 denotes H and ` = 1 denotes a V polarized
photon. Here, PR stands for a polarization rotator and OD denotes an optical
delay to match the path length of two optical paths SMN to MR1 and SMN

to MR2 [12], [65].

the photon state after BS(θN )
n and AO in the nth cycle are

given as Ξn and Υn, respectively:

Ξn = V Υn−1V
† (35)

Υn = (1− ε)n |ψ0〉〈ψ0|+
n∑
i=1

ε (1− ε)i−1 |ε〉〈ε| (36)

where V = UN , ε = εN , and the superscript †
denotes the conjugate transpose. Upon completion of the
protocol, the photon state transforms to its initial state
with probability µ0 = (1− εN )

N
= cos2N θN . If the

photon is not lost to the AO, detector D1 registers a click
with certainty (see Fig. 7(b)).

From the above discussion, it can be concluded that unless
the photon is discarded in frequent measurements, the presence
of AO in the interferometer can be determined with certainty
(only Dx clicks for each value of x). As N → ∞, the trace
distance between the initial state |ψ0〉 andΞn approaches zero,
which indicates that the decay rate εN → 0. In later years,
the idea of IFM has been demonstrated experimentally [105],
[106] and extended to many applications such as interaction-
free quantum gates [107], interaction-free computing [108],
and interaction-free imaging [109].

IV. COUNTERFACTUAL QUANTUM GATES

This section overviews the fundamental gates, such as the
QZ and CQZ gates, followed by the modified QZ (MQZ) and
distributed controlled flipping (DCF) gates, which form the
basis of CQC and cryptography, where each gate has three
terminals (input, output, and control). In order to perform com-
munication and cryptography tasks in counterfactual manners,

only the control terminal of the counterfactual quantum gates
interacts with AO.

A. QZ Gates

The QZ gates signify the Michelson equivalent of the KW-
IFM that utilizes the polarization and spatial properties of
photons to detect the presence of an AO in the interferometer.
Fig. 8 shows the schematic of QZ gates where ` = 0 denotes H
and ` = 1 denotes V; and H-QZN and V-QZN are two types of
QZ gates. Note that the H-QZN gate uses the combination of
PRH

N and PBSH whereas the V-QZN gate uses the combination
of PRV

N and PBSV, where PR stands for a polarization rotator
and PBS denotes a polarizing beam splitter.

To demonstrate the operating principle of QZ gates, assume
that the `-QZN gate takes an |`〉p polarized photon as an
input, where the subscript p denotes the polarization degree of
freedom. The protocol starts by directing the photon towards a
switchable mirror (SM), which is initially turned off to allow
the photon to pass and is turned on for N cycles. In each cycle,
the PR`N gives the rotation of an angle θN in the polarization
degree of freedom of the photon under the unitary operation
UN,` where

UN,` = Ry

(
(−1)

`
2θN

)
, (37)

and PBS separates or reunites the H and V components of the
photon in two or one optical path(s). For instance, the state of
the photon after PBS` in the first cycle of the `-QZN gate is

|ψ1〉 =
(
|`〉p〈`| ⊗ I + |¯̀〉p〈¯̀| ⊗ Px

)(
UN,` ⊗ I

)
|ψ0〉

= cos (θN ) |`〉p|0〉s + sin (θN ) |¯̀〉p|1〉s
(38)

where |ψ0〉 = |`〉p|0〉s. Here, |0〉s and |1〉s denote the presence
of photon in optical paths from SMN to MR1 and SMN to
MR2, respectively, and the subscript s denotes the spatial
degree of freedom of the photon. Note that the combined
action of PR`N and PBS` acts as an unbalanced beam splitter
BS(θN ).
• x = 0: In the absence of an AO, the component of the

photon in path state |1〉s reflected back to the PBS` by
MR2 and reunites with the component of the photon in
path state |0〉s. As SMN is turned on for N cycles, it
reflects the photon to PR`N and the same process repeats
for the remaining N − 1 cycles. The state of the photon
after PBS` in the nth cycle is

|ψn〉 =
(
|`〉p〈`| ⊗ I + |¯̀〉p〈¯̀| ⊗ Px

)(
UN,` ⊗ I

)n|ψ0〉
= cos (nθN ) |`〉p|0〉s + sin (nθN ) |¯̀〉p|1〉s.

(39)

After N cycles, the photon state transforms to |¯̀〉p with
certainty.2

• x = 1: In the presence of an AO, only the component of
the photon in path state |1〉s interacts with AO and the
photon undergoes the same state transformation as in (35)
and (36) where V = UN,`⊗I and ε = εN for the `-QZN
gate. After N cycles, the photon state collapses back to

2Note that since there is only one optical path at the output of the `-QZN ,
the path information of the photon at the output is ignored.



PAING et al.: COUNTERFACTUAL QUANTUM COMMUNICATION: INFORMATION EXCHANGE IN QUANTUM SHADOWS 11

2 4 6 8 10 12 14 16 18 20
0.0

0.2

0.4

0.6

0.8

1.0

N

P
ro
b
a
b
il
it
y

µ0

µ1

εN
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Fig. 10. Types of QAO. (a) In type I, the electron component in state | ↓〉
acts as blocking the photon’s path. (b) In type II, the electron component in
state |↓〉 acts as x = ` for the `-QZN gate and vice versa. Here, SBS stands
for a spin beam splitter [65].

the initial state |`〉p with probability µ0. As N →∞, this
probability approaches one (see Fig. 9).

Following the same procedure, the `-QZN gate transforms
the input state |a〉o|b〉p as follows:

`-QZN :

{
|a〉o|b〉p → (−1)

b⊕` |a〉o|
(
ā · b̄ + a · `

)
〉p

with the probability µa
b⊕`

(40)

where |a〉o denotes the state of an AO, a, b ∈ {0, 1}, and

µ1 = sin2 θN
(
1− sin2 θN

)N−1
. (41)

Henceforth, only the classical behavior of the AO and the
photon are considered for `-QZN gates. In general, the QAO
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Fig. 11. `-CQZM,N gate with M outer and N inner cycles [65]. Here, the
`-CQZM,N gate uses the combination of `-QZM and `-QZN gates [12], [65].
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Fig. 12. Probabilities ζ0 and ζ2 as a function of M , whereas ζ1 as a function
of N when L = 1 and M? = arg maxM ζ1 = 2. Note that ζ0 and ζ2 go to
respectively one and zero as M →∞, while ζ1 approaches one as N →∞.

can exist in the superposition of absence and presence of AO,
as illustrated in Fig. 10, where the spin beam splitter (SBS)
separates or reunites the up spin |↑〉 = |0〉o and down spin
| ↓〉 = |1〉o of the electron. Since µ1 approaches to zero as
N →∞, a general composite state of QAO-I and photon for
the `-QZN gate is approximated as:

|qz`〉op = α0|00〉op + α1|01〉op + α2|1`〉op (42)

where |α0|2+|α1|2+|α2|2 = 1. Here, |0〉o and |1〉o denote the
presence and absence of an AO for QAO-I, respectively. From
(40), the input state |qz`〉op is transformed by the `-QZN gate
to:

`-QZN
(
|qz`〉op

)
= (−1)

`
α0|01〉op + (−1)

¯̀
α1|00〉op

+ α2|1`〉op

(43)

with the probability

λ1 =
(
1− |α2|2εN

)N
(44)

tending to one as N →∞.
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B. CQZ Gates
CQZ gates are the chained version of the QZ gates to

counterfactually determine the presence of an AO in the
interferometer for all x. Fig. 11 shows the schematic of CQZ
gates where H-CQZM,N and V-CQZM,N are two types of
CQZ gates [12], [110]. Note that the `-CQZM,N gate uses
the combination of `-QZM and ¯̀-QZN gates, where QZM
denotes the outer gate with M cycles and QZN denotes the
inner gate with N cycles [12], [110].

To demonstrate the operating principle of CQZ gates, as-
sume that the `-CQZM,N gate takes an |`〉p polarized photon.
The protocol starts by directing the photon towards the `-QZM
gate. In each outer cycle, PR`M in the `-QZM gate gives the
rotation of an angle θM = π/ (2M) in the polarization degree
of freedom under the unitary operation UM,`. Similarly, in
each inner cycle, PR¯̀

N in the ¯̀-QZN gate gives the rotation
of an angle θN in the polarization degree of freedom of the
photon under the unitary operation UN,¯̀. The SML is initially
switched off during each outer cycle to enable the transmission
of the ¯̀ component of the photon towards the ¯̀-QZN gate.
Once the photon has successfully passed through, the SML

is switched on for L rounds of the inner QZ gate. After
completing L rounds, SML is switched on again, enabling
the photon to proceed towards the `-QZM gate.
• x = 0: In the absence of an AO, the ¯̀-QZN gate

transforms the |¯̀〉p photon component to |`〉p. Unless
the photon is discarded at the detector D, the photon
state transitions back to the initial state. The switchable
mirror SML gives L repeated actions of the ¯̀-QZN gate
to remove the weak trace of the photon in the control
terminal. In M outer cycles, the photon undergoes the
same state transformation as in (35) and (36) where
|ψ0〉 = |`〉p|0〉s, V = UM,` ⊗ I and ε = εM = sin2 θM
for the `-CQZM,N gate. After M cycles, the photon
state transitions back to the initial state |`〉p with the
probability

ζ0 = (1− εM )
M

= cos2M θM . (45)

As M →∞, this probability goes to one.
• x = 1: In the presence of AO, the state of |¯̀〉 photon

component is unchanged by ¯̀-QZN gate transformation.
Unless the photon is absorbed by QAO, the component of
the photon in path state |1〉s reunites with the component
of the photon in path state |0〉s in the `-QZM gate. After
m (≤M) cycles, the state of the photon transforms to

|ψm〉 =
(
|`〉p〈`| ⊗ I + |¯̀〉p〈¯̀| ⊗ Px

)(
UM,` ⊗ I

)m|ψ0〉
= cos (mθM ) |`〉p|0〉s + sin (mθM ) |¯̀〉p|1〉s.

(46)

Upon completion of the protocol, the photon state trans-
forms to |¯̀〉 with probability

ζ1 =

M∏
m=1

(1− εm,N )
LN (47)

where εm,N = sin2 (mθM ) sin2 (θN ) . As N → ∞, this
probability approaches to one (see Fig. 12).3

3For simplicity, we set L = 1 for all numerical examples in this paper.
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Fig. 13. D-CQZM,N gate with M outer and N inner cycles [65].
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Fig. 15. D-MQZN gate with N cycles [18].

Following the same procedure, the input state |a〉o|b〉p is
transformed by the `-CQZM,N gate to:

`-CQZM,N :{
|a〉o|b〉p → (−1)

b⊕` |a〉o|
(
x · b̄ + ā · `

)
〉p

with the probability ζ
¯b⊕`

0 ζa1ζ
b⊕`
2

(48)

where

ζ2 = εM (1− εM )
M−1

. (49)

Since ζ2 approaches to zero as M → ∞, a general
composite state of QAO-I and photon for the `-CQZM,N gate
is approximated as

|cqz`〉op = α0|0`〉op + α1|10〉op + α2|11〉op. (50)

From (48), the input state |cqz`〉op is transformed by the `-
CQZM,N gate to

`-CQZM,N

(
|cqz`〉op

)
= α0|0`〉op + (−1)

`
α1|11〉op

+ (−1)
¯̀
α2|10〉op

(51)
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x [18].

with probability λ2 = f1

(
|α0|2, |α1|2 + |α2|2

)
tending to one

as M,N →∞, where

f1 (u, v) = (1− uεM )
M

M∏
m=1

(1− vεm,N )
LN

. (52)

C. Dual CQZ Gates

The dual CQZ (D-CQZ) gate is the dual form of CQZ gates
(see Fig. 13). The D-CQZM,N gate with M outer and N inner
cycles takes a |b〉p polarized photon in path state |c〉s and an
AO in state |a〉o as an input. The protocol starts by directing
the photon component in path state |`〉s to the `-CQZM,N

gate. Note that PBSV combines the photon components in
the control terminals of 0-CQZM,N and 1-CQZM,N gates.
From (48), the input state |a〉o|b〉p|c〉s is transformed by the
D-CQZM,N gate as follows:

D-CQZM,N :{
|a〉o|b〉p|c〉s → (−1)

b⊕c |a〉o|a · b̄ + ā · c〉p|c〉s
with the probability ζ

¯b⊕c
0 ζa1ζ

b⊕c
2 .

(53)

Since ζ2 approaches to zero as M →∞, a general com-
posite state of QAO-I and photon for the D-CQZM,N gate is
approximated as

|dcqz〉ops = γ|cqz0〉op|0〉s + δ|cqz1〉op|1〉s. (54)

From (53), the input state |dcqz〉ops is transformed by the D-
CQZM,N gate to

D-CQZM,N

(
|dcqz〉ops

)
= γα0|000〉ops + γα1|110〉ops − γα2|100〉ops

+ δα0|011〉ops − δα1|111〉ops + δα2|101〉ops

(55)

with the probability λ2.

D. MQZ Gates

The modified version of QZ gates has been presented in
[18]—namely, the MQZ gate as illustrated in Fig. 14. The
main advantage of MQZ gates is associated with type-II QAO
where PBS separates the H and V components of the photon
such that |0〉o and |1〉o act as x = ¯̀and x = `, respectively, for
the `-QZN gate, as shown in Fig. 10(b). To demonstrate the
operating principle of MQZ gates, assume that the `-MQZN
gate takes |ψ0〉 = |a〉o|`〉p as an input. From (40), the `-
QZN gate transforms the composite state of an AO and photon
to |a〉o|a · `〉p with the probability µā⊕`

0 . The PBS` redirects

the |¯̀〉p component of the photon towards the AO to discard
the component of the photon found in the control terminal.
Unless the photon is absorbed by the AO, the composite state
collapses to the initial state. Following the same procedure,
the input state |a〉o|b〉p is transformed by the `-MQZN gate
as follows:

`-MQZN :

{
|a〉o|b〉p → (−1)

b⊕` |a〉o|`〉p
with probability µā⊕`

b⊕`∆a,b,`

(56)

where ∆a,b,` = 0 if a 6= b = `, otherwise ∆a,b,` = 1.
Since ∆a,b,` = 0 for a 6= b = `, the `-MQZN gate takes the

Bell-type composite state |mqz`〉op of QAO-II and photon as
an input

|mqz`〉op =
(
α0|00〉op + α1|11〉op

)
(57)

where |α0|2 + |α1|2 = 1. From (56), the input state |mqz`〉op

is transformed by the `-MQZN gate to

`-MQZN
(
|mqz`〉op

)
= (α0|0〉o − α1|1〉o) |`〉p (58)

with probability λ3 = f2

(
|α`|2

)
where

f2 (x) = x
(
1− x sin2 θN

)N
. (59)

E. Dual MQZ Gates

The dual MQZ (D-MQZ) gate represents the dual form of
MQZ gates (see Fig. 15). Similar to MQZ gates, the main
advantage of D-MQZ gates is associated with type-II QAO
(see Fig. 10(b)). The D-MQZN gate with N cycles takes
a |b〉p polarized photon in path state |c〉s and type-II QAO
in state |a〉o as input. Similar to D-CQZ gates, Bob inputs
the component of the photon in path state |`〉s to the `-QZN
gate. Here, it is important to note that PBSH combines the
components of the photon in the control terminals of 0-QZN
and 1-QZN gates. From (56), the input state |a〉o|b〉p|c〉s is
transformed by the D-MQZN gate as follows:

D-MQZN :

{
|a〉o|b〉p|c〉s → (−1)

b⊕c |a〉o|c〉p|c〉s
with the probability µā⊕c

b⊕c∆a,b,c.
(60)

Since ∆a,b,c = 0 for a 6= b = c, a general composite state
of QAO-II and photon for the D-MQZN gate is approximated
as

|dmqz〉ops = γ|mqz0〉op|0〉s + δ|mqz1〉op|1〉s. (61)
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From (60), the input state |dmqz〉ABC is transformed by the
D-MQZN gate to

D-MQZN
(
|dmqz〉ops

)
= γ|000〉ops + δ|111〉ops (62)

with probability λ4 = f2

(
|γα0|2 + |δα1|2

)
.

F. DCF Gates

The DCF gates represent the concatenated version of the
MQZ gates. Fig. 16 shows the schematic of the DCF gate
where 0-DCFK,N and 1-DCFK,N are two types of the DCF
gates. Note that the `-DCFK,N gate uses K `-MQZN gates
concatenated in series. To demonstrate the operating prin-
ciple of DCF gates, assume that the `-DCFK,N gate takes
|ψ0〉 = |x〉o|0〉p as an input where |x〉o denotes the initial
state of QAO-II encoded in an electron. The protocol starts
by directing the photon towards PBSV

1 , which allows the
V component of the photon to pass and redirects the H
component of the photon towards `-MQZN gates. We perform
local operations A = Ry (2θK) and B = P `

x on the electron
and photon, respectively, and the composite state of electron
and photon transforms to |ψ1〉 where

|ψ1〉 =
(
cos (θK) |x〉o + (−1)

x
sin (θK) |x̄〉o

)
|`〉p|1〉s. (63)

Now, we input the electron and the component of the photon
in path state |1〉s to the `-MQZN gate, where |0〉s and |1〉s
denote the optical path from PBSV

1 to PBSV
2 and PBSV

1 to the
`-MQZN gate, respectively.
• x = `: From (56), the first `-MQZN gate transforms the

composite state of the electron and photon |ψ1〉 to |ψ2〉 =
|`〉o|`〉p|1〉s with probability

ζ2 =
(
1− sin2 θK

) (
1− cos2 θK sin2 θN

)N
. (64)

After K − 1 subsequent `-MQZN gates, the composite
state of the electron and photon collapses to |ψ2〉 with
probability ζ3 = f3 (1) where

f3 (u) =
(
1− u sin2 θK

)K
×
(
1− u cos2 θK sin2 θN

)KN (65)

tending to one as K and N approaches to infinity. In case
the photon interacts with the electron, it is absorbed by
the electron and causes an erasure of the information.

• x = ¯̀: Similar to x = ` case, the first `-MQZN gate
transforms the composite state of the electron and photon
|ψ1〉 to |ψ2〉 with probability

ζ4 =
(
1− cos2 θK

) (
1− sin2 θK sin2 θN

)N
(66)

approaching to zero as K and N go to infinity. After K−
1 subsequent `-MQZN gates, the composite state of the
electron and photon remains unchanged with probability

ζ5 =
ζ4f3 (1)

ζ2
. (67)

Upon completion of the protocol, we again perform local
operation B on the photon and direct the photon towards PBSV

2

to discard the path information of the photon. Here, it is
important to note that if the input state is |x〉o|1〉p, there is
no electron-photon interaction, and the composite state of the
photon transforms to |x̄〉o|1〉p with probability one. Following
the same procedure, the input state |a〉o|b〉p is transformed by
the `-DCFK,N gate as follows:

`-DCFK,N :

{
|a〉o|b〉p → (−1)

a+b+` |a⊕ b〉o|b〉p
with probability ζ b̄3∆a,b⊕`,`.

(68)

Since ζ5 approaches zero as K and N go to infinity, a general
composite state of QAO-II and photon for the `-DCFK,N gate
is approximated as

|dcf`〉op = α0|`0〉op + α1|01〉op + α2|11〉op. (69)

From (68), the input state |dcf`〉op is transformed by the `-
DCFK,N gate to

|dcf`1〉op = α0|`0〉op + (−1)
¯̀
α1|01〉op + (−1)

`
α2|11〉op.

(70)

with probability λ5 = f3

(
|α0|2

)
.

G. Dual DCF Gates

The dual DCF (D-DCF) gates represent the dual form of the
DCF gates and the concatenated version of the D-MQZ gate.
Fig. 17 shows the schematic of the D-DCF gate where K D-
MQZ gates are concatenated in series. The D-DCF gate takes
|b〉p in path state |c〉s and an AO encoded in type-II QAO
in state |a〉o as an input. The protocol starts by directing the
photon towards PBSH

1 and PBSH
2 , which separate the H and V

components of the photon in each path. The PBSs direct the
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|h〉p component of the photon in path state |`〉s to the `-MQZN
gate (in the D-MQZ gate). The D-DCF gate operates similar
as DCF gates and transforms the input state |a〉o|b〉p|c〉s as
follows:

D-DCFK,N :{
|a〉o|b〉p|c〉s → (−1)

a+b+c |a⊕ b〉o|b〉p|c〉s
with the probability ζ b̄3∆a,b⊕c,c.

(71)

A general composite state of QAO-II and photon for the
D-DCFK,N gate is approximated as

|ddcf0〉ops = γ|dcf0〉op|0〉s + δ|dcf1〉op|1〉s. (72)

From (71), the input state |ddcf〉ops is transformed by the D-
DCFK,N gate to

D-DCFK,N
(
|ddcf〉ops

)
= γ|dcf01〉op|0〉s

+ δ|dcf11〉op|1〉s
(73)

with probability λ5. Overall, the QZ, CQZ, and MQZ gates
constitute the foundational gates for CQC protocols. De-
veloped upon these foundational gates, D-CQZ, D-MQZ,
DCF, and D-DCF represent advanced gates, facilitating the
implementation of specialized and application-specific CQC
communication frameworks.

V. CQC PROTOCOLS

The CQC protocols can be designed to transmit classical
as well as quantum information by using QZ, CQZ, MQZ,
and DCF gates. Fig. 18 illustrates the technological evolu-
tion in CQC, beginning with foundational developments in
counterfactual quantum computation [50], [111], [112] and
cryptography [59], [113]–[119], and extending to advanced
CQC protocols [42], [43], [50], [52], [57], [62]–[66], [110],
[120]–[154]. This timeline highlights the key theoretical mile-
stones, the progression toward experimental maturity, and the
prospective integration into quantum networks. This section
focuses on CQC protocols that facilitate information exchange,
emphasizing simplex and full-duplex communication protocols
to transmit classical and quantum information in a counterfac-
tual manner.

A. Simplex CQC for Classical Information

To transmit classical information in one direction, we con-
sider that Alice acts as a sender who controls the existence
of an AO in a classical manner, whereas Bob receives one
bit of classical information in each round of communication.
Assume that Alice encodes one bit of classical information
b as |b〉A = |b〉o where the subscript A denotes a qubit
possessed by Alice.
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Fig. 19. Simplex QZ communication for classical information [65]. (a) Alice
encodes one-bit information in the classical behavior of AO and Bob inputs
|`〉B polarized photon in the `-QZN gate. Bob decodes one-bit classical
information as b̂ = 1 if the detector D1 clicks. Otherwise, Bob decodes
one-bit classical information as b̂ = 0. (b) The simplex QZ communication
forms a binary Z-channel.

1) Simplex QZ Communication: As illustrated in Fig. 19(a),
Bob equips a single-photon source and detector D1 for simplex
QZ communication. The QZ gate forms part of the transmis-
sion channel and is connected to the single-photon source
at the input terminal [128]. Bob initiates the protocol by
generating his |`〉B polarized single photon and directing it
towards the `-QZN gate. Bob decides b̂ = 1 if D1 clicks,
where b̂ ∈ {0, 1}. Otherwise, Bob decides b̂ = 0. It is
noteworthy that Bob decodes the classical information as
b̂ = 0 in case the photon is discarded in the QZ gate for b = 1,
resulting in a classical binary Z-channel (see Fig. 19(b)). Let
p = P{b = 1}. Then, the mutual information I1

(
b; b̂
)

is

I1

(
b; b̂
)

= h (p)− q1h

(
p (1− µ0)

q1

)
(74)

where h (p) = −p log2 (p)− (1− p) log2 (1− p) is the binary
entropy function and

q1 = P
{
b̂ = 0

}
= (1− p) + p (1− µ0) . (75)

According to Shannon’s channel coding theorem [155], [156],
the capacity is defined as the maximum mutual information
achieved over all possible input distributions. Hence, the
capacity C1 in [bits/photon] can be determined by optimizing
the mutual information I1

(
b; b̂
)

with respect to the input
distribution p, which simplifies to [65]:

C1 = log2

(
1 + 2g(µ0)

)
(76)

2 100 200 300 400 500
0.0

0.2

0.4

0.6

0.8

1.0

N

C
a
p
a
ci
ty

[b
it
s/
p
h
o
to
n
]

0.3

0.4

0.5

0.6

0.7

O
p
tim

a
l
In
p
u
t
P
ro
b
a
b
ility

C1

p?1

Fig. 20. Capacity C1 [bits/photon] and capacity-achieving probability p?1 as
a function of N for simplex QZ communication.

where g (µ0) = µ0/h (µ0) and the optimal probability distri-
bution is

p?1 =
1

µ0

(
1 + 2−g(µ0)

) . (77)

Fig. 20 shows the capacity C1 and the optimal (i.e., capacity-
achieving) probability p?1 as a function of N . It can be seen
that the capacity tends to 1 bit/photon with p?1 approaching
1/2 as N → ∞. Note that the photon is transmitted in the
opposite direction of the information flow. In case Bob equips
the QZ gate, detectors D0, and D1 for simplex communi-
cation, the QZ gate enables particle-free communication for
b = 1 only—called the semi-counterfactual communication
[12]. The photon is found in the transmission channel with
certainty for b = 0 [65].

2) Simplex CQZ Communication: For simplex CQZ com-
munication, Bob is equipped with the CQZ gate where the
control terminal is connected with Alice’s AO via a quantum
channel, as illustrated in Fig. 21(a) [12], [62], [125]. The
protocol starts by directing the |`〉B polarized photon to the `-
CQZM,N gate and Bob decodes the message b̂ as the detector
Db̂ clicks. If the photon is found in the quantum channel,
it is either discarded at the detector D inside the CQZ gate
(when b = 0 with the probability 1 − ζ0) or absorbed by
AO (when b = 1 with the probability 1 − ζ1). This simplex
communication forms an asymmetric binary erasure channel
(BEC) (see Fig. 21(b)) and the mutual information I2

(
b; b̂
)

is

I2

(
b; b̂
)

= h (p)− q2h

(
p (1− ζ1)

q2

)
(78)

where

q2 = P{b is erasured}
= (1− p) (1− ζ0) + p (1− ζ1) .

(79)
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classical information as b̂ if the detector Db̂ clicks. (b) The simplex CQZ
communication forms an asymmetric BEC.

In general, the capacity C2 in [bits/photon] can be determined
by optimizing the mutual information I2

(
b; b̂
)

with respect to
the input distribution p which simplifies to:[

(1− p) (1− ζ0) + p (1− ζ1)
]ζ0+ζ1

pζ1 (1− p)ζ0
= ζζ11 ζζ00 2h(ζ0)−h(ζ1)

(80)

leading to the optimal probability p?2, which can be obtained
numerically. Fig. 22 shows the capacity C2 and the capacity-
achieving probability p?2 as a function of N when M = 2 and
L = 1. It can be seen that the capacity tends to 1 bit/photon
with p?2 approaching 1/2 as N →∞ [65].

B. Full-Duplex CQC for Classical Information

1) Quantum Duplex Coding: Fig. 23(a) illustrates the full-
duplex CQC protocol—called quantum duplex coding—which
enables Alice and Bob to simultaneously exchange a single
bit of classical information in each direction using preshared
entanglement. The basic idea of full-duplex CQC originates
from the quantum superdense coding, which allows a sender
to transmit two bits of classical information using one qubit
[123], [157], [158]. Similar to the quantum superdense coding,
assume that Alice and Bob possess a preshared entangled state
|ψ00〉AB where

|ψab〉AB =
1√
2

(
|a0〉AB + (−1)

b |ā1〉AB

)
. (81)

Alice and Bob each encode one bit of classical information as
follows:

|ψ0〉 =
(
P b1

z ⊗ P b2
x

)
|ψ00〉AB (82)
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Fig. 22. Capacity C2 [bits/photon] and capacity-achieving probability p?2 as
a function of N for simplex CQZ communication when M = 2.

where b1, b2 ∈ {0, 1} denote the classical information Alice
and Bob want to transmit, respectively. As the full-duplex
CQC uses preshared entanglement, the communication task is
achieved by using the QAO-II and DCF gates. Note that qubits
A and B are encoded in QAO-II and a photon, respectively.
After encoding the information, Alice and Bob apply the `-
DCFK,N gates for b2 = ` (see Fig 16). The overall action
of the DCF gates for Bell states is the same as the CNOT
gate, where qubits A and B act as target and control qubits,
respectively, and disentangles the Bell state as follows:

|ψ1〉 =
1√
2
|b2〉A

(
|0〉B + (−1)

b1 |1〉B
)

(83)

with probability ζc = f3 (1/2).
To decode the classical information, Alice directly measures

her qubit in the computational basis and decides the classical
information b̂2 corresponding to the post-measurement state
|b̂2〉A whereas Bob applies a Hadamard gate on his qubit
before measuring his qubit in the computational basis and
decides the classical information b̂1 corresponding to the post-
measurement state |b̂1〉B. In case any physical particle appears
in the transmission channel, it is absorbed by the QAO-II. It
causes the erasure of b1 and b2 and forms the full-duplex BEC
as shown in Fig. 23(b). Let pi = P{bi = 1}, i = 1, 2. Then,
the mutual information I

(
bi; b̂i

)
is

I3

(
bi; b̂i

)
= h (pi)− (1− ζc) . (84)

The total capacity C3 [bits/Bell-pair] for capacity-achieving
p?i = arg maxpi I3

(
bi; b̂i

)
= 1/2 is

C3 = 2ζc (85)

tending to 2 bits/Bell-pair as K,N →∞ (see Fig. 24).

C. Simplex CQC for Quantum Information

To transmit quantum information in a single direction [63],
[121], [159], [160], Alice controls the existence of an AO in
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(a) Quantum duplex coding communication
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(b) Full-duplex BEC

Fig. 23. Quantum duplex coding: full-duplex CQC for classical information [65]. (a) Alice and Bob exchange one bit of classical information in each direction
simultaneously and counterfactually using a preshared Bell pair. (b) Quantum duplex coding forms a full-duplex BEC.

a quantum manner, and Bob receives one qubit of quantum
information in each round of the communication. Assume that
Alice encodes one qubit of quantum information into a QAO
as |φ〉A where

|φ〉A = α0|0〉A + α1|1〉A. (86)

1) Simplex CQZ Communication: Fig. 25 shows the sim-
plest model to transfer quantum information in a counterfac-
tual manner. Bob commences the protocol by directing an H
polarized photon towards a 0-CQZM,N gate, which transforms
the initial composite state |ψ1〉 = |φ〉A|0〉B to |ψ2〉 with
probability ξ1 = f1

(
|α0|2, |α1|2

)
where

|ψ2〉 = α0|00〉AB + α1|11〉AB. (87)

To disentangle Alice’s qubit with Bob’s qubit, Alice locally
applies the Hadamard gate Ph and measures her qubit in the
computational basis, which collapses the state of Bob’s qubit
to

ΞB =
1

2

(
|φ〉B〈φ|+ Pz|φ〉B〈φ|P †z

)
(88)

where |φ〉B = α0|0〉B +α1|1〉B. Alice publicly announces her
measurement result m via classical communication, and Bob
applies the Pm

z on his qubit to fully recover the transmitted
quantum information. If the photon appears in the quantum
channel, it is absorbed by the electron and forms a simplex
quantum erasure channel. Note that this CQZ simplex com-
munication protocol requires one-bit classical communication
to transmit one-qubit quantum information. The quantum ca-
pacity Q1 in [qubits/electron-photon] for CQZ communication
is

Q1 = max{0, 2ξ1 − 1} (89)

tending to 1 qubit/electron-photon as M,N → ∞. Fig. 26
illustrates the quantum capacity Q1 and the optimal M?

1 =
arg maxM ξ1 as a function of N when |α0|2 = |α1|2 = 1/2.

2) Simplex D-CQZ Communication: Fig. 27 shows the D-
CQZ model to transfer quantum information counterfactually
without requiring any classical communication. Initially, the
composite state of Alice and Bob is given as |ψ1〉 = |φ〉A|0〉B
and the 0-CQZM,N gate transforms |ψ1〉 to |ψ2〉 in (87). Alice
and Bob locally apply the Hadamard gate Ph on their qubits,
followed by the D-CQZM,N gate as shown in Fig. 28. After
the D-CQZM,N gate, Bob applies BS(π/4) to create the equal
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Fig. 24. Capacity C3 [bits/Bell-pair] and optimal K?
c = arg maxK ζc as a

function of N for quantum duplex coding.

superposition of the photon in two paths and the composite
state of Alice and Bob is transformed to |ψ3〉 with probability
ξ2 = ξ1f1 (1/2, 1/2) where

|ψ3〉 =
α0

2
√

2
(|00〉AB + |01〉AB + |10〉AB + |11〉AB) |0〉C

+
α1

2
√

2
(|00〉AB − |01〉AB + |10〉AB − |11〉AB) |0〉C

+
α0

2
√

2
(|00〉AB − |01〉AB − |10〉AB + |11〉AB) |1〉C

+
α1

2
√

2
(|00〉AB + |01〉AB − |10〉AB − |11〉AB) |1〉C (90)

and the qubit C denotes path information of the photon. Bob
performs the non-demolition measurement to determine the
photon path without significantly disturbing his quantum state.
Now, Alice and Bob locally apply a Ph gate on their respective
qubits, followed by Bob applying Pm

x on his qubit to fully re-
cover the quantum information, where m denotes the outcome
of the non-demolition measurement. We obtain the quantum
capacity Q2 = max{0, 2ξ2 − 1} in [qubits/electron-photon]
for D-CQZ communication, tending to 1 qubit/electron-photon
as M,N → ∞. Fig. 28 illustrates the quantum capacity Q2
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Fig. 25. Simplex CQZ communication for quantum information [65]. Alice
encodes her one-qubit information in the quantum behavior of AO and Bob
inputs his photon |0〉B to the 0-CQZM,N gate. Upon completion of the
protocol, Alice measures her qubit in the computational basis and announces
the measurement outcome for Bob to fully recover the quantum information.
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Fig. 26. Quantum capacity Q1 [qubits/electron-photon] and optimal M?
1 =

arg maxM ξ1 as a function of N for simplex CQZ communication when
|α0|2 = |α1|2 = 1/2.

and optimal M?
2 = arg maxM ξ2 as a function of N when

|α0|2 = |α1|2 = 1/2.

D. Full-duplex CQC for Quantum Information

Quantum state exchange is a full-duplex form of quantum
communication, enabling Alice and Bob to exchange quantum
information through preshared entanglement [161], [162]. Re-
cently, counterfactual quantum state exchange protocols have
been proposed without using preshared entanglement [64],
[65], [163]. Alice and Bob encode their one-qubit quantum
information as |φ1〉A = |φ〉A and |φ2〉B, respectively, where

|φ2〉B = β0|0〉B + β1|1〉B (91)

with |β0|2 + |β1|2 = 1.
1) Quantum Telexchanging: Consider the initial composite

state of Alice and Bob is given as |ψ1〉 = |φ1〉A|φ2〉B. To
achieve full-duplex communication for quantum information,
Bob entangles his qubit B with an ancillary qubit C initialized
as |0〉C where the qubit C denotes the photon path information
(see Fig. 29). This can be done by directing his photon towards
PBSH, as shown in Fig. 30. Alice and Bob apply the nonlocal
CNOT operation on their qubits, where the qubit A acts as a
control and the qubit B acts as a target qubit, respectively. To

PBSH

Alice

Bob

electron

photon

QAO-I

0-CQZM,N

P h

P h

QAO-I

D-CQZM,N

Gate
BS

Fig. 27. Simplex D-CQZ communication for quantum information without
requiring classical communication [65]. Upon completion of the protocol,
Bob performs the non-demolition measurement to determine his photon path.
Alice and Bob locally perform Ph on their respective qubits, and Bob finally
performs Pm

x on his qubit to fully recover the quantum information with the
outcome m of the non-demolition measurement.
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Fig. 28. Quantum capacity Q2 [qubits/electron-photon] and optimal M?
2 =

arg maxM ξ2 as a function of N for simplex D-CQZ communication when
|α0|2 = |α1|2 = 1/2.

ensure the counterfactuality of the protocol, Alice and Bob
apply a nonlocal CNOT operation using the D-CQZ gate,
which evolves the initial state |ψ1〉 to |ψ2〉 with the probability
ξ1 where

|ψ2〉 = (α0β0|00〉AB + α1β0|11〉AB) |0〉C
+ (α0β1|01〉AB + α1β1|10〉AB) |1〉C.

(92)

Now, Alice and Bob apply a second CNOT operation. How-
ever, in this second nonlocal CNOT operation, the qubits A
and B act as target and control qubits, respectively. Again,
to ensure the counterfactuality of the protocol, Alice and Bob
implement the second CNOT operation using the D-DCF gate,
which transforms the state |ψ2〉 to |ψ3〉 with the probability
ξ3 = f3

(
|α0β0|2 + |α1β1|2

)
where

|ψ3〉 = (α0β0|00〉AB + α1β0|01〉AB) |0〉C
+ (α0β1|11〉AB + α1β1|10〉AB) |1〉C

= β0|00〉AC (α0|0〉B + α1|1〉B)

+ β1|11〉AC (α0|1〉B + α1|0〉B) .
(93)

To disentangle the qubit B from the qubits A and C, Bob
locally performs a CNOT operation where the qubit B acts as a
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Fig. 29. Quantum telexchanging: full-duplex CQC for quantum information
[65].

target and the qubit C acts as a control qubit. Upon completion
of the protocol, Bob applies a Hadamard gate on the qubit C,
followed by measuring his auxiliary qubit in the computational
basis. As the qubit A and C have been entangled, the state of
the qubit A collapses to:

ΞA =
1

2

(
|φ2〉A〈φ2|+ Pz|φ2〉A〈φ2|P †z

)
. (94)

Finally, Alice performs Pm
z on her qubit, where m denotes

the measurement outcome of Bob’s auxiliary qubit C. The
quantum capacity Q3 in [qubits/electron-photon] for quantum
telexchanging is

Q3 = 2 max {0, 2ξ1ξ3 − 1} (95)

tending to 2 qubits/electron-photon as K,M,N →∞. Fig. 31
illustrates the quantum capacity Q3, M?

3 , and K?
q as a function

of N when |α0|2 = |β0|2 = 1/3 where M?
3 and K?

q are the
optimal values of M and K that maximize the capacity Q3

or equivalently M?
3 = arg maxM ξ1 and K?

q = arg maxK ξ3.
Note that the dependency of Q3 on Bob’s quantum information
|φ2〉B (i.e., the probability |β0|2) vanishes when |α0|2 = |α1|2.

2) Quantum State Exchange: Assume the initial composite
state of Alice and Bob is given as |ψ1〉 = |φ1〉A|φ2〉B. To
achieve full-duplex communication for quantum information,
Alice and Bob perform the following steps (see Fig. 32).

1. Bob initiates the protocol by directing his photon toward
the time-bin device (TBD), which generates a time-bin
quantum state by encoding information into different time
intervals within the photon’s wave function. It transforms
|ψ1〉 to |ψ2〉 where

|ψ2〉 = |φ1〉A (β0|0〉B + β1|2〉B) (96)

and |2〉B = |h′〉 denotes the delayed H component of the
photon. Bob inputs the time-bin quantum state into the
0-CQZM,N gate, which transforms |ψ2〉 to |ψ3〉 with the
probability ξ1 where

|ψ3〉 = α0β0|00〉AB + α1β0|11〉AB

+ α0β1|02〉AB + α1β1|13〉AB

(97)

and |3〉B = |v′〉 denotes the delayed V component of the
photon.

2. Alice and Bob apply their respective local operations A1

and B1 where

A1 = |+〉A〈0| − |−〉A〈0| (98)
B1 = |0〉B〈0|+ |1〉B〈1|+ |2〉B〈3|+ |3〉B〈2| (99)
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Fig. 30. CQZ-DCF quantum telexchaning for arbitrary unknown quantum
states [18]. Initially, Alice and Bob possess an untangled pair |φ1〉A|φ2〉B of
the electron and photon. The D-CQZM,N gate entangles this message pair,
and the D-DCFK,N gate disentangles the message pair in a counterfactual
manner. Finally, Bob applies the Px gate on the photon component in the path
state |1〉C and performs the non-demolition measurement on the spatial degree
of freedom of the photon to complete the CQZ-DCF quantum telexchaning.
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Fig. 31. Quantum capacity Q3 , M?
3 , and K?

q as a function of N for quantum
telexchanging when |α0|2 = |β0|2 = 1/3 where M?

3 and K?
q are the optimal

values of M and K that maximize the capacity Q3 or equivalently M?
3 =

arg maxM ξ1 and K?
q = arg maxK ξ3.

and |±〉A = (|0〉A ± |1〉A) /
√

2.
3. Bob applies the PBSH

1 to septate the H and V components
of the photon and inputs the H polarized component of
the photon to the 0-CQZ2M,N gate. After the CQZ gate,
Bob recombines the H and V components of the photon.
Due to the non-zero erasure probability of the photon in
the CQZ gate, the overall action of the CQZ gate and
PBSs transform |ψ3〉 to |ψ4〉 with the probability

ξ4 = f2
1

(
|α0β0|2 + |α1β1|2, |α0β0|2 + |α1β1|2

)
(100)

where

|ψ4〉 = |−〉A (α0β0|0〉B − α1β0|1〉B)

+ |+〉A (α0β1|3〉B − α1β1|2〉B) .
(101)

4. Alice and Bob apply their respective local operations A2

and B2 where

A2 = |1〉A〈+| − |0〉A〈−| (102)
B2 = (|+〉B〈0| − |−〉B〈1|+ |+′〉B〈2| − |−′〉B〈3|)

(|0〉B〈0|+ |1〉B〈3|+ |2〉B〈2|+ |3〉B〈1|)
(103)

and |±′〉B = (|2〉B ± |3〉B) /
√

2.
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Fig. 32. Quantum state exchange: full-duplex CQC for quantum information without requiring classical communication [65].

2 200 400 600 800 1,000
0.0

0.3

0.6

0.9

1.2

N

Q
u
a
n
tu
m

C
a
p
a
ci
ty

[q
u
b
it
s/
el
ec
tr
o
n
-p
h
o
to
n
]

2

5

10

15

20

25

30

35

40

O
p
tim

a
l
V
a
lu
e
o
f
M

Q4

M?
4

Fig. 33. Quantum capacity Q4 and optimal M?
4 = arg maxM ξ1ξ4ξ5 as a

function of N for quantum state exchange when |α0|2 = |β0|2 = 1/3.

5. Alice and Bob repeat Step 3, which transforms |ψ4〉 to
|ψ5〉 with probability

ξ5 = f2
1

(
|β0|2, |β1|2

)
(104)

where

|ψ5〉 = |0〉A (α0β0|+〉B + α1β0|−′〉B)

+ |1〉A (α0β1|+〉B + α1β1|−′〉B) .
(105)

In case the photon is found in the transmission channel,
it causes an erasure of |φ1〉A and |φ2〉B.

6. Upon completion of the protocol, Bob performs the local
operation B3 to transform |ψ5〉 to |ψ6〉 = |φ2〉A|φ1〉B
where

B3 = (|0〉B〈0| − |1〉B〈3|+ |2〉B〈2| − |3〉B〈1|)
(|−〉B〈0|+ |+〉B〈1|+ |−′〉B〈2|+ |+′〉B〈3|) .

(106)

Note that B1,B2, and B3 can be implemented using the
TBD and switchable polarization rotators.

The quantum capacity Q4 in [qubits/electron-photon] for quan-
tum state exchange is given by

Q4 = 2 max {0, 2ξ1ξ4ξ5 − 1} (107)

tending to 2 qubits/electron-photon as M,N → ∞. Fig. 33
depicts the quantum capacity Q4 and the optimal M?

4 =
arg maxM ξ1ξ4ξ5 as a function of N when |α0|2 = |β0|2 =

1/3. Note that the quantum state exchange of quantum in-
formation requires no classical announcement for full-duplex
CQC with a sacrifice of the quantum capacity of the protocol
in comparison with the quantum telexchanging protocol (see
Fig. 31).

Table IV summarizes the functionalities, characteristics, and
trade-offs of the CQC protocols discussed in this section,
providing a systematic evaluation of their feasibility in prac-
tical applications. While there is a trade-off between ultra-
security and execution time, these protocols collectively es-
tablish a framework for ultra-secure quantum communication,
marking a significant step toward future quantum networks
where communication security is guaranteed by particle-free
communication.

VI. COUNTERFACTUAL QUANTUM CRYPTOGRAPHY

In this section, counterfactual quantum cryptography is
explored to achieve secure communication without the trans-
mission of physical particles. We will explore the foundational
protocols such as counterfactual QKD variants, including
bipartite QKD (BQKD), extended tripartite QKD (TQKD),
and device-independent BQKD. Furthermore, we examine
QSDC and quantum secure dialogue (QSD) protocols, which
enable secure information exchange based on counterfactual
entanglement. A comparative overview of conventional and
counterfactual quantum cryptography protocols is provided in
Table V, highlighting their tradeoffs in terms of functionali-
ties, strengths, and weaknesses. Finally, we discuss potential
security threats and countermeasures to ensure the robustness
of CQC.

A. Counterfactual QKD

QKD protocols enable the distribution of a secret key
between two or more parties [27], [28], [164]–[166]. In
contrast to public key distributions, the QKD protocols achieve
unconditional security using principles from quantum me-
chanics, including the no-cloning theorem and entanglement
[69], [167]. Counterfactual quantum cryptography was first
introduced in BQKD [59]. The basic idea of the BQKD
originated from the EV-IFM, and later, the counterfactual QKD
has been extended to TQKD by integrating the EV-IFM and
the 0-CQZM,N gate [168].

1) Counterfactual BQKD: The BQKD protocol is widely
known as the Noh 2009 (N09) protocol, which was proposed in
[59]. In the N09 protocol, Bob equips a single-photon source
that randomly generates either an H- or V-polarized photon
and a BS(π/4) that generates the equal superposition of the
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TABLE IV
CQC PROTOCOLS: FUNCTIONALITY, CHARACTERISTICS, AND TRADE-OFFS

Protocol Information Functionality Characteristics Strength Weakness

Simplex QZ
Communication

Classical

Particle-free communication
in one direction using QZ gate
where Alice holds an AO and
Bob prepares a photon.

Binary Z-channel
Shorter execution time
as it depends only
on N inner cycles.

Semi-counterfactual

Quantum

Particle-free quantum information
transfer in one direction using
CQZ gate where Alice holds a
QAO and Bob prepares a photon.

Simplex quantum
erasure channel

No pre-shared
entanglement is
required.

Requires one-bit classical
announcement to fully
recover counterfactually
transmitted quantum state.

Simplex CQZ
Communication

Classical

Particle-free communication
in one direction using CQZ gate
where Alice holds an AO and
Bob prepares a photon.

Assymetric binary
erasure channel Full-counterfactual

Longer execution time
as it depends on both N
inner and M outer cycles.

Quantum

Particle-free quantum information
transfer in one direction using
CQZ and D-CQZ gates where
Alice holds a QAO and Bob
prepares a photon.

N/A
No classical
announcement is
required.

Longer execution time as
it utilizes two counterfactual
gates.

Quantum Duplex
Coding Classical

Particle-free simultaneous
exchange of information using
DCF gate where Alice’s QAO
and Bob’s photon are entangled.

Full-duplex binary
erasure channel

Maximizes channel
capacity via
entanglement-enhanced
qubit efficiency.

Requires preshared
entanglement and longer
execution time as it depends
on N inner cycles and K
MQZ gates.

Quantum
Telexchanging Quantum

Particle-free simultaneous exchange
of information using D-CQZ and
D-DCF gates where Alice holds a
QAO and Bob prepares a photon
in superposition.

N/A
Maximizes quantum
capacity without
pre-shared entanglement.

Requires one-bit classical
announcement and longer
execution time as it utilizes
two counterfactual gates.

Quantum State
Exchange Quantum

Particle-free simultaneous exchange
of information using 3 CQZ gates
and local operations where Alice
holds a QAO and Bob prepares
a photon in superposition.

N/A
No classical
announcement is
required.

Less quantum capacity
compared to quantum
telexchanging.

photon in two paths |0〉 and |1〉. The path component |1〉
of the photon enters the quantum channel that connects Bob
with Alice where PBSH gives the delay of time ∆t to the
V-polarized photon by using an optical loop (OL) such that
H- and V-polarized photons reach at a switch (SW) at time
t0 and t1, respectively, as illustrated in Fig. 34. Alice uses
the different switching times t0 and t1 to direct the H- and
V-polarized photons in the path state |1〉 either to the detector
D4 to block the path of the photon (x = 1) or to the MR2

to allow the photon to pass (x = 0). Suppose that Alice and
Bob prepare random bit sequences a = {a1, a2, . . . , aT } and
b = {b1, b2, . . . , bT }, respectively. Alice and Bob encode
these bits as switching time tak and polarization of the
photon |bk〉B, respectively, where k = {1, 2, . . . , T}. In each
round of the N09 protocol, say, the kth round, there are two
possibilities.

• ak 6= bk: In this case, Alice allows the photon to pass, and
the reflected component of the photon in the path state
|1〉 recombines with the photon component in the path
state |0〉 at the BS. The N09 protocol works similarly
as x = 0 for the EV-IFM and the detector Dbk clicks
with certainty. Bob publicly announces the measurement
result and the initially prepared polarization of the photon

to detect the presence of an eavesdropper (Eve) in the
quantum channel.

• ak = bk: In this case, Alice blocks the path of the
photon, and the interference of the photon is destroyed
due to the blockage of Alice. The N09 protocol works
similarly as x = 1 for the EV-IFM and the detectors D4,
Dbk , and Dbk+2 click with probabilities 1/2, 1/4, and
1/4, respectively. The secret key is generated only if the
detector Dbk+2 clicks. The rest of the cases are to detect
the presence of an eavesdropper (Eve) in the quantum
channel. Note that the detector Dbk+2 clicks only if no
physical particle is found in the quantum channel.

As no physical particle is found in the transmission channel
at the time of successful key generation and Eve has access to
a subsystem only (the photon component in the path state |1〉),
it enhances the security of the protocol against conventional
quantum attacks such as the photon-number splitting attack.
Note that ak 6= bk and ak = bk are equiprobable events, which
lead to γ → 1/8 as T →∞, where γ denotes a key generation
rate. Later, the key generation rate has been improved to 1/2
under the asymptotic limits by using a series of N unbalanced
BSs in the path state |1〉 [115]. The idea of counterfactual
BQKD has been experimentally demonstrated by using the
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Fig. 34. Counterfactual BQKD based on EV-IFM. Here, SW and OL stand
for a switch and an optical loop, respectively [59].

weak coherent states [114], [116], [127] and extended to the
private database queries [169].

2) Counterfactual TQKD: After the invention of CQZ gates
to transfer classical information in uni-direction with certainty
under the asymptotic limits, the N09 setup has been extended
to the counterfactual TQKD protocol by using the CQZ gates
in the path states |0〉 and |1〉 to generate secret keys [168].
Suppose that Alice and Charlie prepare random bit sequences
a = {a1, a2, . . . , aT } and c = {c1, c2, . . . , cT }, respectively.
Alice and Charlie encode these bits as |ak〉AO and |c̄k〉AO,
respectively. In each round of the protocol, Bob prepares the
H-polarized photon and directs it towards BS(π/4) to create the
equal superposition of the photon in each path. Bob applies
the H-CQZM,N gates in each path of the photon, which leads
to the two possibilities in each round of the protocol, say, the
kth round.
• ak 6= ck: In this case, the components of the photon in

both arms of the BSπ/4 are identically polarized and D0

clicks with certainty unless the photon is discarded in the
H-CQZM,N gates with the probability.

• ak = ck: In this case, the components of the photon in
both arms of the BSπ/4 are oppositely polarized and the
detectors D0 and D1 click with the probability 1/2 unless
the photon is discarded in the H-CQZM,N gates with the
probability ξ6 = (ζ0 + ζ1) /4.

At the end of each round of the protocol, Bob publicly
announces the measurement results. As D1 clicks if ak = ck,
this click results in a secret key generation. In case D0 clicks,
Alice and Charlie can use this outcome to detect the presence
of an eavesdropper in the channel. Note that ak 6= ck and ak =
ck are equiprobable events, the key generation rate approaches
γ → 1/4 under the asymptotic limits of M and N .

3) Device-Independent Counterfactual BQKD: Counterfac-
tual BQKD requires Alice and Bob to announce “which de-
tector clicked” during the key generation process, introducing
a critical security loophole. An eavesdropper (Eve) can exploit
this by performing a side-channel attack, where a malicious
detector encodes Bob’s bit information into the timing in-
tervals between detection events. When Bob announces the
detection results, Eve decodes the key by analyzing these tim-
ing patterns, effectively extracting secret information without

being detected. To address this, a device-independent coun-
terfactual BQKD protocol was proposed, where only Bob’s
state preparation and BS are trusted, while detectors on both
sides may be untrusted [170]. In this modified counterfactual
BQKD, a phase modulator (PM) is added at path |0〉 after
the BS(π/4), allowing Bob to apply either a π-phase shift or
no phase on the photon component. The device-independent
counterfactual BQKD protocol follows the same procedure as
the original counterfactual BQKD protocol. Specifically, for
each round k ∈ {1, 2, . . . , T} of the protocol:
• ak 6= bk: The photon component in path |1〉 is reflected

from Bob’s MR2 and interferes with phase-controlled
component in path |0〉. If π-phase is applied, detector
Dbk+2

clicks with certainty; other wise, Dbk clicks.
• ak = bk: The photon component in path |1〉 is absorbed

by D4, and no interference occurs. The photon compo-
nent in path |0〉 passes through BS(π/4) again, triggering
either Dbk or Dbk+2

with equal probability. A conclusive
key bit is obtained only when Bob’s phase choice aligns
with the detector that clicks: π for Dbk , or 0 for Dbk+2

.
As a result, detector click disclosure is no longer necessary
for secure key extraction, mitigating a major side-channel
vulnerability.

B. Counterfactual Quantum Dialogues

The only classical way to ensure information-theoretic se-
curity is to encrypt a secret message by using a private key
before transmission of the message. In a classical crypto-
graphic system, its security relies on the assumed hardness
of computational problems such as factoring. In contrast to
classical cryptography, quantum mechanics provides physical
ways of secure communication such as QKD, which enable
legitimate parties to establish private keys securely, QSDC
and QSD, which allow two legitimate parties to transfer a
secret classical message with guaranteed information-theoretic
security without establishing a private key [29], [31], [171]–
[174]. QSDC protocols enable a sender, say, Bob, to transfer
a secret classical message to a receiver, say, Alice, securely—
i.e., simplex secure communication—whereas the QSD proto-
cols allow each legitimate party to send and receive secret
classical messages securely and simultaneously—i.e., full-
duplex secure communication. The unconditional security of
the QSDC and QSD protocols relies on the fundamental
laws of quantum mechanics, such as entanglement, the no-
cloning theorem, and non-locality. Recently, the idea of CQC
has been extended to the QSDC and QSD protocols, where
the unconditional security relies on the secure counterfactual
entanglement swapping by using the counterfactual swap (C-
Swap) gate [175]. As the counterfactual QSDC and QSD tasks
are achieved without the transmission of any physical particle
over the channel, the protocols give the security advantage
against conventional eavesdropping attacks, e.g., the man-in-
the-middle (MITM) attack [139].

1) Counterfactual QSDC: The goal of the counterfactual
QSDC protocols is to achieve information-theoretic security
without establishing a secret key and without the transmission
of any physical particle over the channel. The basic idea of
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Fig. 35. Counterfactual QSDC. The protocol starts by directing one qubit of
each locally entangled pair to the C-Swap gate, which transforms the initial
state to two maximally entangled pairs between Alice and Bob. Alice and Bob
use one entangled pair for a security check and the remaining entangled pair
to transfer two-bit classical information under unconditional security [139].

the counterfactual QSDC originated from the two-step QSDC
protocol [30]. In counterfactual QSDC protocols, Alice and
Bob take the following steps to ascertain the unconditional
security of the transmitted secret messages (see Fig. 35).

1. Alice and Bob locally prepare T entangled pairs
|ψ00〉Ak1Ak2

and |ψ00〉Bk1Bk2
, respectively, where k =

{1, 2, . . . , T}. Alice and Bob perform T rounds of the C-
Swap gate. In the kth round of the C-Swap gate, Alice and
Bob input Ak2 and Bk1 to the C-Swap gate, respectively,
and generate two entangled pairs |ψ00〉Ak`Bk`

in each
round of the counterfactual entanglement swapping where
` = 1, 2.

2. From each round of the C-Swap gate, Alice randomly
chooses `k and measures her qubit Ak`k in a randomly
chosen basis Mk∈{Px,Pz}. For T uses of the C-Swap
gate, Alice prepares a selected entangled-pair position
sequence `= {`1, `2, . . . , `T }, a randomly chosen mea-
surement basis sequence M={M1,M2, . . . ,MT }, and
a measurement outcome sequence b = {b1, b2, . . . , bT },
where bk ∈ {0, 1}. Alice publicly announces these se-
quences. Bob measures his qubits Bk`k and compares his
results with Alice’s measurement outcomes bk.

3. After ensuring the security of the generated entangled
pairs, Alice uses the remaining entangled pairs to encode
a two-bit secret message mk1mk2 in each entangled pair
as follows:

|ψ0〉 = (Pmk1
x Pmk2

z ⊗ I) |ψ00〉AkBk
. (108)

Note that, for simplicity, we denote the remaining entan-
gled pairs as |ψ00〉AkBk

.
4. To transfer the secret message without the transmission

of any physical particle through the channel, Alice and
Bob apply the D-CQZM,N gate, as illustrated in Fig. 35,
and the encoded state |ψ0〉 transforms to |ψ1〉 where

|ψ1〉 =



|ψx0〉 →
1√
2

(|00〉AkCk

+ (−1)
x |11〉AkCk

) |0〉Bk
,

|ψx1〉 →
1√
2

(|10〉AkCk

+ (−1)
x |01〉AkCk

) |1〉Bk

(109)

where Ck denotes the path information of the photon.
5. For each Bell-pair, Bob applies BS(π/4) on his photon and

measures the path and polarization degrees of freedom of
the photon by detecting it at the detector Dxkyk , where
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Fig. 36. Counterfactual QSD. Similar to counterfactual QSDC, the protocol
starts by directing one qubit of each locally entangled pair to the C-Swap gate,
which transforms the initial state to two maximally entangled pairs between
Alice and Bob. Alice and Bob use one entangled pair for a security check
and the remaining entangled pair to simultaneously transfer one-bit classical
information in each direction under unconditional security [139].

xk, yk ∈ {0, 1}. Alice applies a Hadamard gate Ph

to her qubit and measures in the computational basis.
Now, Alice publicly announces her measurement result
zk ∈ {0, 1}, enabling Bob to fully recover the secret
bit string. Bob decodes the two-bit classical message
m̂k1m̂k2, where m̂k1 = xk and m̂k2 = yk + zk. As zk is
uniformly distributed for each Bell pair, an eavesdropper
is unable to decode the secret message even if they listen
to the classical announcement zk [129], [176], [177].

To ascertain the security of the transmitted message and
measure the bit error rate, Alice encodes random bits (not
the secret message) in randomly chosen pairs at Step 3
and reveals the position of the selected pairs and encoded
random bits. Under ideal conditions, the success probability
of counterfactual QSDC is ξ7 = f1 (1/2, 1/2)

2
f3 (1/2). In

Fig. 37(a), we analyze the asymptotic behavior of ξ7 as a
function of M,N . The results indicate that ξ7 approaches unity
as M,N → ∞, signifying that the counterfactual success
probability converges to 1. This ensures near-perfect secure
transmission, achieved without the direct physical transmission
of particles through the communication channel.

2) Counterfactual QSD: Similar to QSDC, the goal of
QSD is to exchange secret messages simultaneously with
unconditional security and without establishing a secret key.
Recently, the idea of QSD has been implemented using CQC.
To explain the counterfactual QSD protocol, suppose that
Alice and Bob have KA and KB bits of secret messages that
Alice and Bob want to send each other, respectively. They take
the following steps to transmit the secret information without
establishing a secret key (see Fig. 36).

1. Alice and Bob locally prepare T entangled pairs and take
Steps 1 and 2 of the counterfactual QSDC protocol to
securely distribute the entangled pairs where

T = min {TA, TB}+

⌈
|TA − TB|

2

⌉
+ T̃ . (110)

Here, dxe represents the smallest integer greater than or
equal to a real number x; TA and TB denote the lengths
of the bit strings Alice and Bob want to transmit to
Bob and Alice, respectively; and T̃ denotes the number
of entangled pairs to measure the bit error rate in the
counterfactual QSD protocol.

2. After ensuring the security of the generated entangled
pairs, Alice and Bob undergo the steps in quantum duplex
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Fig. 37. The success probabilities, ξ7 and ξ8, for counterfactual QSDC and counterfactual QSD protocols, respectively, are evaluated at N = 1000 and
M = K = 100. It is observed that for both protocols, the success probabilities increase as N and M(K) increase.

coding for min{TA, TB} entangled pairs to exchange
classical information. To ensure the security of the trans-
mitted messages, Alice and Bob encode random bits (not
secret messages) in randomly chosen T̃ pairs and reveal
the position of the selected pairs and encoded random bits
to detect the presence of an eavesdropper in the quantum
channel and measure the bit error rate.

3. Alice and Bob take Steps 3–5 of the counterfactual QSDC
protocol for the remaining entangled pairs if TA > TB.
In case TA ≤ TB, Bob acts as a sender and encodes two
bits of classical information in each remaining entangled
pair. In this case, Alice equips the D-CQZM,N gate and
Bob encodes his qubit in a QAO.

In this protocol, the success probability is by ξ8 =
f1 (1/2, 1/2) f3 (1/2)

2. Fig. 37(b) illustrates the asymptotic
behavior of ξ8 as a function of M,N . To simplify the analysis,
we assume that the number of MQZ gates used in mk2 -DCF
gate matches the number of outer cycles, i.e M = K. The
results demonstrate that as M,N →∞, the success probabil-
ity ξ8 asymptotically approaches unity, ensuring ultra secure
dialogues, with the non-transmission of physical information-
carrying particles.

C. Counterfactual Attacks

1) Counterfactual Trojan Horse Attacks: Traditional Trojan
Horse (TH) attacks, such as invisible-photon TH attacks and
delay-photon TH attacks, involve sending an auxiliary photon
to the apparatus of a communicating party (say, Alice) and
extracting valuable information from the reflected auxiliary
photon. When it comes to the CQC setting, this auxiliary
photon can cause abnormal detector clicks or be discarded
when it appears in the communication channel, thereby ex-
posing the presence of an eavesdropper (say, Eve). To tackle

this situation, a counterfactual TH (CTH) attack was proposed
in [43]. In the CTH attack, a CQZ gate is implemented at Eve’s
site, reducing the probability of the auxiliary photon appearing
in the channel to almost zero, effectively making it invisible.
This counterfactual setting can take either a single-cycle or
double-cycle form. Here, the rotation angle of PRM used in
Eve’s CQZ gate is denoted by θM = π

4M .
• Single-Cycle CTH Attacks: Eve implements a QZ gate

with M ′ cycles and sends her auxiliary photon to Alice
through the QZ gate. In the case of no blocking, the
photon component is reflected back to Eve, triggering
a detector click with probability one. On the other hand,
if Alice blocks the incoming photon component, it gets
absorbed by Alice’s apparatus. However, if no photon is
lost to Alice, even if she measures it, the probability that
Eve’s photon remains at his site is λ1 = 1− cos2M ′ π

2M ′ ,
indicated by another detector click. As M ′ → ∞, the
probability that Alice detects Eve’s photon approaches
zero.

• Double-Cycle CTH Attacks: In this case, Eve uses the
CQZ gate with N ′ inner and M ′ outer cycles. Following
the execution of the CQZ operation, the probabilities of
Alice detecting Eve’s photon in the blocking or unblock-
ing cases are 1 − ζ0 and 1 − ζ1, respectively. As N ′

and M ′ increase, the chance that Alice discovers Eve’s
photon diminishes significantly. Compared to the single-
cycle CTH attack, the double-cycle CTH attack requires
more cycles, making it more time-intensive. Nevertheless,
it has a smaller chance of being detected by Alice.

However, specific conditions are required for a CTH attack
to succeed. Firstly, Eve needs to execute her attack within
the time frame before the access window of Alice’s detec-
tor expires. Secondly, Eve’s photon must undergo multiple
manipulations to obtain information about Bob’s apparatus
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TABLE V
COMPARISON OF CONVENTIONAL AND COUNTERFACTUAL CRYPTOGRAPHY

Protocol Type Functionality Strength Weakness

QKD

Conventional Distribution of a secret key
between two or more parties Higher key generation rate Vulnerable to side-channel and

counterfactual attacks

Counterfactual
Particle-free distribution of
a secret key between two or
more parties

Potentially higher resistance
to eavesdropping

Sensitive to channel noise and error
due to interference-based setup

QSDC

Conventional Simplex secure communication
without establishing a private key Direct and fast communication Vulnerable to undetected leakage via

side-channel or counterfactual attacks

Counterfactual
Particle-free simplex secure
communication without
establishing a private key

More robust against security
threats as well as dephasing
noise

Low efficiency (due to probabilistic
success and photon discards) and
high hardware complexity

QSD

Conventional Duplex secure communication
without establishing a private key

High-speed secure dialogue
with moderate security

Vulnerable to undetected leakage via
side-channel or counterfactual attacks

Counterfactual
Particle-free duplex secure
communication without
establishing a private key

Ultra-secure dialogue where
message interception is off-limits

Low efficiency (due to probabilistic
success and photon discards) and
high hardware complexity

and estimate Alice’s manipulation. Thirdly, Alice’s setup must
remain constant throughout these manipulations. Thus, Alice
can improve the probability of detecting Eve’s photon by
adopting infrequent measurements (i.e., random blocking or
unblocking of the transmission channel), as opposed to a
constant approach, or varying the frequency or time window
of the detector.

2) Detector Blinding Attacks: The most commonly used
photon detectors in quantum communication are avalanche
photodiodes (APDs), which are operated in the Geiger mode
when a single-photon detection occurs. After a detection event,
it needs some time to recover before detecting another photon.
This detector blinding attack makes use of this transition
time by sending a bright light to the detector and changes
the APD mode from the Geiger mode to a linear mode,
where the single-photon detection events are not registered.
Then, Eve can manipulate the actions of Alice’s QAO through
her blinded quantum states without raising any alarm from
Alice’s detector. This attack can be counteracted through active
monitoring of Alice’s detector [178].

3) Intercept-and-Resend Attacks: The intercept-and-resend
attack involves intercepting the photon component in the
channel, measuring it in a random basis, and transmitting the
resulting state to Alice. In counterfactual communication, it is
obvious that the photon that passes through the communication
channel is an `-polarized photon for the `-CQZ gate. This
channel state information does not carry any meaningful infor-
mation, and hence, Eve cannot extract any useful information
from the interception. Since the wave function of the incoming
photon has already been measured by Eve during the attack,
it will lead to false detector clicks at Alice’s side [118]. By
employing proper detection techniques, Alice and Bob can
reveal the presence of Eve in the channel.

4) Man-in-the-Middle Attacks: In this attack, Eve deceives
by taking on the roles of both Alice and Bob. In the forward
path, Eve impersonates Alice and manipulates the incoming
photons of Bob using her own QAO [179]. Meanwhile, she

transmits her photon to Alice to steal useful information about
the communication in the return path. In the case of classical
or quantum information transmission through the CQZ gate,
Eve remains undetectable to Alice and Bob. Nevertheless, Bob
can utilize decoy photons, or Alice can randomly change the
frequency or time window of her detector to unveil Eve’s
existence within the channel.

5) Entangle-and-Measure Attacks: Using the CNOT gate,
Eve can entangle her qubit with Bob’s qubit and measure
it to observe Alice’s manipulation of her QAO. When Bob
receives the final quantum state sent by Alice, the density
matrix of that state will differ from that of the actual quantum
state sent by Alice. Due to the presence of Eve, when Eve’s
system is traced out from the system, the resulting density
matrix for the remaining subsystem may not represent a pure
state. Additionally, the measurement by Eve can also alter
the state being transmitted. Thus, Alice and Bob can identify
the presence of Eve if they check the security of the channel
through the use of decoy photons [57].

D. Security Analysis

1) Security of Counterfactual QKD: The security of coun-
terfactual BQKD is demonstrated against a general intercept-
and-resend attack in [118]. If one or more detectors trigger
clicks at the end of the key distribution, it is certain that
an eavesdropper is launching an attack in the channel. As
described in Section VI-A, there are two possible scenarios
for counterfactual QKD—Alice and Bob’s chosen random
bits (i.e., polarization) are the same (ak = bk) and they
are different (ak 6= bk). The subsequent lists explain which
detector triggers a click for those scenarios when Eve launches
the intercept-and-resend attack.
• ak 6= bk: In this case, the detector Dbk is supposed to

click in the absence of Eve. When Eve launches the
attack, two or more detectors, including the detector Dbk ,
may trigger clicks, but no information is lost to Eve.



PAING et al.: COUNTERFACTUAL QUANTUM COMMUNICATION: INFORMATION EXCHANGE IN QUANTUM SHADOWS 27

• ak = bk: In the absence of Eve, there are three events that
each detector triggers a click: (E1) D4 is supposed to click
with the probability 1/4; (E2) Dbk is supposed to click
with the probability 1/2; and (E3) Dbk+2 is supposed
to click with the probability 1/4. However, Eve’s attack
leads to the simultaneous clicks of the detectors—D4 and
other detector trigger clicks for (E1); all three detectors
may trigger clicks for (E2) and Dbk+2 and other detector
trigger clicks for (E3). For (E1) and (E3), it is not possible
for Eve to get any information about the key, but it is
possible for (E2). In (E2), Eve can take advantage of the
non-vacuum state in path 1 to probe Alice’s polarization
choices. The key rate of counterfactual QKD is bounded
by the probabilities of the events (E1), (E2), and (E3),
and the error rates in the events (E1) and (E3). Hence, a
positive key rate can be achieved as long as the error rates
in the events (E1) and (E3) remain sufficiently low [118],
[179], [180]. Through the use of 2 polarization rotators
(PRs), Eve has to make sure to reproduce the statistics at
Alice an Bob if no light is coming back.

In 2016, two variants of Trojan Horse (TH) attack were
investigated against counterfactual BQKD by adding either a
delayed photon or an invisible photon [136]. In the delayed-
photon-based TH attack, Eve injects a probe photon into the
system with a delay time, making it invisible to Alice’s de-
tection system. Depending on whether the photon is reflected
(indicating different bit values) or blocked (indicating equal
bit values), Eve can infer the key bit without introducing de-
tectable disturbances. Since Alice and Bob announce detector
click information, Eve extracts the secret key upon observation
of detector Dbk+2

clicks. In a similar manner, the invisible
photon-based TH attack uses photon wavelengths outside
Alice’s detector sensitivity. These attacks exploit practical im-
perfections like timing and spectral vulnerabilities, bypassing
the theoretical security of N09. To mitigate such threats, Alice
can employ switchable polarization rotator (SPR) to randomly
flip the polarization state before the polarization switch, with
key bits postselected for Dbk+2

detection event. Additionally,
proper designation of the system with spatial, temporal, and
spectral filters is required to suppress side-channel leakage.

Later, another attack, known as the detector blinding attack
described in Section VI-C2, was launched in 2021 [178], by
exploiting the vulnerabilities, namely, APDs, which can be
forced into a non-sensitive linear mode using bright light,
effectively blinding them. Practical implementation of counter-
factual BQKD often relies on assumptions such as weak coher-
ent states, binary imperfect detectors, lossy channels, and mali-
cious detectors. Two strategies—blind-and-reduce-loss attacks
and blinding-measurement-and-faked-state attacks—were in-
troduced to perform a detector blinding attack.

• Blind-and-Reduce-Loss Attacks: In this attack, Eve ran-
domly selects a polarization and injects a bright blinding
pulse into a PBS, which transmits the blinding pulse
toward Alice and diverts Bob’s orthogonal polarization
component into a delay line. If the pulse is reflected
back, Eve infers a polarization mismatch with Bob; if
not, a match is assumed, and she suppresses Alice’s stored

photon via high attenuation to emulate expected protocol
behavior. To maintain the expected detection statistics and
remain undetected, she replaces the original channel with
a lower-loss link and adds attenuation to compensate for
the resulting 6 dB round-trip reduction. The approach,
though theoretically effective, is technologically intensive
due to its stringent requirements on polarization control,
loss engineering, and precise timing synchronization.

• Blinding-Measurement-and-Faked-State Attacks: This at-
tack targets counterfactual BQKD systems that utilize
weak coherent states. In this scenario, Eve exploits the
multi-photon nature of coherent states to extract Bob’s
polarization by measuring one or more photons along
path |1〉. Based on the outcome, she transmits a bright
pulse to manipulate or blind Alice’s detector. After moni-
toring Alice’s detector response, she injects fake quantum
states into the channel that statistically mimic a legit-
imate, attack-free protocol. If her measurement yields a
vacuum state, she still transmits a fake state to Alice with
a certain probability to infer Alice’s bit choice. To avoid
detection, Eve finely tunes both the amplitude of the fake
states and compensates for channel losses to replicate
expected detection statistics, thus gaining full or partial
information about the key bits. Mitigating these attacks
requires active countermeasures: watchdog detectors to
detect anomalously bright pulses, dynamically varying
the BS’s transmitivity (instead of a fixed 50:50 ratio),
and introducing randomness via intensity modulation or
variable detector efficiencies. Further protection can be
achieved through advanced receiver configurations and
by incorporating hardware imperfections into the formal
security proofs. Overall, while counterfactual BQKD has
inherent security advantages, these attacks reveal that ac-
tive countermeasures are essential to ensure its robustness
in practical implementations.

2) Security of Counterfactual Communication: In contrast
to counterfactual QKD, direct counterfactual communication
lacks security against potential eavesdropping. In direct com-
munication, Alice determines the bit that Bob transmits by
assessing the final polarization of her output photon. It is
undeniable that counterfactual communication offers enhanced
security compared to conventional quantum communication
due to the absence of information-carrying particles in the
communication channel. As a result, attacks that rely on
signals within the transmission channel become ineffective
in the context of CQC. Nevertheless, if the devices owned
by Alice and Bob are imperfect and Eve exploits these
imperfections, vulnerabilities arise. For instance, Eve might
replace Bob’s channel with a mechanism to tap into Alice’s
imperfect detector, thereby gaining access to Alice’s transmit-
ted information. Additionally, Eve could intercept and detect
the particle reflected back from Alice when she transmits a bit
0. This interception by Eve disrupts the interference pattern
of the photon’s wave function, causing Bob to detect a bit
1 instead of the intended bit 0. Consequently, direct CQC is
susceptible to active counterfactual attacks. To counteract these
vulnerabilities, strategies such as employing decoy photons
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Fig. 38. Experimental setup of counterfactual QKD. A signal photon
generated through parametric down-conversion (PDC) in a β-BaB2O4 (BBO)
crystal is injected into MZI. The interferometric setup comprises BSs, half-
wave plates (HWPs), a polarizer (POL), PBS, and single-photon detectors (D).
An optical delay, implemented with a closed-loop piezoelectric movement
system, is used to balance the path length difference between the two arms
of the MZI.

and introducing randomization of the wavelength or time
window for Bob’s detectors can be implemented. For instance,
in counterfactual QSDC and QSD protocols, a portion of the
counterfactually distributed entangled resources is allocated
to detect the presence of an eavesdropper in the quantum
channel, particularly under MITM and TH attacks [139]. This
security check, executed prior to message encoding, leverages
entanglement correlations to flag any anomaly introduced by
an adversary. These countermeasures are essential for practical
deployments to reliably detect the presence of Eve within the
communication channel.

The discussed counterfactual cryptographic protocols—
QKD and quantum dialogues—enable ultra-secure quantum
communication, with or without pre-shared keys. While ad-
vancements in CQC may open avenues for sophisticated inter-
ception attempts, robustness against counterfactual attacks can
be ensured through rigorous security checks, precise device
calibration, and strategic randomization of wavelengths and
timing.

VII. EXPERIMENTAL IMPLEMENTATION

In this section, we provide an overview of the experimental
implementations of counterfactual QKD and direct CQC.

A. Realization of Counterfactual QKD

To validate counterfactual QKD described in Section VI-A,
a group of researchers implemented this protocol using an

optical interferometer, as illustrated in Fig. 38 [181]. A her-
alded single-photon source, generated via parametric down
conversion (PDC) in a β-BaB2O4 crystal pumped at 406 nm,
was filtered and coupled into MZI. One arm of MZI is
connected to Bob’s side, where the other arm is connected to
the quantum channel. Alice’s side, connecting at the other side
of the quantum channel, is composed of PBS, two half-wave
plates, and detector D4. A closed-loop piezo-electric move-
ment system was used to balance the path length difference
between the two arms of the interferometer. The single-photon
avalanche detectors with an approximate detection efficiency
of 60% at 812 nm were used to register photon detection. The
detection events were analyzed using a PicoQuant HydraHarp
400 multichannel event timer. The setup ensured that when
key-establishing events occurred at Dbk+2, the photon never
left Alice’s domain, thereby confirming counterfactual key
exchange.

The setup was implemented at a laboratory scale, operating
over a free-space path of a few meters between Alice and
Bob. The experimental results demonstrated high interference
visibility, with maximum values of 92%±4% at detector Dbk

and 96% ± 4% at Dbk+2. The mean quantum bit error rate
(QBER) was measured at 12%±1% and improved to 7%±1%
when accounting for background noise and detector inefficien-
cies. However, the secret key transmission rate was extremely
low, yielding only about nine useful counts per second. With
the implementation of high-stability fiber-based MZIs, this
experiment could, in principle, be extended to distances of
several kilometers, enabling feasibility in practical scenarios.
To assess security vulnerabilities in practical implementations,
the setup was tested against a photon-number-splitting attack.
The measured second-order correlation function at zero time
delay, g(2) (0) = (7± 5) × 10−9, confirmed the near-ideal
single-photon nature of the source with negligible multi-
photon emission. Further security analysis against time-shift
attacks yielded positive mutual information differences, vali-
dating the feasibility of secure key distribution. These findings
provide strong experimental evidence supporting the viability
of counterfactual QKD. However, several challenges remain
in this experimental setup. First, generating single photons
using the PDC requires precise filtering and alignment. Low
coupling efficiency and stringent spectral and spatial filtering
contribute to significant photon loss. Additionally, detector
inefficiencies—such as high dark count rates—can adversely
affect the QBER rate. Second, inferometer instability and
channel noise can induce decoherence. Third, the bulky im-
plementation of optical components in the interferometer setup
limits system scalability. Finally, although the robustness of the
protocol against general attacks has been discussed, potential
security concerns remain—particularly due to unheralded pho-
ton leakage and vulnerabilities to detector-based attacks.

B. Direct CQC via QZ Effect

The experimental realization of counterfactual direct quan-
tum communication, as proposed in [12], was achieved in
2017 [124]. In their experimental setup, single photons were
generated via spontaneous PDC, producing entangled photon
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TABLE VI
COMPARISON BETWEEN CQC AND DIFFERENT QUANTUM TECHNOLOGIES

Attribute CQC QKD QSDC QSC QT

Application
scenarios

Direct communication
without particle transmission

Key generation
for encryption

Direct secure
message transfer

High-capacity classical
information transfer

Transfer of quantum
states

Achievable
distance

Limited (tens of km),
dependent on interferometric
stability [127]

Long (up to 1000+
km with satellites)
[182]

Moderate (up to
100 km in practice)
[183]

Short (due to
entanglement fidelity
and decoherence) [184]

Limited by entanglement
generation and fidelity
(ranging from 500 km
to 1400 km) [185]

Scability Low; due to complex
interferometric setup

High; demonstrated at
global scale

Moderate; more
complex than QKD

Low to Moderate;
entanglement resource-
intensive

Moderate; entanglement
and classical channel
requirements

Applicability Very specialized;
not general-purpose Widely used

Potential for high-
security direct
message transfer

Useful in capacity-
limited networks

Useful in quantum
networks and computation
requirements

Security
Ultra secure due to
counterfactual ghost
photons

Proven unconditional
security

High due to no
requirement of
pre-shared key

Depend on quantum
channel quality

Require secure
classical channels

Maturity Early stage Wide; commercial
products exist Early to mid-stage Experimental; not yet

in practical use Mid-stage

Field trial Very limited, mostly
proof-of-concept demos

Yes; satellite-based
QKD Limited field tests Mostly experiments Demonstrated in labs

and space

pairs. One photon from each pair was directed to a heralded
detection arm, while the other, designated as the signal photon,
was routed into an interferometric system implementing the `-
CQZM,N gate. This interferometer comprised nested interfero-
metric loops, controlled through a sequence of BSs, MRs, and
wave plates, designed to leverage the CQZ effect. At Alice’s
side, liquid-crystal phase modulator (LCPM) and PBS were
utilized to block or unblock the incoming photon. For the
transmission of the classical bit 0, a π-phase shift was applied
using the LCPM, altering the interference conditions within
the system. Conversely, no phase modulation was introduced
for the transmission of the classical bit 1. To account for the
experimental constraints associated with finite values of M
and N within `-CQZM,N gate, an additional detector, Df was
implemented to register inconclusive results. Specifically, in
the case of classical bit ‘0’ transmission, the photon could
traverse the channel with a nonzero probability, leading to
detection at Df . To maintain phase coherence and minimize
system errors, an active phase stabilization system incorporat-
ing piezoelectric translation stages was utilized, enabling long-
term stable interference with a visibility of 98% over several
hours.

In the experiment, a 100× 100-pixel monochrome bitmap,
depicting a Chinese knot, was transmitted bit by bit over a
duration of five hours. The 50-cm communication channel
exhibited a total loss of 52 dB, requiring multiple photon
attempts per bit to achieve successful transmission. The exper-
iment employed M = 4 outer and N = 2 inner cycles, which
would yield success probabilities of 85.4% and 100% for
bit 0 and 1 transmission, respectively, under ideal conditions.
However, in the practical implementation, these probabilities
were reduced to 83.4%±2.2% and 91.2%±1.1% respectively.
These deviations indicate performance degradation due to

imperfections in interference stability and cumulative errors in
the interferometric system. Despite these limitations, 98.6%
of detected photons did not enter the channel, confirming
that the communication was counterfactual and the Chinese
knot was transmitted with high visibility. Additionally, the
maximum theoretical data rate from leaked photons was 0.014
bits per detection, while the actual transmission achieved
0.83 bits per detection, further proving that photons were
not traveling through the channel. The primary sources of
error included beam splitter imperfections, phase fluctuations,
and accumulated loss in the interferometers, particularly for
bit 1 transmission, where visibility degradation was more
pronounced. These findings validate the feasibility of direct
counterfactual quantum communication, wherein Alice was
able to infer Bob’s binary decisions without any physical
photon traveling the transmission medium. Although this
experiment demonstrates a strong proof of principle, the
current setup is not yet practical for scalable or high-rate
communication. The requirement for nanosecond-speed mirror
switching is technically challenging, and the use of a half-
mirror introduces significant loss. The nested interferometer
demands subwavelength stability, maintained via active phase
stabilization, and precise control of parameters M and N .
Additionally, transmitting a 10-kilobit bitmap took over five
hours due to high channel loss (∼ 52 dB) and the need for
repeated postselected detections, leading to long acquisition
time and limiting system efficiency.

As the development of CQC is still in its nascent stage, only
a limited number of experimental demonstrations have been
reported [111], [124], [127], [181]. To date, the distance of all
testbeds is limited to short range. The experimental demonstra-
tions of counterfactual QKD using free-space interferometer
setups have confirmed its feasibility, albeit with low key rates.
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Meanwhile, bulk-optics implementations of direct CQC over
centimeter scales have verified counterfactual transfer at the
cost of high loss and low throughput. Overall, current testbeds
emphasize validating the principle, improving stability, and
reducing errors. However, the realization of practical long-
distance, high-rate counterfactual communication networks
remains a future goal. Table VI provides a comprehensive
comparison between CQC and various established quantum
communication protocols, delineating their application sce-
narios, achievable distances, scalability, applicability, security,
maturity, and field-trial status.

VIII. OPEN CHALLENGES AND FUTURE RESEARCH
DIRECTIONS

We outline key open challenges and potential future research
directions for CQC protocols.

A. Open Challenges

While CQC offers intriguing security benefits, it is still
a developing field with many technical hurdles, as outlined
below, to overcome before it can be widely implemented in
practical communication systems.

1) Efficiency and Scalability: Most CQC protocols neces-
sitate a large number of inner (N ) and outer (M ) cycles per
CQZ gate, along with intricate interferometric configurations,
to attain a meaningful success probability. This results in
significantly increased execution times relative to conventional
protocols. The use of such nested cycles also leads to ex-
ponential growth in complexity, making real-time operation
and dynamic switching between communication nodes highly
inefficient. In addition, scaling to multi-node networks is
hindered by the requirement that each node must implement
at least one CQZ gate, leading to increased susceptibility to
cumulative phase errors and losses. Furthermore, the protocol
is aborted if a photon is detected in the communication
channel, which not only reduces throughput but also introduces
a fundamental trade-off between security and efficiency. This
conditional discard mechanism inherently limits the achievable
data rate and makes high-speed or continuous communication
infeasible in current implementations. Collectively, these fac-
tors present substantial challenges for the practical deployment
of CQC protocols in large-scale or high-performance quantum
communication networks.

2) Loss and Noise Sensitivity: In H(V)-CQZ gates, only the
H(V) polarization component propagates through the channel,
rendering the channel effectively entropy-free and inherently
resilient to dephasing noise due to the fixed input basis.
However, CQC protocols remain highly susceptible to other
forms of quantum channel noise—such as bit-flip, depolar-
izing, amplitude damping, and phase damping—which can
significantly degrade communication fidelity. The inherent
reliance on precise interferometric stability makes CQC setups
particularly vulnerable to misalignment and phase mismatch.
Photon loss, both in the optical components and the channel,
directly impacts protocol success probability as the counter-
factual condition is violated upon detection of any photon in

transit. Moreover, detector dark counts, timing jitter, and ineffi-
ciencies further reduce overall performance. These challenges
are exacerbated in long-distance implementations, where loss
scales with distance and optical coherence is harder to main-
tain. As a result, despite their theoretical robustness against
certain noise models, current CQC protocols lack resilience
under general noise conditions, limiting their practicality in
real-world deployments.

3) Network-Level Deployment: Extending end-to-end CQC
protocols to network-level architectures presents several chal-
lenges. Generalizing point-to-point counterfactual QKD to
multi-user settings requires proper management of interfero-
metric arms—specifically, determining which arms are associ-
ated with which users, when and how to block particular paths
for measurement, and how to precisely synchronize photon
emission and detection across distributed nodes. Furthermore,
the inherently low key-generation efficiency and susceptibility
to loss in CQC are further exacerbated in large-scale networks.
In conventional quantum networks, long-distance communi-
cation between spatially separated nodes is typically enabled
by quantum repeaters. However, entanglement swapping in
CQC diverges fundamentally from standard protocols, as it is
inherently probabilistic and governed by system parameters
such as M , N , and the number of D-MQZ gates [140].
Moreover, the architecture imposes a strict alternation in the
type of entangled resources across repeater nodes: repeaters at
even indices must be initialized with photon-photon entangled
pairs, while those at odd indices require QAO-QAO entangled
pairs [140]. Finally, the deployment of scalable CQC networks
demands the development of stable quantum memories and
error-correction techniques specifically designed for the unique
characteristics of CQC protocols, posing both engineering and
theoretical challenges.

B. Future Research Directions

The existing counterfactual protocols, including simplex
and full-duplex CQC, counterfactual QKD, and counterfactual
quantum dialogues, hold significant promise in laying the
groundwork for the future implementation of counterfactual
communication systems. We present potential directions for
future research.

1) Resource Optimization: The performance of CQC pro-
tocols heavily relies on the number of N inner and M outer
cycles within each CQZ gate. In [66], a specific optimization
technique aimed at minimizing the number of channel usages
η ∝ MN and the total communication time T ∝ MNTc,
while maintaining a desired success probability. Despite this
specific optimization framework, more general and adaptable
optimization strategies are still required. Future work should
investigate dynamic optimization algorithms that adjust M
and N based on real-time channel conditions, multi-objective
optimizations that balance trade-offs among counterfactuality,
fidelity, latency, and loss tolerance, and application-specific
optimization, where N and M are tailored for different use
cases.

2) Error Correction and Mitigation Schemes for CQC:
Unlike conventional quantum communication, where the entire
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photon traverses the channel, CQC involves only a vanishingly
small photon component in the channel as N and M increase.
Consequently, standard error correction and mitigation tech-
niques are not directly applicable. CQC requires specialized
error correction and mitigation strategies tailored to its unique
operational model. One promising approach is error-aware
protocol design, where N and M are dynamically optimized
to balance noise resilience and counterfactuality. Detection-
side techniques—such as dark count suppression, bias correc-
tion, and timing calibration—are also essential for improving
robustness. Error correction schemes must be designed to pre-
serve the core principle of counterfactuality while mitigating
the effects of environmental noise, device imperfections, and
optical instability [186]. Developing such schemes is critical to
improving reliability, enabling long-distance communication,
and facilitating integration into scalable quantum networks.

3) Multi-Node Architecture: Current CQC protocols are
primarily designed for end-to-end communication. Scaling to
multi-node networks introduces substantial challenges, includ-
ing increased hardware complexity, cumulative phase instabil-
ity, and optical losses. To enable practical deployment, future
research should focus on modular, reconfigurable architectures
supporting dynamic routing, node addressing, and scalable
communication under counterfactual constraints. One potential
direction is the development of hub-based or hierarchical
topologies, where trusted central nodes coordinate counterfac-
tual links among distributed clients using time-multiplexing or
wavelength-division techniques. Addressing these challenges
is essential for realizing practical and scalable counterfactual
quantum networks capable of secure communication across
multiple parties.

IX. CONCLUSION

Counterfactual communication is a unique concept in quan-
tum communication that distinguishes itself from classical
and other quantum communication methods by leveraging a
fundamentally different approach to transfer information. By
primarily emphasizing the wave-particle duality of quantum
mechanics, quantum interference, and the CQZ effect, CQC
achieves information transmission with no physical particle
being found in the channel. This fact not only enhances the
security of communication systems but also opens the door
to the potential of performing counterfactual attacks on other
quantum systems without being detected. While counterfactual
communication offers intriguing security benefits, it is still a
largely experimental field with many technical hurdles to over-
come before achieving practical deployment. Nonetheless, the
existing counterfactual protocols, including simplex and full-
duplex CQC, counterfactual QKD, and counterfactual quantum
dialogues, hold significant promise in laying the groundwork
for the future implementation of practical counterfactual com-
munication systems.
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