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Abstract—This paper develops a physical layer key generation
(PLKG) scheme that utilizes artificial randomness in extremely
large-scale multiple-input multiple-output (XL-MIMO) near-field
multi-user communications to produce shared secret keys for
legitimate users. Unlike traditional PLKG schemes, which rely on
the variation of wireless channels, this approach introduces noise
power via the precoding vectors to create dynamic fluctuations
in the line-of-sight (LoS) channels, emulating the rapid changes
typically observed in fast-fading channels. This artificial random-
ness ensures that the user equipment (UEs) can generate secret
keys while effectively preventing potential eavesdropping from
malicious eavesdroppers. In particular, a novel channel probing
protocol is designed, enabling multiple UEs to simultaneously
agree on secret keys with the base station (BS) using non-
orthogonal pilots, which exploits the difference in the distances
and spatial angles of UEs in near-field communications. Secondly,
to maximize the secret key rate, an alternating optimization
algorithm is proposed, solving two sub-optimization problems.
The first sub-problem employs the singular value decomposition
(SVD) method to identify the legitimate space and its orthogonal
subspace for generating secret keys and preventing eavesdropping
attacks, respectively. Subsequently, a Dinkelbach method-based
power allocation algorithm is developed to allocate noise power
to these two spaces. The second sub-problem uses a water-
filling algorithm to implement power allocation among multiple
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UEs. Finally, to address the issue of precoding noise not being
considered in the alternating optimization problem, a deep
learning-based method is introduced, which further improves
the performance of the scheme. Simulations demonstrate the
efficiency of the proposed PLKG scheme over existing schemes.

Index Terms—Deep learning, extremely large-scale MIMO,
near-field communications, physical layer key generation.

I. INTRODUCTION

S IGNIFICANT research has been dedicated to devel-
oping advanced technologies, such as millimeter-wave

(mmWave)/terahertz (THz) networks as well as extremely
large-scale multiple-input multiple-output (XL-MIMO) [2],
[3], also known as extra large-scale MIMO [4], to meet the
increasing requirements for widespread connectivity in the
sixth generation (6G) wireless communications [5]. Ensuring
secure communication services is crucial for 6G. Compared
with public key cryptography (PKC) based on computational
security, physical layer key generation (PLKG) leverages chan-
nel randomness, channel reciprocity, and spatial decorrela-
tion properties to achieve information-theoretical security [6].
Furthermore, the design of PLKG is less complicated com-
pared to PKC, making it well-suited for resource-constrained
devices [7]. Equally importantly, PLKG schemes are ideal
for device-to-device communications as they eliminate the
need for third-party involvement or expensive infrastructure
to handle key management challenges [8].

The advent of XL-MIMO systems has led to a significant
increase in the number of antennas operating within the
mmWave and THz frequency bands, which fundamentally
alters the structure of the electromagnetic (EM) radiation
field [9]–[12]. The EM field can be categorized into two
regions: the far-field and the radiating near-field regions [13].
The Rayleigh distance is the boundary that separates these
two distinct regions [14]. Beyond the Rayleigh distance, also
called as Fraunhofer distance, the far-field channel model
is based on planar waves. In contrast, within the Rayleigh
distance, the spherical waves channel model is more suitable
[3], [4], [15]. Consequently, this transition towards near-field
communications introduces unique characteristics to PLKG.

Current PLKG research concentrates mainly on sub-6GHz
systems with a focus on far-field scenarios. However, PLKG
experiences significant challenges in sub-6GHz scenarios char-
acterized by poor channel conditions. Conventional key gener-
ation schemes depend on the inherent randomness of wireless
channels to generate secret keys, typically assuming a certain
degree of user mobility or environmental changes [16], [17].
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In such schemes, the non-line-of-sight (NLoS) components
provide the necessary channel variations for key generation.
In static environments, where the channel variations are slow,
the inherent randomness of wireless channels is insufficient
for generating secret keys. More specifically, the line-of-sight
(LoS) component is determined by the transceiver distance and
varies little over time, thus offering limited key randomness.
To address this, random beamforming in MIMO systems is
introduced to mimic “fast fading” variations by randomly
configuring the antenna coefficients. This allows Alice and
Bob to leverage the artificial randomness from the static chan-
nel combined with random beamforming, thereby increasing
the secret key rate (SKR) in scenarios with slow channel
variations [18]. In [19], the precoding matrix indices from a
MIMO-based transmitter along with rotated reference signals
were applied to enhance the SKR, where a bi-directional
channel in one band was constructed for exchanging the
rotated reference signals. Furthermore, to address the multiply-
divide attack in the loop-back key generation scheme proposed
therein, two separate bands for rotated pilot transmission and
echo reception were leveraged in [20]. However, a limitation
of random beamforming arises when the direct channel is
blocked or exhibits poor quality. In response, a reconfigurable
intelligent surface (RIS) has been utilized as a passive tech-
nique to address the low-entropy problem in PLKG [21].
Matching-based secret key generation is a potential solution
for solving low-entropy problems [22]. This technique enables
the master node to apply a random permutation to a shared
sequence obtained from channel measurements, while the
follower node can identify this random permutation using
matching algorithms. Nevertheless, in the above-mentioned
works, there is no information-theoretical security analysis.

To address the issue of static channels, it is typically
assumed that there exists a disparity in the spatial angles
between Bob and the eavesdropper in far-field key generation
systems. More specifically, Alice leverages spatial angles as
a spatial degree of freedom (DoF) to introduce artificial
randomness. For example, exploiting the variance in the spatial
angles between a receiver and an eavesdropper in MIMO
systems offers an opportunity to introduce randomness into
the transmitter, thereby generating secret keys [23]. With the
increase in the number of antennas in massive MIMO systems,
perturbed beamforming weights can be utilized to introduce
artificial randomness [24]. The high directionality provided
by massive MIMO-based beamforming is harnessed to safe-
guard legitimate users from potential eavesdroppers in close
proximity in mmWave channels. However, it is challenging
for traditional secret beam schemes [24] to ensure a positive
SKR in situations where Eve occupies the same spatial angle
as Bob, for example, when Bob is obstructed by Eve, and Eve
is closer to Alice than Bob.

Recently, several works have explored the potential of ma-
chine learning techniques in enhancing the security aspects of
communication systems. For instance, the deep learning-based
secure precoding optimization problem within the context of
artificial noise (AN), applied to multiple-input single-output
(MISO) wiretap channels, was studied in [25]. Later in [26],
a deep neural network (DNN)-based precoder was designed

for MIMO systems, aiming to enhance the physical layer
security. These works focused on keyless secure transmis-
sion. Regarding secret key generation, machine learning is
effective in tackling non-convex optimization problems that
are challenging to solve using traditional mathematical meth-
ods [27]. A machine learning-based joint precoding and phase
shift matrices design in a RIS-aided system was proposed
to increase the SKR in [27]. To the best of our knowledge,
the utilization of machine learning for designing optimal
precoders in AN schemes for secret key generation in near-
field communications remains unexplored.

To tackle the aforementioned challenges, this paper studies
the near-field XL-MIMO key generation problem to utilize
distance as a new spatial DoF to induce artificial random-
ness to solve the low-SKR problem in high-frequency bands.
Furthermore, by exploiting the distinctions in spatial angles
and distances among users, this approach facilitates multi-user
key generation, effectively minimizing the pilot overhead. Our
main contributions are summarized as follows:

• We design a PLKG framework through a multi-user
channel probing protocol with non-orthogonal pilots,
which leverages the difference in the distances and spatial
angles of user equipment (UEs) in near-field communica-
tions. The proposed protocol reduces the pilot overhead
and prevents eavesdroppers from eavesdropping. Further-
more, we derive an analytical expression for the SKR.

• We propose an alternating optimization algorithm to
maximize the SKR, where two sub-problems are solved.
In the first sub-problem, we use a singular value de-
composition (SVD) to find the legitimate and orthogonal
subspaces. A Dinkelbach-based power allocation method
is proposed to implement power allocation for UEs to
generate secret keys and to prevent Eves from eavesdrop-
ping. In the second sub-problem, a water-filling algorithm
is proposed to allocate power among the UEs.

• Since the alternating optimization algorithm does not con-
sider the influence of precoding on the noise, we design a
deep-learning network to solve a more complex problem.
To maximize the SKR, we introduce an unsupervised
DNN to learn the relationship between the distance of
UEs and Eves, the spatial angles of UEs and Eves and
the power range.

• We validate the SKRs of the proposed PLKG schemes in
terms of transmit power, the distance of UEs and Eves
and the spatial angles of UEs and Eves. The proposed
schemes surpass the performance of existing schemes.

Note that our previous conference work in [1] designed
precoding vectors of BS in a single-user XL-MIMO near-field
system. In this paper, we considerably extend the work of [1]
to a more general scenario with multiple users. The precoding
vectors for inducing artificial randomness to UEs are jointly
designed to maximize the SKR when the Eves eavesdrop
on legitimate channels. Furthermore, a deep learning-based
precoding design algorithm is proposed to optimize the SKR
when the precoding noise is considered in the objective
function.

The rest of this paper is organized as follows: Section II
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elaborates on the system model of near-field key generation. In
Section III, a multi-user channel probing protocol is proposed.
We further derive the analytical expression for the SKR. Sec-
tion IV presents an optimization problem formulation followed
by the introduction of a power allocation method based on
the water-filling algorithm. In Section V, we extend the deep-
learning-based method to address the general case. Section VI
provides simulation results. Sections VII and VIII present this
paper’s discussion and conclusion, respectively.

Notations: Italic letters, boldface lower-case letters, boldface
upper-case letters and calligraphic letters denote scalars, vec-
tors, matrices and sets, respectively; diag(·) forms a diagonal
matrix out of its vector argument; vec(·) is the vectorization
of a matrix argument; (·)T , (·)H , (·)−1 and (·)∗ denote
the transpose, conjugate transpose, inverse, and conjugate,
respectively; Cm×n is the complex space of a m× n matrix;
IN denotes the N × N identity matrix; CN (µ, σ2) denotes
the circularly symmetric complex Gaussian distribution with
mean µ and variance σ2; E{·} is the statistical expectation;
I(·) denotes mutual information; The matrix with all elements
equal to zero is denoted as 0; ∥ · ∥2 is the Euclidean norm;
Tr(·) denotes the trace of a matrix; For a complex vector
x ∈ Cn, ℜ{x} and ℑ{x} denote its real and imaginary parts,
respectively; Rm×n denotes the space of real-valued m × n
matrices.

II. SYSTEM MODEL

A. Overview

Figure 1 presents the setup for an XL-MIMO-assisted key
generation system, comprising a base station (BS), K UEs,
and K eavesdroppers (Eves). The BS is equipped with N
antennas, while the UEs and Eves are equipped with a single
antenna. The Eves are assumed to be passive, as they do not
actively transmit signals to interfere with the key generation
process. In addition, we assume that the Eves are curious
users within the same network who are interested in the
information exchanged between legitimate parties. Since these
curious users communicate with the BS, their channel state
information (CSI) can be acquired during the transmission
process [28], [29]. Given the known CSI, the BS designs
precoding vectors that inject artificial randomness into the
legitimate channels for secret key generation, as detailed in
Sections IV and V. In near-field communications, the channel
correlation between an Eve and a UE increases significantly
with proximity, leading to a higher risk of key leakage. Hence,
we assume that the k-th user is targeted by a nearby k-th Eve
attempting to eavesdrop on the secret keys.

As shown in Fig. 2, a key generation protocol comprises
four steps, namely channel probing, quantization, informa-
tion reconciliation and privacy amplification. In the channel
probing step, the k-th UE (BS) transmits uplink (downlink)
pilots to each other using a time division duplexing (TDD)
mode. Accordingly, the k-th UE measures the downlink near-
field channel while the BS measures the uplink channels.
Particularly, we assume that the uplink and downlink channels
are reciprocal. In the quantization step, these channel measure-
ments are converted into binary sequences using quantization
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Fig. 2. Key generation protocol.

algorithms. Due to the presence of noise, discrepancies may
arise between the quantized sequences, which can be rectified
during the subsequent information reconciliation step. Finally,
privacy amplification algorithms are employed to eliminate any
potential information leakage from the preceding stages. The
BS and the k-th UE agree on a unique secret key sequence kc.
This paper focuses on the design of channel probing, which
will be explained in Section III. The quantization is presented
in Section VI.

B. Device Configuration

As shown in Fig. 1, we consider a two-dimensional co-
ordinate system consisting of BS (Alice), UEs (Bobs) and
Eves, with the BS deployed along x-axis. The coordinate of
the central antenna of the BS equipped with a N -antenna
uniform linear array (ULA) is situated at (0, 0). The coor-
dinate of the n-th antenna is (δnd, 0) with δn = 2n−N+1

2 ,
n = 0, . . . , N − 1, where d is the antenna spacing. The
coordinates of u, u ∈ {bk, ek}, are (ruθu, ru

√
1− θ2u), where

θu = sinψu ∈ [−1, 1], ru is the distance from u to the centre
of BS and ψu is the azimuth angle. Notably, bk denotes the
bk-th UE and ek denotes the ek-th Eve.

C. Near-Field Channel Model

Depending on the distance from the antenna, the EM field
can be classified into reactive field and radiative field [30]. The
reactive near-field region, which lies close to the antenna, is



JOURNAL OF LATEX CLASS FILES, VOL. X, NO. X, X X 4

characterized by energy stored in capacitive and inductive re-
actance rather than being radiated into free space. By contrast,
in the radiative field, the electric and magnetic fields begin
to become radiative. Typically, the boundary for separating
the reactive and radiative field is defined as dF = 0.62

√
D3

λ ,
where D represents the array aperture and λ corresponds to
the wavelength [13].

The radiative field itself is further split into the radiative
near-field and the far-field [31]. A commonly utilized demarca-
tion between these regions is defined by the Rayleigh distance,
which is given by dR = 2D2

λ [32]. For a ULA, the array
aperture is D = (N − 1)d. Thus, the Rayleigh distance of
a ULA is dR = 1

2 (N − 1)2λ with d = λ/2. For example,
with a 100-element ULA operating at 28 GHz, the dR is
approximately 52.5 m and the dF is around 2.3 m. Therefore,
the radiative near-field region spans from 2.3 m to 52.5 m.
Notably, in this paper, when we use the term “near-field”,
we are specifically referring to the radiative near-field. The
radiative near-field is defined within the distance range from
dF to dR. For those interested in the key generation within the
reactive near-field region, the study conducted in [33] provides
relevant insights.

When the distance between the BS and the user is less than
the Rayleigh distance, the EM field enters the radiative near-
field region. The planar wavefront approximation no longer
holds, and a spherical wavefront representation is adopted
following [13], [31], [32]. Taking into account the curvature
of the spherical wavefront, we model both the nonlinear phase
variations and non-uniform amplitude gains across the array
elements. Firstly, when the incident wavefront is spherical,
the wave arrives at each antenna element with a different
propagation angle, resulting in varying distances from the user
to each antenna. Let r(n)u =

√
r2u + d2δ2n − 2ruθudδn denote

the distance from the user to the n-th antenna. The relative
distance difference is defined as (r

(n)
u − ru), which leads to a

nonlinear phase shift of kc(r
(n)
u − ru) across the array, where

kc =
2π
λ is the wavenumber. Secondly, to further account for

the effect of wavefront curvature, we model the non-uniform
channel amplitude across the array. Due to distance variations

across antenna elements, the channel amplitude
√
β
(n)
u from

user u to the n-th antenna element varies with n. Accordingly,
the near-field array response vector is modeled as:

c(ψu, ru) =
1√
N

[√
β
(0)
u e−jkc(r

(0)
u −ru), . . . ,√

β
(N−1)
u e−jkc(r

(N−1)
u −ru)

]T
, (1)

where c(ψu, ru) ∈ CN×1.
Based on (1), the near-field LoS channel from the k-th UE

to the BS is modeled as

fk =
√
Nc(ψbk , rbk), (2)

where fk ∈ CN×1. Similarly, we model the near-field channel
from the k-th Eve to the BS as

hk =
√
Nc(ψek , rek), (3)

where hk ∈ CN×1. In near-field communications, the cor-
relation between fk and hk is affected by both the angles
and distances [13]. As the number of antennas increases,
the correlation between two near-field channels with different
angles or distances approaches zero [34].

For high-frequency bands, such as mmWave and THz
frequency bands, non-line-of-sight (NLoS) components can
be neglected due to relatively small power levels compared
with the LoS counterparts [35], [36]. In non-stationary near-
field channels, different regions of an XL-MIMO antenna array
may be either visible or invisible to a UE, leading to a distinct
channel model [13]. Our paper focuses on a stationary near-
field channel, where all antenna arrays are visible to the UE,
as also adopted in [31].

III. MULTI-USER CHANNEL PROBING IN NEAR-FIELD
COMMUNICATIONS

The channel probing process consists of uplink and down-
link phases, each spanning V time slots. In the uplink (down-
link) phase, the UEs (BS) transmit uplink (downlink) pilots
to the BS (UEs). In the uplink phase, each UE simultane-
ously transmits the same uplink pilot sa ∈ CV×1, where
V denotes the pilot length over consecutive time slots. Here
sHa sa = PbV , where Pb denotes the transmit power of each
UE. After receiving the uplink pilots from all K UEs, the
BS estimates the near-field channels from N antennas. The
BS then uses the random precoding vector wk ∈ CN×1 to
combine the estimated channel to extract the effective channel
associated with the k-th UE.

In the downlink phase, the BS transmits the same downlink
pilot sd ∈ CV×1 to all UEs over V consecutive time slots. The
sd satisfies sHd sd = V to ensure unit average power. Using
user-specific precoding vectors {wk}Kk=1, the BS transmits
the aggregated pilot signal

∑K
k=1 wks

H
d ∈ CN×V . Each UE

receives a superposition of the precoded signals, and estimates
its effective downlink channel. Note that since the LoS fading
is static, the BS employs precoding vectors, {wk}, to create
artificial randomness to mimic fast-fading characteristics for
generating secret keys, as will be described in Section IV and
Section V.

A. Channel Probing for Secret LoS Channels
1) Downlink Channel Probing: The BS transmits a non-

orthogonal pilot signal in the form of
∑K

k=1 wks
H
d . The

received signal at the k-th UE is given by

yT
bk

= fHk
∑K

i=1
wis

H
d + nT

bk
, (4)

where ybk ∈ CV×1. The noise vector nbk ∈ CV×1 represents
temporally independent complex Gaussian noise over the V
time slots, modeled as nbk ∼ CN (0, σ2

bk
I).

By the least square (LS) estimator, the k-th UE measures
the near-field channel, fk, according to

zbk = yT
bk

sd
∥sd∥22

= fHk
∑K

i=1
wi + nT

bk

sd
∥sd∥22

= fHk wk + fHk
∑

i̸=k
wi︸ ︷︷ ︸

interference

+n̂bk , (5)
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where n̂bk ∼ CN (0, σ̂2
bk
) is the LS estimation noise at the

k-th UE, and σ̂2
bk

=
σ2
bk

V is the estimation noise variance.
The k-th Eve also receives the downlink pilot, given by

yT
aek

= hH
k

∑K

i=1
wis

H
d + nT

aek
, (6)

where yaek ∈ CV×1, naek ∈ CV×1 ∼ CN (0, σ2
aek

I) is the
noise at the k-th Eve, while σ2

aek
is the noise variance.

By the LS estimator, the k-th Eve measures the near-field
channel, hk, which is given by

zaek = yT
aek

sd
∥sd∥22

= hH
k

∑K

i=1
wi + nT

aek

sd
∥sd∥22

= hH
k

∑K

i=1
wi + n̂aek , (7)

where n̂aek ∼ CN (0, σ̂2
aek

) is the estimation noise and σ̂2
aek

=
σ2
aek

V is the estimation noise variance.
2) Uplink Channel Probing: The UEs simultaneously send

the same uplink pilot sa to the BS, and the received signal at
the BS is given by

Ya =
∑K

i=1
fis

H
a +Na, (8)

where Na ∈ CN×V is the noise matrix at the BS. The i-th row
and the j-th column element of Na corresponds to the noise
observed at the i-th receive antenna during the j-th time slot,
and is modeled as an independent and identically distributed
complex Gaussian variable, i.e., ni,j ∼ CN (0, σ2

a), where σ2
a

is the noise variance at the BS.
The BS gets the measurement of the k-th UE as

zak
= Ya

sa
∥sa∥22

=
∑K

i=1
fi + n̂a, (9)

where zak
∈ CN×1, n̂a = Na

sa
∥sa∥2

2
∈ CN×1 ∼ CN (0, σ̄2

aI)

is the LS estimation noise and σ̄2
a =

σ2
a

V Pb
.

The BS applies the random precoding vector, wk, to the
measurement of the k-th UE in (9) and obtains

z̄ak
= wH

k zak
= wH

k

∑K

i=1
fi +wH

k n̂a. (10)

The BS obtains the conjugate transpose of z̄ak
as follows:

zak
= z̄Hak

=

(∑K

i=1
fHi

)
wk + n̂ak

, (11)

where n̂ak
= n̂H

a wk is the estimation noise after precoding,
n̂ak

∼ CN (0, σ̂2
ak
), and σ̂2

ak
=

Pak
σ2
a

V Pb
is the estimation noise

variance at the BS. When the input signal has unit power, the
value of ∥wk∥22 equals the transmit power for the k-UE, i.e.,
∥wk∥22 = Pak

.
Accordingly, the k-th Eve gets the measurement from the

uplink pilot as

zbek =
∑K

i=1
hbiek + n̂bek , (12)

where n̂bek ∼ CN (0, σ̂2
bek

) is the LS estimation noise, σ̂2
bek

is
the estimation noise variance at the k-th Eve, and hbiek is the
channel from the i-th UE to the k-th Eve.

To reduce the pilot overhead, K UEs share the same
uplink and downlink pilot in the multi-user key generation

process. However, this approach introduces interference from
the precoding vectors of other UEs, causing the measurements
to become correlated. To address this issue, we propose an
SVD-based precoding scheme that mitigates the interference
from other UEs, ensuring the measurements of the K UEs
remain uncorrelated.

B. Singular Value Decomposition

To ensure that the artificial noise induced for other UEs does
not affect the k-th UE, we carefully construct the precoding
vector wk for the k-th UE to lie in the null space of other UEs.
This approach effectively mitigates interference among UEs.
Moreover, to prevent the leakage of information to unintended
Eves, the design of the precoding vector wk must also be
confined within the null space of all Eves, except for the k-
th Eve. This ensures that the secret keys are safeguarded and
remain private to the intended UE while avoiding potential
eavesdropping risks.

We define

R̃k =[f1, . . . , f(k−1), f(k+1), . . . , fK ,

h1, . . . ,h(k−1),h(k+1), . . . ,hK ], (13)

where R̃k ∈ CN×(2K−2), fk is the channel of the k-th UE,
while hk is the channel of the k-th Eve. We apply SVD to
R̃k and decompose it as

R̃k = [V̄
(1)
k V̄

(0)
k ]

[
Λ̄k 0
0 0

]
ŪH

k , (14)

where Λ̄k ∈ Crk×rk is a rank-rk diagonal matrix with
non-negative singular values, V̄

(1)
k ∈ CN×rk and V̄

(0)
k ∈

CN×(N−rk) are complex unitary matrices containing the vec-
tors corresponding to the non-zero and zero singular values,
respectively, and Ūk ∈ C(2K−2)×(2K−2) is a complex unitary
matrix.

Note that V̄(0)
k constitutes an orthogonal basis for the null

space of R̃k. The dimension of the null space must be greater
than 0, which implies that N−rk ≥ 0, where rk represents the
rank of R̃k. This leads to the requirement N ≥ rk. With K
UEs needing to perform SVD on their respective R̃k matrices
while meeting the specified requirements, it follows that N ≥
max(r1, . . . , rK). In extreme cases, if R̃k has full column
rank, then rank (R̃k) = 2K − 2. Therefore, N must satisfy
the condition N ≥ (2K−2). Since our paper focuses on XL-
MIMO systems with a large number of antennas, this condition
is likely to be satisfied. To let the k-th UE generate secret keys,
the BS injects artificial randomness in the direction of Rk =

V̄
(0)
k Σk(V̄

(0)
k )H ∈ CN×N , where Σk ∈ C(N−rk)×(N−rk) is a

diagonal matrix with identical diagonal elements 1/(N − rk).
We define

R̃ek = [f1, . . . , fK ,h1, . . . ,h(k−1),h(k+1), . . . ,hK ], (15)

where R̃ek ∈ CN×(2K−1). To prevent the k-th Eve from
eavesdropping, the BS injects noise through R̃ek. We apply
SVD to R̃ek and express it as

R̄ek = [V̄
(1)
ek V̄

(0)
ek ]

[
Λ̄ek 0
0 0

]
ŪH

ek, (16)
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where Λ̄ek ∈ Crek×rek is a rank-rek diagonal matrix with
non-negative singular values, V̄

(1)
ek ∈ CN×rek and V̄

(0)
ek ∈

CN×(N−rek) are complex unitary matrices containing the
vectors corresponding to the non-zero and zero singulars,
respectively, and Ūek ∈ C(2K−1)×(2K−1) is a complex uni-
tary matrix. Specially, V̄

(0)
ek constitutes an orthogonal basis

for the null space of R̄ek. To prevent the k-th Eve from
eavesdropping, the BS injects artificial randomness to the
direction of Rek = V̄

(0)
ek Σek(V̄

(0)
ek )

H ∈ CN×N , where
Σek ∈ C(N−rek)×(N−rek) is a diagonal matrix with identical
diagonal element 1/(N − rek).

Notably, we assume that the eavesdroppers are passive
but act as curious users within the same network, whose
CSI is known at the BS. Given the knowledge of all non-
target UEs and eavesdroppers’ channels, i.e., fk′ and hk′

for k′ ̸= k, the BS constructs a composite matrix R̃k and
finds its nullspace V̄

(0)
k , which is used to design the precoder

wS,k for injecting artificial randomness into the k-th UE’s
channel. Similarly, based on the channel knowledge of fk
and hk′ for k′ ̸= k, the BS constructs another matrix R̃ek

and computes its nullspace V̄
(0)
ek to design the precoder wN,k

that suppresses eavesdropping at the k-th Eve. The near-field
channels required for precoding can be obtained at the BS
through uplink pilot-based channel estimation. To reduce the
pilot overhead in extremely large-scale arrays, compressed
sensing techniques, such as orthogonal matching pursuit are
adopted, as discussed in [37] and [31].

Define Wk = E{wkw
H
k } ∈ CN×N as the pilot covariance

matrix for the k-th UE. Based on (14) and (16), we decompose
the pilot covariance matrix as Wk = PS,kRk + PN,kRek,
where PS,k is the transmit power for the k-th UE to generate
secret keys and PN,k is the transmit power to prevent the k-
th Eve from eavesdropping. Note that Rk is the covariance
matrix for injecting secret keys, while Rek is the covariance
matrix for suppressing eavesdropping.

In near-field communications, the UEs have distinct spatial
angles or distances, enabling the BS to distinguish them. The
proposed SVD-based precoding method utilizes this by identi-
fying the null space corresponding to other UEs. Specifically,
when the precoding vector of UE i (where i ̸= k) lies in the
null space of the k-th UE, the following condition holds:

fHk wi = 0. (17)

The interference from the k-th UE’s precoding vector does
not impact the measurements of other UEs. This approach
mitigates the interference when the UEs share the same uplink
and downlink pilots, thereby reducing the pilot overhead.

C. Secret Key Rate

Passive eavesdropping is a threat to key generation, in which
listeners intercept the signals in an effort to guess the secret
keys. According to [23], under the passive eavesdropping
attack, the SKR is I(zak

; zbk |zaek , zbek).
We assume that the k-th Eve is able to 1) receive the

uplink pilot and downlink pilot from the k-th UE and BS,
respectively; 2) be in close proximity to the k-th UE for

experiencing correlated channels as the k-th UE. The cor-
relation between the k-th UE’s and the k-th Eve’s near-
field LoS channel combined with random precoding vector
is ρ = fHk Wkhk/

(√
fHk Wkfk

√
hH
k Wkhk

)
. Due to the

differences in angles and distances between the k-th UE and
the k-th Eve, the eavesdropper cannot estimate the same
channel as the UE, thereby facilitating the key generation.
Therefore, the SKR is simplified as

I(zak
; zbk |zaek) = log2

(
|Kzak

zaek
||Kzbkzaek

|
σ2
EE,k|Kzak

zbkzaek
|

)
. (18)

The channel variances of the measurements are derived as

σ2
AA,k =

(∑K

i=1
fHi

)
E
{
wkw

H
k

}(∑K

i=1
fi

)
+ σ̂2

ak

(a)
= fHk Wkfk + σ̂2

ak
,

σ2
BB,k = fHk

(∑K

i=1
Wi

)
fk + σ̂2

bk
= fHk Wkfk + σ̂2

bk
,

σ2
EE,k = hH

k

(∑K

i=1
Wi

)
hk + σ̂2

aek
= hH

k Wkhk + σ̂2
aek
,

σ2
AE,k = σ2

BE,k = fHk Wkhk, (19)

where (a) holds due to the SVD in Section III-B. We define
σ2
B,k ≜ fHk Wkfk and σ2

E,k ≜ sHk Wksk.
Based on (19), the covariance matrices of the measurements

in (18) are calculated as follows:

Kzak
zaek

=

[
σ2
AA,k σ2

AE,k

(σ2
AE,k)

∗ σ2
EE,k

]
,

Kzbk ,zaek
=

[
σ2
BB,k σ2

BE,k

(σ2
BE,k)

∗ σ2
EE,k

]
,

Kzak
zbkzaek

=

 σ2
AA,k σ2

B,k σ2
AE,k

σ2
B,k σ2

BB,k σ2
BE,k

(σ2
AE,k)

∗ (σ2
BE,k)

∗ σ2
EE,k

 . (20)

The determinants of these three covariance matrices in (20)
are calculated as follows:

|Kzak
zaek

| = (σ2
B,k + σ̂2

ak
)(σ2

E,k + σ̂2
aek

)− |σ2
AE,k|2,

|Kzbkzaek
| = (σ2

B,k + σ̂2
bk
)(σ2

E,k + σ̂2
aek

)− |σ2
BE,k|2,

|Kzak
zbkzaek

| = (σ2
B,k + σ̂2

ak
)(σ2

B,k + σ̂2
bk
)(σ2

E,k + σ̂2
aek

)

− |σ2
AE,k|2(σ̂2

ak
+ σ̂2

bk
)− σ4

B,k(σ
2
E,k + σ̂2

aek
).

(21)

Substituting (21) into (18), the objective function is simpli-
fied as (22), which is shown at the top of the next page.

D. The Monotonicity of Secret Key Rate

Substituting αk = σ2
B,k−

σ4
AE,k

σ2
E,k+σ̂2

aek

into (22), the argument
X of the log2(X) function in (22) is simplified as the function
f(αk) in terms of αk, which is expressed as

f(αk) = 1 +
α2
k

(σ̂2
ak

+ σ̂2
bk
)αk + σ̂2

ak
σ̂2
bk

. (23)
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I(zak
; zbk |zaek) = log2

1 +
(σ2

B,k − σ4
AE,k

σ2
E,k+σ̂2

aek

)2

(σ̂2
ak

+ σ̂2
bk
)(σ2

B,k − σ4
AE,k

σ2
E,k+σ̂2

aek

) + σ̂2
ak
σ̂2
bk

 . (22)

We derive the first-order derivative of the objective function
(23) in terms of α, which is given by

∂f

∂αk
=

(σ̂2
ak

+ σ̂2
bk
)α2

k + 2σ̂2
ak
σ̂2
bk
αk(

(σ̂2
ak

+ σ̂2
bk
)αk + σ̂2

ak
σ̂2
bk

)2 . (24)

From (24), we find that ∂f
∂αk

> 0 for αk > 0. Therefore, the
objective function in (22) increases monotonically with αk.
Next, we only have to maximize αk. Notably, σ̂2

bk
is a constant

value while σ̂2
ak

is influenced by Pa,k. Here, for simplicity, we

consider the worst case that σ̂2
ak

=
Paσ

2
ak

V Pb
. In Section V, we

design a deep learning-based algorithm to optimize the actual
objective function (22).

IV. SVD-BASED PRECODING VECTOR DESIGN FOR SKR
OPTIMIZATION

The formulated optimization problem aims to maximize the
SKR by jointly designing the phase shift vectors wk, given that
the BS possesses information about the LoS channel. Under
the assumption of equal noise powers for both the UE and the
BS, denoted as σ2

b = σ2
b1

= · · · = σ2
bK

and σ2
a = σ2

a1
= · · · =

σ2
aK

, respectively, the optimization problem can be written as
follows:

(P1): max
{Wk},{Pa,k}

∑K

k=1
log2

(
1 +

α2
k

(σ̂2
a + σ̂2

b )αk + σ̂2
aσ̂

2
b

)
s.t.

∑K

k=1
Pa,k ≤ Pmax,

Tr(Wk) ≤ Pa,k, (25)

where σ̂2
a =

σ2
a

V Pb
and σ̂2

b =
σ2
b

V . The first constraint ensures
that the total power allocated to K UEs cannot exceed the
maximum power limit Pmax. The second constraint ensures
that the power allocated for the k-th UE to generate secret keys
cannot surpass the limit Pa,k. Next, we design an alternating
optimization algorithm to maximize the SKR of (P1).

A. Optimize Wk

Considering the observations from Section III-D, where it
was established that the SKR of the k-th UE monotonically
increases with αk, we proceed to design Wk to optimize
αk, while keeping Pa,k fixed. When Pa,k is determined, we
formulate the optimization problem as follows:

(P2): max
Wk

σ2
B,k −

|σ2
AE,k|2

σ2
E,k + σ̂2

ae

s.t. Tr(Wk) ≤ Pa,k, (26)

where σ̂2
ae =

σ2
ae

V . Notably, we assume that the noise variances
of Eves are equal, i.e., σ2

ae = σ2
ae1 = · · · = σ2

aeK . Since the

objective function of (P2) is non-concave, we introduce an
SVD-based method in Section III-B to convert (P2) as follows:

(P3): min
Wk

Tr(WkAkWkBk)

Tr(WkAk) + σ̂2
ae

− Tr(WkBk)

s.t. Tr(Wk) ≤ Pa,k,

Wk = WS,k +WN,k, (27)

where Bk = fkf
H
k ∈ CN×N , Ak = sks

H
k ∈ CN×N , Wk =

WS,k + WN,k, WS,k = PS,kRk ∈ CN×N , and WN,k =
PN,kRek ∈ CN×N . Therefore, Tr(WkBk) = Tr(WS,kBk) =
PS,kTr(RkBk).

Through mathematical steps, we can simplify the objective
function of the optimization problem (P3) as shown in (28),
which is presented at the top of the following page. The
coefficients in (28) are presented as follows:

m1,k = Tr(RkAkRkBk)− Tr(RkAk)Tr(RkBk)

+ Tr(RekAk)Tr(RkBk)− Tr(RekAkRkBk),

m2,k = Pa,kTr(RekAkRkBk)− Pa,kTr(RekAk)Tr(RkBk)

− σ̂2
aeTr(RkBk),

m3,k = Tr(RkAk)− Tr(RekAk),

m4,k = Pa,kTr(RekAk) + σ̂2
ae. (29)

By exploiting the simplicity of the objective function, we
transform the objective function of the optimization problem
(P3) into a function with respect to the power allocated
for generating secret keys, PS,k. The resulting optimization
problem is expressed as follows:

(P4): min
PS,k

m1,kP
2
S,k +m2,kPS,k

m3,kPS,k +m4,k

s.t. 0 ≤ PS,k ≤ Pa,k. (30)

To make the problem (P4) tractable, we can use the Dinkelbach
method to rewrite the objective function of (P4) as follows:

(P5): min
PS,k

y(PS,k)

s.t. 0 ≤ PS,k ≤ Pa,k, (31)

where y(PS,k) = m1,kP
2
S,k+m2,kPS,k+βk(m3,kPS,k+m4,k)

and βk is the slope parameter.
The algorithm for solving the problem (P5) is presented in

Algorithm 1. In line 1, we set the initial power for generating
secret keys as PS,k(0) = Pa,k. From lines 2 to 5, for the t-th
loop, we calculate the slope parameter βk(t). Given βk(t),
we then find the optimized transmit power PS,k(t). Upon
reaching the stopping criterion |m1,kP

2
S,k(t) +m2,kPS,k(t)−

βk(t)(m3,kPS,k(t) + m4,k)| ≤ ϵ, we designate βk(t) as the
optimized value, where ϵ is an arbitrarily small error.

Consequently, following the aforementioned algorithm, we
acquire the optimized values of PS,k for k = 1, . . . ,K.
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−αk =
Tr(WkAkWkBk)

Tr(WkAk) + σ̂2
ae

− Tr(WkBk) =
P 2
S,kTr(RkAkRkBk) + PS,k(Pa,k − PS,k)Tr(RekAkRkBk)

PS,kTr(RkAk) + (Pa,k − PS,k)Tr(RekAk) + σ̂2
ae

− PS,kTr(RkBk)

=
m1,kP

2
S,k +m2,kPS,k

m3,kPS,k +m4,k
. (28)

Algorithm 1 Dinkelbach Algorithm

Input: m1,k, m2,k, m3,k, m4,k, Pa,k, ϵ;
Output: PS,k, βk, t.

1: Set PS,k(0) = Pa,k, Set t = 1;
2: while |m1,kP

2
S,k(t) + m2,kPS,k(t) − βk(m3,kPS,k(t) +

m4,k)| > ϵ do
3: The slope parameter, βk(t), is calculated as follows:

βk(t) =
m1,kP

2
S,k(t−1)+m2,kPS,k(t−1)

m3,kPS,k(t−1)+m4,k
;

4: PS,k(t) = argmin
{
y(0), y(Pa,k), y

(
βk(t)m3,k−m2,k

2m1,k

)}
,

Set t = t+ 1;
5: end while

Moreover, we can express the pilot covariance matrix Wk

as Wk = PS,kRk+PN,kRek = PS,kRk+(Pa,k−PS,k)Rek.

B. Optimize Pa,k

With the pilot covariance matrices Wk for k = 1, . . . ,K
determined, we now formulate αk as follows:

−αk =
Tr(WkAkWkBk)

Tr(WkAk) + σ̂2
e

− Tr(WkBk)

=
y1,kPa,k + y2,k
y3,kPa,k + y4,k

, (32)

where

y1,k = PS,k(Tr(RekAkRkBk)− Tr(RekAk)Tr(RkBk)),

y2,k = P 2
S,k(Tr(RkAkRkBk)− Tr(RkAk)Tr(RkBk)

+ Tr(RekAk)Tr(RkBk)− Tr(RekAkRkBk))

− PS,kσ̂
2
aeTr(RkBk),

y3,k = Tr(RekAk),

y4,k = PS,k(Tr(RkAk)− Tr(RekAk)) + σ̂2
ae. (33)

Based on the coefficients given in (33), the objective func-
tion (34) expressed in terms of Pa,k is presented at the top of
the following page, where

z1,k = −(σ̂2
a + σ̂2

b )y1,ky3,k + σ̂2
aσ̂

2
by

2
3,k + y21,k,

z2,k = −(σ̂2
a + σ̂2

b )(y1,ky4,k + y2,ky3,k) + 2σ̂2
aσ̂

2
by3,ky4,k

+ 2y1,ky2,k,

z3,k = −(σ̂2
a + σ̂2

b )y2,ky4,k + σ̂2
aσ̂

2
by

2
4,k + y22,k,

z4,k = −(σ̂2
a + σ̂2

b )y1,ky3,k + σ̂2
aσ̂

2
by

2
3,k,

z5,k = −(σ̂2
a + σ̂2

b )(y1,ky4,k + y2,ky3,k) + 2σ̂2
aσ̂

2
by3,ky4,k,

z6,k = −(σ̂2
a + σ̂2

b )y2,ky4,k + σ̂2
aσ̂

2
by

2
4,k. (35)

Given Wk, we formulate the following optimization prob-
lem:

(P6): max
{Pa,k}

∑K

k=1
fk(Pa,k)

s.t.
∑K

k=1
Pa,k ≤ Pmax. (36)

1) The Concavity of the Objective Function: We aim to find
the optimized value of (P6) using the Lagrangian multiplier
method. According to [38], the solution to a concave function
over a convex solution set is guaranteed to be a global
maximum. Thus, we first analyze the concavity of the objective
function in (P6). We derive the first-order and second-order
partial derivatives of Cs =

∑K
k=1 Ck(Pa,k) in (37) and (38),

respectively, as shown at the top of the next page. The first-
order partial derivative of Cs is greater than zero for Pa,k ∈
[PS,k,+∞], implying that the K functions are monotonically
increasing. To check for concavity, the Hessian matrix should
be semi-negative definite. As ∂2Cs

∂Pa,i∂Pa,j
= 0, the objective is

concave if ∂2Cs

∂P 2
a,i

≤ 0. The second-order partial derivative func-
tion is negative in the interval Pa,k ∈ [PS,k,+∞], indicating
that each decomposed function is concave within this interval.

Therefore, by constraining the power within the concave
interval, we can find the global maximum. We proceed to
derive the Karush-Kuhn-Tucker (KKT) conditions for (P6).
Based on the KKT conditions, we then propose a water-filling
algorithm to obtain the optimized Pa,k for k = 1, . . . ,K.

2) Water-Filling Algorithm: We first derive the KKT con-
dition of (P6). Moreover, we propose a water-filling algorithm
to solve the problem with lower-bound constraints. The La-
grangian function with respect to Pa,k is given by

fLag = Cs − µ

(∑K

k=1
Pa,k − Pmax

)
, (39)

where µ ≥ 0 is the water-filling level. The corresponding KKT
conditions are

∂fLag

∂Pa,k
= yk(Pa,k)− µ = 0,

∑K

k=1
Pa,k ≤ Pmax,

µ

(∑K

k=1
Pa,k − Pmax

)
= 0,

(40)

where yk(Pa,k) is the increasing rate of the power allocated to
the k-th UE. Define gk(µ) as the inverse function of yk(Pa,k).
According to yk(Pa,k) = µ, we get the relationship mapping
from µ to Pa,k, i.e., Pa,k = gk(µ).

Next, we transform the KKT conditions into the water-
filling algorithm and find the solution. We use the water-
filling algorithm to solve the problem (40), which is shown in
Algorithm 2. Since it is hard to get a closed-form expression
for gk(µ), we introduce a two-dimensional bisection search
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Ck(Pa,k) = log2

1 +
(
y1,kPa,k+y2,k

y3,kPa,k+y4,k
)2

−(σ̂2
a + σ̂2

b )(
y1,kPa,k+y2,k

y3,kPa,k+y4,k
) + σ̂2

aσ̂
2
b

 = log2

(
z1,kP

2
a,k + z2,kPa,k + z3,k

z4,kP 2
a,k + z5,kPa,k + z6,k

)
. (34)

∂Cs

∂Pa,k
=

2z1,kPa,k + z2,k
ln 2(z1,kP 2

a,k + z2,kPa,k + z3,k)
− 2z4,kPa,k + z5,k

ln 2(z4,kP 2
a,k + z5,kPa,k + z6,k)

. (37)

∂2Cs

∂P 2
a,k

=
−2z21,kP

2
a,k − 2z1,kz2,kPa,k + 2z1,kz3,k − z22,k

ln 2(z1,kP 2
a,k + z2,kPa,k + z3,k)2

−
−2z24,kP

2
a,k − 2z4,kz5,kPa,k + 2z4,kz6,k − z25,k

ln 2(z4,kP 2
a,k + z5,kPa,k + z6,k)2

. (38)

to calculate Pa,k and µ, as shown in Algorithm 2. In line
1, we set the initial µ as µ = (µmin + µmax)/2. From lines
2 to 4, for all UEs, we apply the bisection search to find
the initial Pa,k to meet the requirement of |yk − µ| ≤ ϵ1.
From lines 6 to 14, we update Pa,k and µ, and repeat it until
|
∑K

k=1 Pa,k − Pmax| ≤ ϵ2. When Algorithm 2 is terminated,
we get the final Pa,k and µ. According to Algorithm 2, we
obtain the optimized Pa,k, k = 1, . . . ,K.

Since yk(Pa,k) monotonically decreases with respect to
Pa,k, increasing µ leads to a smaller corresponding Pa,k, and
vice versa. To determine the search interval for µ, we set
µmin = 0 so that the corresponding Pa,k tends to infinity, and
we choose a sufficiently large µmax such that the resulting Pa,k

becomes close to PS,k which is obtained from Algorithm 1.
This ensures that the entire feasible power range [PS,k, Pa,k]
is covered during the search.

The initialization of Algorithm 2 requires setting several pa-
rameters, including the power constraint interval [PS,k, Pmax],
the Lagrange multiplier interval [0, µmax], and the convergence
tolerances ϵ1 and ϵ2 for the inner and outer loops, respectively.
In our implementation, we set ϵ1 = ϵ2 = 10−10. The parame-
ter yk(Pa,k) depends on a set of parameters {z1,k, . . . , z5,k},
which are computed from the noise power and the near-field
channels of both the legitimate UEs and the Eves.

We initiate the alternating optimization algorithm with
Pa,1 = · · · = Pa,K . Subsequently, through alternate updates
of the pilot covariance matrices Wk and transmit powers Pa,k,
the objective function will be optimized.

C. Obtaining precoding vectors

Based on Wk, the precoding vector for key generation,
wS,k, is expressed as wS,k =

∑N−rk
i=1 pk,iuk,i, where

pk,i follows a complex Gaussian distribution with variance
PS,k/(N−rk) and uk,i is the i-th column of V̄(0)

k . Here, uk,i

denotes the beamforming weight vector to shape the transmit-
ted signal’s direction for key generation. The coefficient pk,i,
i = 1, . . . , N − rk, controls the amplitude of the signals to
induce artificial randomness for generating secret keys.

Furthermore, the precoding vector for suppressing eaves-
dropping, wN,k, is defined as wN,k =

∑N−rek
i=1 nk,ivk,i,

where nk,i follows a complex Gaussian distribution with
variance PN,k/(N − rek) and vk,i represents the i-th column

Algorithm 2 Two-dimensional Bisection Algorithm

Input: {zi,k}, Pmax, µmax, µmin, ϵ1, ϵ2;
Output: {Pa,k}, µ.

1: Set µ = (µmin + µmax)/2;
2: for k = 1, . . . ,K do
3: Do bisection search of Pa,k to satisfy |yk − µ| ≤ ϵ1;
4: end for
5: repeat
6: for k = 1, . . . ,K do
7: if

∑K
k=1 Pa,k < Pmax then

8: µmax = µ;
9: else

10: µmin = µ;
11: end if
12: Set µ = (µmin + µmax)/2;
13: Do bisection search of Pa,k to satisfy |yk − µ| ≤ ϵ1;
14: end for
15: until |

∑K
k=1 Pa,k − Pmax| ≤ ϵ2.

of V̄
(0)
ek . Here, vk,i signifies the beamforming weight vector

tailored to direct the signal to prevent eavesdropping on secret
keys by Eve. The coefficients nk,i, i = 1, . . . , N − rek,
contribute to injecting random noise to prevent Eve from
eavesdropping on secret keys.

Notably, our work aims to optimize the sum SKR in LoS
near-field environments. The SKR is influenced by the artificial
randomness observed at the legitimate user and the information
leakage to the eavesdropper. To enhance key generation while
mitigating information leakage, we adopt a two-stage precod-
ing design. In the first stage, based on the SVD-based approach
in Sec. III-B, we construct the wk as a linear combination
of two components: wS,k, which injects artificial randomness
for the k-th UE, and wN,k, which generates interference to
suppress eavesdropping by the k-th Eve. We further derive an
analytical expression for the sum SKR. In the second stage,
as detailed in Sec. IV, we aim to optimize the sum SKR by
determining the total transmit power Pa,k for each user and
allocating it between the two components wS,k and wN,k,
denoted as PS,k and PN,k = Pa,k − PS,k, respectively. This
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two-stage design enables both effective randomness injection
and targeted eavesdropper suppression, thereby optimizing the
overall sum SKR.

D. Complexity and Convergence

1) Complexity Analysis: The efficiency of the proposed
algorithms is contingent upon two main factors: the number
of iterations involved in the alternating maximization process,
denoted as Ta, and the computational complexity associated
with solving each sub-problem.

Algorithm 1 is designed to determine the optimized trans-
mit power PS,k for the k-th UE to facilitate the generation
of secret keys. According to [39], the complexity of the
Dinkelbach algorithm depends on the iteration count and the
complexity required to solve the convex problem in each
iteration. In each iteration, a closed-form expression is given to
find the optimized PS,k(t). Therefore, if the algorithm requires
Tk iterations to get PS,k, the complexity of the Dinkelbach
algorithm is O(Tk). Considering there are K UEs, the total
complexity of solving the first sub-optimization problem is
O(KTD), where TD = max{Tk} is the maximum iteration
count needed to find PS,k over K UEs. Based on [39], the
Dinkelbach algorithm tends to converge rapidly toward the
optimized solution and the rate of convergence may improve
as the iterations proceed.

To solve the second sub-optimization problem, Algorithm 1
is used to determine the optimized Pa,k. The complexity of
Algorithm 2 is determined by the precision parameters ϵ1
and ϵ2. In Algorithm 2, the inner bisection algorithm aims to
find Pa,k by solving the equation yk(Pa,k) = µ. The search
interval is [0, Pa,k]. Thus, if the accuracy of the bisection
search is ϵ1, we have Pa,k

2TB,k
≤ ϵ1, where TB,k is the iteration

count. There are K equations to be solved, and as a result,
the complexity becomes O(KTB), where TB = max{TB,k}.
The outer bisection algorithm seeks to find µ to satisfy∑K

k=1 Pa,k = Pmax. The search interval is [µmin, µmax]. If the
accuracy of the bisection search is ϵ2, then µmax−µmin

2TP
≤ ϵ2,

where TP is the iteration count. The total complexity of
Algorithm 2 is O(KTBTP ). According to the complexity of
two sub-optimization problems, the total complexity of the
alternative algorithm is O(TaK(TD + TBTP )).

2) Convergence Analysis: According to [40], the max-ratio
concave-convex Fractional Programming (FP) with Dinkel-
bach transform converges to the global optimum. Therefore,
since the numerator of (P4) is convex and the denominator is
concave, Algorithm 1 seeks to minimize the objective function
and make it converge to an optimized PS,k. The convergence
analysis of the bisection search is trivial. According to [41],
if yk(Pmin) − µ and yk(Pmax) − µ have opposite signs, the
inner bisection search can guarantee convergence to a solution
from the interval [Pmin, Pmax]. For the outer bisection search,
if
∑K

k=1 gk(µmin) − Pmax and
∑K

k=1 gk(µmax) − Pmax have
different signs, the outer bisection search converges. Thus, the
convergence of Algorithm 2 hinges on the careful selection
of the search interval.

According to [42] and [43], in each iteration, the alter-
nating optimization algorithm seeks the optimized solution

based on Algorithm 1 and Algorithm 2, thereby ensuring a
non-decreasing objective function. Furthermore, the algorithm
guarantees convergence due to the upper bound constraint
imposed by the power budget.

In this section, we divide the optimization problem into two
sub-problems. By first optimizing the pilot covariance matrix
Wk and then the transmit power for the k-th UE, Pa,k, we
can iteratively solve these two sub-problems to improve the
sum SKR. Given the non-convex nature of the problem, the
SVD method decomposes Wk as Wk = PS,kRk+PN,kRek,
where PS,k and PN,k are optimized in the first sub-problem.
Consequently, this alternating optimization approach guaran-
tees only a sub-optimal solution.

V. DEEP LEARNING-BASED PRECODING VECTOR DESIGN

The alternating optimization algorithm provides an opti-
mized solution for (P1). However, the original objective func-
tion of (P1) fails to account for the influence of the precoding
vectors {wk}, which directly affects the estimation noise. To
accurately reflect the system’s performance, it is necessary to
modify the objective function to include the estimation noise
caused by precoding. Thus, we define the actual objective
function, taking into consideration the estimation noise after
precoding, as follows:

fp(αk) =
∑K

k=1
log2

(
1 +

α2
k

(Pa,kσ̄2
a + σ̂2

b )αk + Pa,kσ̄2
aσ̂

2
b

)
.

(41)

The objective function (41) poses a challenge due to its
complexity arising from the coupling of variables αk and
Pa,k. Notably, the determination of αk relies on the precoding
vector wk, further complicating the optimization problem. The
interdependence between these variables necessitates a careful
approach to address the coupled nature of wk and Pa,k and
find an effective solution. Drawing inspiration from [27], we
propose a novel deep-learning-based method to determine the
optimized value of the SKR in near-field communications. The
expression for αk is provided in closed-form as shown in (28).
However, it is worth noting that the multiplication of complex
matrices Ak, Bk, and Wk presents a challenge for real-value
deep learning networks to handle efficiently. We rewrite the
analytical expression of αk as

αk = PS,ks5,k −
P 2
S,ks1,k + PS,kPN,ks3,k

PS,ks2,k + PN,ks4,k + σ̂2
ae

, (42)

where s5,k = Tr(RkBk), s1,k = Tr(RkAkRkBk),
s2,k = Tr(RkAk), s3,k = Tr(RekAkRkBk), and
s4,k = Tr(RekAk). The power constraint is expressed as∑K

k=1(PS,k + PN,k) = Pmax.
To optimize (42), we introduce an unsupervised DNN-based

power allocation algorithm, which we refer to as KGSVD-
Net. The analytical expression for the sum SKR is determined
by the coefficients sn,k, which depend on the LoS near-field
channels of the K UEs and Eves, as well as the transmit power.
Through training, the DNN learns the complex relationships
between these coefficients, the transmit power, and the values
of PS,k and PN,k. During the online inference phase, the
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network directly outputs the optimized PS,k and PN,k once the
coefficients sn,k and transmit power are provided. In contrast,
the SVD precoding with a power allocation scheme depends
on an iterative algorithm to maximize the sum SKR, requiring
time to search for the optimized values and needing reopti-
mization whenever the parameters or transmit power change.
The deep learning-based approach shifts the computational
complexity to the training stage, thereby significantly reducing
the workload during the online inference phase [27].

The KGSVD-Net architecture, illustrated in Fig. 3, is de-
signed to take input tensors representing the BS’s trans-
mit power Pa (a 1 × 1 tensor) generated from the in-
terval [pmin, pmax] and coefficients {s1,k, s2,k, . . . , s5,k} (a
5K × 1 tensor) generated from various intervals, such as
[rbk,min, rbk,max], [rek,min, rek,max]. The model leverages two
fully connected (FC) layers as hidden layers for feature
extraction, utilizing the ReLu activation function. The output
layer consists of one 2K × 1 FC layer and one 2K × 1
normalization layer. The FC layer’s output is denoted as
p′ =

[
P ′
S,1, . . . , P

′
S,K , P

′
N,1, · · · , P ′

N,K

]T
, where P ′

S,1 to
P ′
S,K represent the optimized values of the transmission pow-

ers for the UEs, and P ′
N,1 to P ′

N,K represent the optimized
values of the interference powers for the UEs. To satisfy the
total power constraint, the normalization layer performs the
necessary scaling of the output power values to ensure that
the total allocated power across all UEs is within the specified
range. By employing this architecture and leveraging the
deep learning model, KGSVD-Net achieves effective power
allocation, effectively optimizing the objective function (42)
while respecting the constraints imposed on the total power.
The normalization layer is given by

PN,k = Pmax
P ′
N,k∑K

k=1 P
′
S,k +

∑K
k=1 P

′
N,k

, (43)

PS,k = Pmax
P ′
S,k∑K

k=1 P
′
S,k +

∑K
k=1 P

′
N,k

. (44)

During the training phase, KGPA-Net updates its parameters
through unsupervised learning with the aim of maximizing the
SKR. This is accomplished by minimizing the loss function
given by Loss = − 1

Nm

∑Nm

n=1 fp,n(αk), where Nm is the
number of training samples, αk are the values calculated from
(42) in the n-th training, and fp,n(αk) is the loss function cal-
culated from (41) for the n-th sample. A smaller loss function
corresponds to a higher average SKR. The DNN is updated
using the stochastic gradient descent method (Adam optimizer)
with a learning rate of 0.001. The training process is performed
offline, resulting in lower computational complexity.

In the online inference phase, the BS allocates power
directly to UEs based on the output of the trained neural
network, as soon as it receives the power and sn,k calculated
from the spatial angles and distances of UEs and Eves.

VI. QUANTIZATION

During the t-th channel probing, the BS applies a beam-
forming vector wk to introduce randomness into the LoS
channel by randomly configuring its amplitudes. Since wk is
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Fig. 3. KGSVD-Net architecture.

reconfigured independently in each probing round, the result-
ing measurements become temporally random and statistically
uncorrelated across different probings. This temporal random-
ness ensures that the quantized keys are sufficiently random for
key generation. Specifically, the uplink and downlink measure-
ments at the t-th probing, denoted by zak

(t) and zbk(t), follow
the models in (11) and (5), respectively. After Td probings,
the BS and the k-th UE collect a sequence of random channel
measurements gak

= [zak
(1), . . . , zak

(Td)]
T ∈ CTd×1 and

gbk = [zbk(1), . . . , zbk(Td)]
T ∈ CTd×1.

To verify the randomness of bit sequence after quan-
tization, we construct the real-valued vectors ḡak

=
[ℜ{gak

};ℑ{gak
}] ∈ R2Td×1 and ḡbk = [ℜ{hgk};ℑ{gbk}] ∈

R2Td×1. Following Algorithm 1 in [43], a one-bit quantizer is
given by

kak
(i) =

{
1, if ḡak

(i) > 0,

0, if ḡak
(i) ≤ 0,

(45)

where ḡak
(i) is the i-th element of ḡak

. The quan-
tized bit sequence at the BS is denoted by kak

=
[kak

(1), . . . , kak
(2Td)]

T . The k-th UE applies the same quan-
tization to obtain its own bit sequence kbk .

Due to estimation errors, mismatches may occur between
kak

and kbk . We quantify the difference using the key dis-
agreement rate (KDR) [6], defined as

KDR =
1

2Td

∑2Td

i=1
|kak

(i)− kbk(i)|, (46)

where kak
(i) and kbk(i) denote the i-th bits in kak

and kbk ,
respectively.

VII. NUMERICAL RESULTS

This section presents numerical results that demonstrate the
efficiency of the proposed near-field key generation schemes.

A. Setup

The BS is equipped with a ULA comprising N antennas and
positioned along the x-axis, with its central antenna located at
the origin (0, 0). The antennas are spaced at a distance of d =
λ/2. The carrier frequency is set as fc = 30 GHz. There are
two UEs and the k-th UE, k ∈ {1, 2}, is situated at coordinates(
rbk sin(ψbk), rbk

√
1− sin2(ψbk)

)
, where rbk is the distance

from the k-th UE to coordinate origin and ψbk denotes the
angle between the k-th BS-UE link and y-axis. There are two
Eves and the k-th Eve eavesdrops on the k-th UE. The k-th Eve

is situated at coordinates
(
rek sin(ψek), rek

√
1− sin2(ψek)

)
,

where rek is the distance from the k-th Eve to coordinate
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origin and ψek denotes the angle between the k-th BS-Eve link
and y-axis. The transmit powers of the BS and the two UEs
are configured to be equal, denoted as Pt = Pa = Pb dBm.

The path-loss effect from u ∈ {b1, b2, e1, e2} to the n-th
antenna is β(n)

u = β0

(
d0

r
(n)
u

)ϵu
, where ϵu = 2 is the path-loss

exponent [36], [32], β0 = ( λ
4π )

2 denotes the path-loss effect at
d0 = 1 m and r(n)u is the distance from u to the n-th antenna.

The pilot length is set to V = 1. The noise powers for
all components involved, namely σ2

0 = σ2
a = σ2

b = σ2
e , are

identically set to -105 dBm [44]. Other parameters such as the
transmnit power, the number of antennas, the angles and the
distances of users and eavesdroppers vary with each scenario
and are provided in the figure captions.

1) Considered Algorithms: The comparison and our pro-
posed algorithms are described as follows:

(a) Random Amplitude Scaling without Precoding (RAS
w/o P): The BS transmits pilot signals without any form
of beamforming. To inject artificial randomness into the
LoS channel, the pilot sequence of each user is scaled
by a random coefficient pk drawn from a zero-mean
complex Gaussian distribution. Since no precoding is
applied, this scheme cannot actively shape the transmis-
sion direction or suppress eavesdropping.

(b) Maximal-Ratio Combining (MRC): The BS applies
MRC beamforming to let the precoding vector align the
channel with the signal, wk/∥wk∥2 = fk/∥fk∥2 [35].
This process helps to enhance the signal-to-noise ratio
(SNR) while mitigating the effects of noise.

(c) SVD without Power Allocation (SVD w/o PA): The
design of the precoding vector is based on Section IV.
The total transmit power Pmax is equally allocated among
K UEs, i.e., Pa,k = Pmax/K. For each UE, the Pa,k

is equally split between key generation and protection
against eavesdropping, i.e., PS,k = PN,k = Pa,k/2.

(d) SVD with Power Allocation (SVD w/ PA): The design
of precoding vector is based on Section IV. The transmit
power allocated to generate secret keys and prevent Eve
from eavesdropping is according to Algorithms 1 and 2.
The transmit power to prevent Eve from eavesdropping
is allocated to the orthogonal space that is perpendicular
to the legitimate channel.

(e) SVD with Deep-Learning-based Power Allocation
(SVD w/ DLPA): A deep learning network is designed
to allocate power in the SVD-based precoding design,
which was described in Section V.

B. Results of SKR

We evaluated the SKR against the spatial angles of Eves,
the transmit power, the distances of Eves, and the number of
transmit antennas.

Figure 4 illustrates the SKR versus the spatial angles of
Eves. The spatial angles of Eves are defined as follows:
ψe1 = (ψb1 +∆ψ) radian, ψe2 = (ψb2 +∆ψ) radian, where
∆ψ represents the variation along the y-axis. When Eve1
(Eve2) shares the same spatial angle with UE1 (UE2), the
SKRs of all schemes are nearly 0. The spatial separation
resulting from the differences in spatial angles causes the
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Fig. 4. Sum SKR versus the spatial angle of Eve. Here, Pt = 20 dBm,
N = 256, rb1 = re1 = 12 m, rb2 = re2 = 13 m, ψb1 = −1.5 radians,
and ψb2 = 1.5 radians.

near-field channels between Eves and UEs to become more
uncorrelated. As a consequence, this enhanced uncorrelation
in the near-field channels is the reason behind the improved
performance of the SKR when ∆ψ deviates from 0. When
there is a spatial angle between the UEs and Eves, the SVD
w/ PA shows better performance than the SVD w/o PA
scheme, which validates the performance of Algorithms 1
and 2. The difference in spatial angles enables the SVD-
based precoding vector design to find sufficient legitimate and
orthogonal spaces for Algorithms 1 and 2 to allocate noise
power. Compared to the MRC scheme, both the SVD w/o PA,
SVD w/ PA and SVD w/ DLPA schemes demonstrate superior
performance, indicating their ability to effectively utilize the
differences in spatial angles to generate secret keys.

Figure 5 illustrates the SKR versus the transmit power when
Eves and UEs share the same spatial angles but different
distances. As the transmit power rises, the SNR also increases,
consequently leading to a higher SKR. In scenarios where
Eves share the same spatial angles with UEs, denoted by
ψb1 = ψe1 = −0.6 and ψb2 = ψe2 = 0.6, it is still possible
for the BS and UEs to extract secret keys from the LoS
channel from the proposed schemes. This is feasible due to the
disparity in distances between UEs and Eves in the near-field
channel model, which provides sufficient space for the BS to
achieve a better SNR in near-field communications, enabling
successful key generation. The MRC scheme yields poor
performance since it does not induce artificial noise to prevent
Eve from eavesdropping. The k-th Eve is positioned very close
to the k-th UE, resulting in a high correlation between hk

and fk. In the MRC scheme, the precoding vector wk is
aligned with fk. Consequently, the k-th Eve can eavesdrop on
a significant portion of the secret keys, since its channel hk,
when multiplied by the random precoding vector, is highly
correlated with fk multiplied by wk. This high correlation
limits the secret key rate in the MRC scheme.

The SVD w/o PA scheme outperforms both the MRC and
RAS w/o PA schemes, demonstrating the effectiveness of the
proposed SVD-based precoding in shaping the transmit signal
to enable key generation and to suppress eavesdropping. The
SVD w/ PA scheme is slightly better than the SVD w/o
PA scheme since the the alternating optimization algorithm
in Algorithms 1 and 2 enhances performance by jointly
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Fig. 5. Sum SKR versus the transmit power. Here, N = 256, rb1 = 12 m,
rb2 = 13 m, re1 = 11.98 m, re2 = 12.98 m, ψb1 = ψe1 = −0.6 radians,
and ψb2 = ψe2 = 0.6 radians.

optimizing the power allocation across UEs and dividing the
transmit power between PS,k for key generation and PN,k

for suppressing eavesdropping. However, the SVD w/ PA
scheme does not show good performance since the difference
in distances between Eve and the UE is not very large, so the
SVD method cannot find sufficient legitimate and orthogonal
spaces to conduct power allocation. Moreover, the objective
function of the SVD w/ PA scheme is designed under a worst-
case assumption, where the noise power is affected by the total
transmit power Pmax. In contrast, the SVD w/ DLPA scheme
improves the performance by directly optimizing the original
non-convex objective, explicitly accounting for the impact of
precoding on the noise at the BS. As a result, it provides
a more effective power allocation for both key generation
and preventing eavesdropping, compared to the SVD w/ PA
scheme. Our simulation results show that the SVD w/ DLPA
scheme achieves an average performance gain of 0.59 over the
SVD w/ PA scheme.

In Fig. 5, compared to the RAS w/o P scheme, the proposed
SVD w/ PA scheme achieves an average SKR gain of 10.25
over different transmit power levels. Since the RAS w/o P
scheme applies no precoding and uses random coefficients, the
SKR remains low, particularly when eavesdroppers are located
close to the legitimate users with identical angles. Moreover,
the sum SKR of the RAS w/o P scheme is close to that of
the MRC scheme under these settings, as the legitimate UEs
and their corresponding eavesdroppers have the same angles
and only differ slightly in distance. To examine the impact
of angular separation, we increase the angle of the k-th Eve
by setting ψek = ψbk + ∆ with ∆ = 0.006. Under this
setting, the gap between the MRC and RAS w/o P schemes
becomes more significant. This is because MRC aligns with
the near-field channels of legitimate users and injects artificial
randomness into the LoS channel of the target UE, while the
RAS w/o P scheme lacks a precoding mechanism to suppress
eavesdropping or enhance randomness.

In Fig. 6, we illustrate the SKR when the distances of
Eves vary. The distances of Eves are defined as follows:
re1 = (rb1+∆r) m, re2 = (rb2+∆r) m, where ∆r represents
the variation with respect to the centre of antennas. When
Eve1 (Eve2) and UE1 (UE2) have the same spatial angle of
−0.6 (0.6) radians, the SKR of the MRC scheme exhibits

-0.08 -0.06 -0.04 -0.02 0 0.02 0.04 0.06 0.08

0

2

4

6

8

10

12

14

-0.02 0 0.02

2

4

6

Fig. 6. Sum SKR versus the distance of Eve. Here, Pt = 20 dBm, N = 256,
rb1 = 12 m, rb1 = 13 m, ψb1 = ψe1 = −0.6 radians and ψb2 = ψe2 =
0.6 radians.

an increasing trend with the growth of re1 and re2 . It is
noteworthy that despite the increase in SKR as re1 and re2
rise, the overall SKR of the MRC scheme remains relatively
low. In near-field communications, the distance difference can
be used to help UEs have an advantage over Eves in generating
secret keys. Other than Eve having the same distance and
spatial angles as some UEs, the schemes in the near-field
can generate secret keys. The SKR of the proposed schemes
initially decrease, attaining their minimum values at ∆r = 0
m and then increase as ∆r varies. This behavior indicates that
Eves’ location is gradually shifting from being closer to the
UEs to being farther away from UEs. The correlation between
the near-field channels of UEs and Eves gets stronger when the
Eves are gradually near the UEs. What is more, the proposed
SVD w/ DLPA scheme shows better performance than the
SVD w/o PA scheme.

In Fig. 7, we investigate the SKR versus the number of
antennas. Increasing the number of antennas enhances the
channel estimation accuracy, leading to an improved SKR in
key generation systems. When the total number of antennas is
not sufficiently large, the increase in the number of antennas
does not significantly improve the SKR of the MRC scheme.
While increasing the number of antennas can improve the
resolution of spatial angles to distinguish potential Eves,
the differences in spatial angles may not be obvious when
the number of antennas is not large enough. However, the
proposed SVD w/o PA, SVD w/ PA and SVD w/ DLPA
schemes demonstrate improved performance, even in scenarios
where Eves are in close proximity to UEs.

Figure 8 investigates the SKR versus the transmit power in
the case of 4 UEs and 6 UEs. The dashed curves represent
the SKR of the proposed and the comparison schemes for 6
UEs while the solid curves represent the SKR of the proposed
and the comparison schemes for 4 UEs. The SVD w/ PA and
the SVD w/ DLPA schemes can be applied to the scenario
where the number of UEs is over 2. When the number of UEs
increases, the total SKR of the system increases. The distance
in the spatial angles and distances between UEs can be applied
to generate secret keys simultaneously with the BS.

C. Results of KDR and Randomness

We investigate the KDR and the randomness of secret keys.
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Fig. 7. Sum SKR versus the number of antennas. Here, Pt = 20 dBm, rb1 =
12 m, rb2 = 13 m, re1 = 11.98 m, re2 = 12.98 m, ψb1 = ψe1 = −0.6
radians, and ψb2 = ψe2 = 0.6 radians.

10 12 14 16 18 20 22 24 26 28 30

0

10

20

30

40

50

60

Fig. 8. Sum SKR versus the transmit power for the cases of 4 and 6 UEs.
Here, N = 256, rb1 = 12 m, rb2 = 13 m, rb3 = 12 m, rb4 = 13 m,
rb5 = 12 m, rb6 = 13 m, re1 = 11.98 m, re2 = 12.98 m, re3 = 11.98
m, re4 = 12.98 m, re5 = 11.98 m, re6 = 12.98 m, ψb1 = ψe1 = −0.7
radians, ψb2 = ψe2 = −0.6 radians, ψb3 = ψe3 = −0.5 radians, ψb4 =
ψe4 = 0.5 radians, ψb5 = ψe5 = 0.6 radians, and ψb6 = ψe6 = 0.7
radians.

10 12 14 16 18 20 22 24 26 28 30

0

1

2

3

4

5

6
10

-3

Fig. 9. Sum KDR versus the transmit power. Here, N = 256, rb1 = 12 m,
rb2 = 13 m, re1 = 11.98 m, re2 = 12.98 m, ψb1 = ψe1 = −0.6 radians,
and ψb2 = ψe2 = 0.6 radians.

Figure 9 evaluates the KDR performance as a function of
the transmit power. A total of 10,000 channel probings are
conducted, and the resulting quantized sequences are used to
compute the KDR. It can be observed that the KDR decreases
with increasing transmit power, as a higher SNR leads to fewer
discrepancies between the channel measurements of Alice
and Bob. The KDR of the MRC scheme is nearly zero and
lower than that of the other schemes, since MRC precoding
directly aligns with the channels of the UEs, resulting in the

TABLE I
RANDOMNESS TEST RESULTS

SVD w/o PA SVD w/ PA SVD w/ DLPA
Frequency 0.915 0.93 0.07

Block frequency 0.53 0.52 0.66
Runs 0.22 0.23 0.81

Longest run of 1s 0.92 0.93 0.57
DFT 0.34 0.60 0.34

Serial 0.41 0.34 0.73
0.18 0.11 0.93

Approx. entropy 0.90 0.89 0.29
Cumulative sums (Fwd) 0.79 0.80 0.08
Cumulative sums (Rev) 0.69 0.73 0.06

highest SNR for channel estimation. In contrast, the SVD-
based precoding allocates power not only for key generation
with UEs but also for interfering with Eves, which reduces
the power allocated to legitimate UEs and thus degrades the
SNR. The KDR of the RAS w/o P scheme is the highest, as
no directional precoding is applied to focus energy toward
the UEs, resulting in the lowest SNR. The SVD w/ PA
scheme exhibits a higher KDR than the SVD w/o PA scheme.
In the SVD w/o PA scheme, the transmit power is equally
divided between wS,k and wN,k for each UE. In contrast, the
SVD w/ PA scheme employs a power allocation algorithm
that dynamically adjusts the power split between wS,k and
wN,k to maximize the SKR. However, to improve the overall
SKR, the algorithm may reduce the power allocated to certain
wS,k, especially for UEs with weaker channels, or in order
to strengthen interference against eavesdroppers. As a result,
the reduced power for wS,k leads to a lower SNR and thus
a higher KDR. Likewise, the KDR of the SVD w/ DLPA
scheme is slightly higher than that of the SVD w/ PA scheme
due to its further adjustment of power allocation.

To evaluate the statistical randomness of the quantized bit
sequences, we employ tests from the National Institute of
Standards and Technology (NIST) statistical test suite [45].
Under the configuration of N = 256 antennas and a transmit
power of Pt = 15 dBm, we carry out 10,000 rounds of channel
probing. This yields 10,000 complex-valued measurements,
which are converted into 20,000 binary bits by applying the
one-bit quantization in Sec. VI to extract both the real and
imaginary components. We then utilize the implementation
provided by the toolbox in [46] to perform 9 selected NIST
tests. A p-value greater than 0.01 indicates that the bit se-
quence passes the corresponding randomness criterion. As
shown in Table I, all tests yield p-values above this threshold,
validating the randomness of the quantized bit sequence. These
results confirm that the temporal randomness induced by ran-
domly configuring the amplitude of wk produces statistically
independent measurements, suitable for key generation after
quantization.

VIII. DISCUSSION

A. Passive Eavesdropping

If the eavesdropper’s channel is unavailable, our SVD-
based precoding method cannot identify the eavesdropper’s
null space and inject randomness to prevent eavesdropping
on secret keys. Future communications systems with sensing
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technologies, as suggested by [47], may estimate the eaves-
droppers’ channels. The BS may transmit probing signals and
process the echoes to estimate each eavesdropper’s angle and
distances, as shown in [48], [49]. These estimated parameters
could construct a near-field LoS channel estimate for each
eavesdropper. However, uncertainty in the eavesdropper’s CSI
must be considered. While our method is based on the ideal
assumption of perfect eavesdropper CSI, it serves as a theoret-
ical benchmark that reveals the potential performance limits.
These results offer guidance for future systems where partial
eavesdropper information may be available through emerging
sensing technologies.

B. NLoS Channels

Our work focuses on LoS environments where the inherent
randomness of the channel is limited. If NLoS paths exist,
their randomness can be used for key generation. Under
these circumstances, the channel model can be extended as
fk =

√
Nc(ψbk , rbk)+

√
N
Dk

∑Dk

j=1 αk,jc(ψbk,j , rbk,j), where
Dk is the number of paths, αk,j is the complex gain, ψbk,j

is the spatial angle, and rbk,j is the distance of the j-th
NLoS path. Our current precoding vector can be designed
to lie in the nullspace of the NLoS components, bk,j =√

N
Dk
αk,ja(ψbk,j , rbk,j), to suppress their influence and retain

the effectiveness of the LoS-based scheme. Alternatively, to
extract randomness from the NLoS components, additional
beamformers can be designed to lie in the nullspace of the LoS
path, thereby suppressing its influence. Since LoS and NLoS
components have different channel variances, transmit power
should be allocated properly—either to use NLoS randomness
directly or to inject artificial randomness into the LoS path.

IX. CONCLUSION

This paper investigated the PLKG in near-field multi-user
communications. We used precoding vectors to induce ar-
tificial randomness to the LoS channels to generate secret
keys at the BS and UEs and prevent Eves from eavesdrop-
ping. We proposed a multi-user channel probing protocol that
leverages the difference in the distance of UEs in near-field
communications, which achieves non-orthogonal pilots. We
also derived the SKR and proposed an alternating optimization
algorithm to allocate the noise power for generating secret
keys and the noise for preventing Eves from eavesdropping.
To mitigate the influence of noise after precoding, we designed
a deep learning-based power allocation method, which further
improves the SKR. Our theoretical results were validated in
terms of the transmit power, the distance of Eves, the spatial
angle of Eves, and the number of antennas. Even if Eve shares
the same spatial angles as the UE and when Eve is positioned
closer to the BS than the UE, the key generation scheme in
the near-field can still produce secret keys.
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