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Abstract—Recently, quantum deep reinforcement learning (Q-
DRL) has started to gain attention as a potential approach for
tackling complex challenges in wireless communication systems.
In particular, Q-DRL, integrating quantum operations into deep
learning models, can effectively handle dynamic environments
and process large-scale optimizations. As future wireless net-
works continue to evolve, greater emphasis is being placed on
context and meaning rather than raw data. New paradigms,
such as semantic communications (SemComs) are essential to
effectively convey meaning between transmitters and receivers.
By linking SemComs with Q-DRL, future wireless networks will
be capable of large-scale extractions and decoding of meaning,
thereby minimizing reliance on complete context sharing between
communicating parties. Together with SemComs, digital twins
(DTs) have been considered as key enablers for future wireless
networks. As virtual replicas of physical networks, they serve an
important role in network operation, optimization, and control.
In this regard, Q-DRL will also be highly beneficial for DTs
in enhancing critical functions such as data management and
security. This study offers fresh outlooks on how to leverage Q-
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DRL for SemComs in future wireless networks, augmented by
the use of DTs.

Index Terms—Digital twins; quantum deep reinforcement
learning; semantic communications; wireless communication net-
works.

I. INTRODUCTION

THE sixth generation (6G) networks aim at providing un-
paralleled connectivity, ultra-low latency, high data rates,

and ubiquitous coverage [1]. Achieving these goals involves
dealing with challenges such as rapid traffic increases, fluctuat-
ing user demands, complex spectral resource management, and
varying wireless channel conditions. With the incorporation
of diverse technologies such as Internet-of-Things (IoT), ex-
tended reality (XR), and massive machine-to-machine (M2M)
communications, novel workflows are needed to adapt, learn,
and optimize in real time [2], [3]. Semantic communications
(SemComs) have gained significant interest as a key element
in addressing these challenges by transmitting meaningful,
task-specific information, not just raw data [4], [5], especially
when combined with digital twins (DTs) [6] (i.e., high-fidelity
virtual models that mirror the physical network) facilitat-
ing performance prediction, network behavior simulation, and
system limitation forecasting [7]. However, integrating Sem-
Coms and DTs demands significant computational resources
and advanced decision-making. To this end, quantum deep
reinforcement learning (Q-DRL), which leverages quantum
features such as superposition and entanglement, alongside
deep reinforcement learning (DRL), will play a crucial role in
optimizing complex large-scale networks in real time [8]–[11].
In the sequel, we discuss how Q-DRL addresses some of the
challenges of network uncertainty and frequent context changes
that will be thrust upon 6G, paving the way for resilient and
intelligent wireless infrastructure of the future.

A. Background and Motivations
As we progress from 5G to 6G, the next generation of wire-

less networks promises more than improved data throughput
and reduced latency [12], [13]. Envisioned 6G systems must
deliver ultra-high reliability, massive machine-type communi-
cations, and immersive experiences ranging from XR to holo-
graphic interactions, while ensuring seamless connectivity in



remote and highly mobile environments [14]. Achieving these
goals requires intelligent and autonomous decision-making
tools capable of handling the highly dynamic and unpredictable
nature of future wireless networks. However, conventional
network optimization and machine learning (ML) techniques
fall short when confronted with the sheer complexity and scale
of 6G [15], [16].1 This is where Q-DRL, SemComs, and DTs
converge to reshape the wireless network ecosystem: First,
quantum computing holds the promise of tackling the extraor-
dinarily complex optimization tasks that traditional computing
methods struggle to handle, while deep reinforcement learning
(DRL) enables systems to refine their decision-making through
continuous feedback [19].2 Second, SemComs aim to transmit
the meaning of data, improving efficiency and intelligence.
Finally, DTs simulate network conditions, user behavior, and
deployment strategies accurately, without disrupting real-world
operations. Together, these technologies lay the foundation for
6G networks that are not only capable of higher data rates and
greater reliability, but also smart, resilient, and immersive [22].

1) SemComs: Instead of transmitting every piece of in-
formation in its entirety, SemCom protocols focus on the
underlying meaning or intent behind a message, sharing only
the critical details [23]. By integrating semantics-aware strate-
gies into the network, 6G systems can achieve: (i) Minimized
redundancy. Rather than sending bulky data streams, semantic
mechanisms convey condensed representations of information
[24], alleviating network congestion and making better use
of limited spectrum resources. (ii) Reliability. By recognizing
context and prioritizing crucial details (for example, emergency
alerts or core system updates), SemComs ensure the reliable
transmissions of essential information, even under variable
resource constraints [25]. (iii) Context-driven adaptability. As
network environments, user demands, or service requirements
change, semantic methods adapt how information is encoded
and communicated [26], rendering wireless systems more
resilient to fluctuating conditions. Nevertheless, bringing Sem-
Coms to life poses challenges, as networks must be able to
infer context, understand user intent, and interpret the changing
environment [27].

2) DTs: In conjunction with SemComs, DT technology
emerges as a key component of 6G intelligence [28], [29].

1Use cases such as tactile internet, augmented reality, and industrial au-
tonomous systems demand sub-millisecond decision cycles under reliability
constraints (e.g., 99.99999% or higher), as in Ultra-Reliable Low Latency
Communication (URLLC) and xURLLC (Extreme URLLC). Highly parame-
terized neural networks within DRL workflows, particularly when processed
on edge or IoT devices, may exceed available computation and energy budgets,
involving challenges in satisfying ultra-low-latency requirements. To mitigate
bottlenecks in delivering timely control actions for such latency-sensitive
applications, well-designed quantum learning models may promote training
convergence [17], [18], making reduced training iterations possible.

2DRL is suitable for complex and time-varying wireless scenarios, where
estimating solutions via mathematical or supervised learning approaches
(which typically requires labeled data) faces difficulties. For example, [20]
applies DRL for managing resources in near-field internet-of-everything (IoE)
for healthcare monitoring, which can also be extended to power conservation
cycles, and more. Beyond its role in communications, DRL can also be used
for node/user localization, as in [21]. In this study, received signal strength
(RSS) data is used to locate IoT nodes without labeled data, with rewards set
by exploiting landmark points that have reliable location and RSS data.

A DT serves as a virtual counterpart to the corresponding
physical network, continuously updated to mirror real-world
changes in near real time. By accurately modeling network
elements, traffic patterns, and user activities, operators can:
(i) Anticipate failures by pinpointing potential bottlenecks or
performance degradations in DT environments before they
manifest in the physical environment, prompting solutions
[30]. (ii) Optimize resource allocation by evaluating updated
network configurations, routing approaches, or quality-of-
service policies within the DT environment, minimizing risks
before implementing changes to the physical network [31].
(iii) Enhanced security and resilience by simulating scenarios
ranging from cyberattacks to natural disasters, thereby validat-
ing countermeasures and enhancing overall robustness of the
wireless system [32]. However, maintaining an updated DT is
not trivial, demanding massive data processing and continuous
learning from real-time physical measurements. Consequently,
traditional simulation frameworks and model-based strategies
will face challenges in keeping up with the complexity and
dynamics of wireless networks.

3) Limitations of Classical Machine Learning in 6G: While
ML is valuable in current wireless networks, conventional
ML algorithms, including many deep learning methods, are
expected to encounter major challenges in future wireless envi-
ronments [33], particularly concerning optimization scalability
and changing network conditions: (i) Enormous state and ac-
tion spaces. With billions of devices and diverse service-level
agreements (SLAs), the number of possible states, e.g., chan-
nel conditions, user demands, and actions (including spectral
resource allocations and scheduling decisions) grows exponen-
tially [34], [35]. (ii) Real-time constraints. Key 6G use cases,
ranging from ultra-responsive tactile internet applications to
holographic interactions, require extremely low latency. (iii)
Rapid environment changes. 6G infrastructure must handle
transient link quality and varying spectral and time resource
availability in urban, airborne, or space-based (e.g., non-
terrestrial networks) scenarios [36], [37]. As these problems are
rooted in the growing complexity of future wireless networks,
quantum-enabled learning offers a prospective alternative for
information processing information and optimization, with the
key benefits as follows. On one hand, assuming 𝑁bits classical
bits, a classical computing system may represent one of 2𝑁bits

possible states. On the other hand, assuming 𝑁qubits = 𝑁bits
quantum bits, a quantum computing system may represent
a superposition of 2𝑁qubits possible states, thanks to quantum
computing properties such as superposition and entanglement,
which will be detailed in Section II. This enables quantum
computing to handle large state and action spaces [38], and
potentially accelerates training convergence [39].

B. Related Tutorials and Surveys
The following outlines3 tutorials and surveys covering Sem-

Coms and DT-enabled future wireless networks, drawing at-

3Although this subsection primarily covers tutorials and surveys, it also
features relevant technical studies, particularly those offering useful reviews
and/or classifications.



2008

2025

An earlier study on quantum RL, [40] explores the use of quantum states to represent action and state
spaces.

The study in [41] shows an adoption of quantum-inspired reinforcement learning to optimize robot
trajectories.

2012 The study in [42] presents an early application of quantum RL within wireless communications.

2015

Both the papers [43] and [44] highlight the integrations of variational quantum circuits within RL work-
flows.

2020

The paper of [45] showcases quantum RL utilization to evaluate human behavior, highlighting its relevance
to neuroscience.

The authors of [46] show that VQAs can be employed for Q-DRL, reporting various findings including the
importance of identifying suitable hyperparameters for the outcomes of parameter training.

2022

The paper of [47] demonstrates that quantum RL, even when implemented with reduced circuit depths, can
effectively address complex problems such as those of vehicle routing.

The study in [9] highlights the applicability of quantum RL for managing internet-of-vehicles (IoV)
networks.

The study in [48] demonstrates the robustness of quantum RL, in terms of performance consistency, amid
conditions of low thermal dissipation.

2023

The work in [49] demonstrates the use of multi-agent quantum RL for managing the Metaverse, while
adhering to practical considerations such as delay constraints.

2024

The authors of [50] highlight the effectiveness of quantum RL for identifying solutions in expansive
solution spaces, particularly those found in joint order optimization, even when constrained with a reduced
number of trainable parameters.

The study in [51] leverages Q-DRL to direct robotic agents in a simulated environment.

The paper of [52] utilizes Q-DRL to facilitate autonomous navigation in self-driving vehicles.

Fig. 1: Timeline of quantum RL development, featuring some of the notable research contributions.

tention to the limited studies on the adoptions of Q-DRL for
such networks, especially in 6G, despite the growing use of
quantum RL across many fields, as outlined in Fig. 1. As
presented in the figure, early QRL studies addressed challenges
involving high-dimensional action and state spaces in dynamic
environments, such as those in robotic locomotion [40], [41].
Subsequent studies have adopted QRL for wireless networks
and/or systems [42]. Nevertheless, such studies remain limited
to considering singular learning agents. More recently, efforts
have been expanded to multi-agent Q-DRL, allowing the
learning workflow to involve multiple nodes within wireless
networks, as in [9]. The inclusion of multi-agent learning opens
research efforts in (i) managing semantic-aware networks and
(ii) operating and securing both physical and digital entities in
DTs. These aspects have been overlooked in the related studies.

1) SemComs: The following discussion outlines a selec-
tion of representative surveys and tutorials covering Sem-
Coms. In [53], many of the different SemComs systems and
techniques are surveyed. This includes cross-modal systems,
semantic coded transmission, and semantic forward. The re-
view conducted in [54], discusses various metrics relevant to
SemComs, embracing those pertinent to quantum SemComs,

such as expected fidelity and Uhlmann fidelity. Human-to-
human (H2H), human-to-machine (H2M), machine-to-machine
(M2M), and knowledge graph-based SemCom are studied in
[55]. Specifically, [55] discusses how H2M-based SemComs
can enhance QoE by facilitating human-machine symbiosis
via applications like interactive machine learning, whereas
M2M-based SemComs improve distributed learning and split
inference.

(i) SemComs and DRL. A number of studies have ex-
plored potential integrations of DRL and/or other AI-based
approaches with SemComs. In particular, [56] discusses DRL
utilizations for encoders and decoders, and highlights how
SemComs’ progress parallels that of DRL. Similarly, [57]
explores the utilizations of representation learning to facili-
tate semantic reasoning and inferring information context in
SemComs, whereas [58] addresses the usages of generative AI
for such purposes. Furthermore, [59] reviews various types of
SemComs, such as those based on weak and strong semantic
information and truthlikeness. It also discusses relevant training
loss functions for SemComs, and examines DRL-based ap-
proaches, e.g., collaborative DRL, utilizations for SemComs. In
addition, [60] explores the use of generative difussion models



in SemComs. It provides multiple adoption cases such as
the use of expert datasets, and the benefits of processes like
reverse diffusion. In particular, it highlights the importance of
leveraging DRL, for example the use of deep diffusion soft
actor-critic (D2SAC), for SemComs. Furthermore, in [61], RL
is employed for semantic bit coding, whereas [62] utilizes
generative AI for the encoding and decoding of semantic in-
formation. In [63], deep learning is adopted for SemComs that
leverage knowledge distillation, i.e., technique to transfer the
prediction ability of a pre-trained model, while accounting for
interference from multiple user terminals. Yet, these studies,
while comprehensive, do not focus on leveraging quantum
DRL.

(ii) SemComs and Security. There are growing concerns
over the security of SemComs, along with its potential to
improve wireless system security. In this context, [64] presents
a taxonomy on resource allocation and security in SemComs,
highlighting vulnerabilities, e.g., those related to knowledge
bases, and addressing SemComs’ role in enabling secure
communications, e.g., through facilitating quantum key dis-
tributions and covert communications. Delving further into
knowledge base security, studies have reviewed various ap-
proaches for data security, e.g., employing data differential
and zero-knowledge proof [64], [65]. Furthermore, as deep
learning, and by extension, DRL, gains relevance in SemComs,
particularly for semantic extractions, security risks pertinent to
it, e.g., data poisoning, shall be mitigated. In this regard, [66]
reviews different strategies pertinent to training-based security,
e.g., defensive distillation, as well as training-free approaches.

2) DT: Recognizing DTs’ broad applicability in wireless
network optimizations, management, and services, studies have
introduced taxonomies to classify their benefits for future
networks. The authors of [67] presented a taxonomy examining
DT and wireless system integrations, identifying the ways in
which DTs enhance wireless systems, and vice versa. In [68], a
classification is presented that identifies the role of DTs in 6G
services, including their applications in network management
and blockchain.

(i) DT and Wireless Networks. To effectively support wire-
less networks, DTs shall be required to meet certain per-
formance requirements. Such notion is particularly affirmed
in [69], which calls for enhanced DT privacy (to protect
user data from attackers) and scalability (to ensure DTs keep
pace with future ultra-dense networks). DTs are especially apt
to capture wireless network uncertainty, for example surges
of streaming demand at sporting events, and dynamism, as
network variables typically shift with time. In this case, [70]
highlights DTs’ roles in estimating the mobility of network
elements, e.g., user equipment, ensuring smooth handovers in
6G. It is important to note that the capability of a wireless
network can significantly impact DT operations as well. This
notion has been addressed in studies, e.g., [67] and [71]; [67]
emphasizes that emergent communication systems, such as
machine-to-machine communications, are vital for fulfilling
DT’s requirements, e.g., improved coordination between the
digital and the physical entities.

(ii) DT and DRL. Several studies highlight the interplay
between DTs and AI-based approaches, among which is DRL.
As such, [72] demonstrates how DTs can improve system op-
erations, specifically in areas like fault and anomaly detection.
This improvement is achieved by using AI-based approaches
such as generative adversarial networks, active learning, and
domain adversarial neural networks. Given its effectiveness
in enhancing system operation, this interplay holds significant
benefits for 6G, as highlighted by [73]. The integration of DRL
and DT is projected to provide improvements in several areas,
including message prediction accuracy, thereby facilitating a
broad range of applications such as high-fidelity RAN model-
ing and network slicing. Nonetheless, while multiple studies,
e.g., [67] and [68], acknowledge the benefits of integrating
DRL with DTs, e.g., for twin isolation [67], they do not
focus on developing quantum (or classical) DRL for such
integrations, especially in the context of wireless networks.
Yet, the importance of such integrations is highlighted by
various studies. For example, [74] introduces the concept of
reinforcement twinning (although it has not been applied to
wireless networks).

The contributions of this paper, as compared to others, are
summarized in Table I, highlighting a gap in the literature.
The symbol “⋄” indicates the paper’s brief mention of (or close
relation to) a topic, whereas “✓” indicates thorough discussion
or even idea proposition. For instance, certain papers, while
not directly mentioning DRL/Q-DRL, cover other machine
learning (ML) and/or deep learning (DL) approaches, and
are thus marked “⋄.” Regarding the discussion on Q-DRL
taxonomy, the designations “general” and “wireless” indicate
the paper’s relevancy to a broader audience and to specialists
in wireless communication networks, respectively.

C. The Primary Contributions of This Paper

The primary contributions of this paper can be outlined as
follows.

• This paper systematically explores Q-DRL’s potential to
advance both SemComs and DT operations in intelligent
and secure wireless networks. Several studies have ad-
vanced Q-DRL, by addressing its frameworks and archi-
tectures: In particular, [76] explores different approaches
for quantum-enhanced policy iteration, such as quantum
approximate policy iterations, and [77] presents how DRL
elements can be integrated into quantum circuits, espe-
cially by representing the action and environment using
operations within Grover’s algorithm, which enables their
interaction through quantum channels. Still, these studies
do not discuss Q-DRL adoptions for future wireless



TABLE I: Comparison of Pertinent Studies

Other Papers
This Paper[75] [66] [59] [56] [67] [73] [72]

(First. 2023) (Jun. 2023) (Feb. 2023) (Fourth. 2024) (Fourth. 2022) (Aug. 2024) (Nov. 2024)

Q-DRL realization - - - - - - - ✓

Q-DRL taxonomy general ⋄ (general RL) - - - - - - ✓
wireless ⋄ (general RL) - - - - - - ✓

DRL/Q-DRL for SemComs ⋄ ⋄ (DL) ✓(general RL) ✓(classical DRL) ✓(classical DRL) ⋄ ⋄ (using ML) ✓
DRL/Q-DRL for DTs - ⋄ - ⋄ ✓(classical DRL) ✓(classical DRL) ✓(quantum DRL)
security considerations ✓ ✓ - ✓ ✓ ✓ ✓ ✓(with use case)

networks.4

• This is an early study that introduces a taxonomy of
integrating Q-DRL into SemComs and DT-enabled net-
works. It categorizes Q-DRL architectures, learning mod-
els, agent configurations, and training strategies relevant
to wireless networks. Various studies explore DRL clas-
sifications, and their adoptions for wireless networks. In
particular, [75] provides classifications of DRL pertinent
to its utility in facilitating communication security, while
[80] offers an interesting overview of studies on DRL,
classifying them based on learning principles and methods
to acquire datasets, among other factors. Yet, these notable
studies do not focus on integrating quantum computing
and DRL.5

• This paper provides detailed insights on how Q-DRL can
benefit both SemComs and DTs, as discussed later in
Section V. Regarding SemComs, this paper highlights
their prospects for 6G network operations and cross-
layer design (Subsections V-A and V-B). With respect
to DTs, this paper covers how Q-DRL can support au-
tonomous digital entities, improving their operations and
security (Subsection V-F). This paper also provides a
security-focused Q-DRL application in DT-enabled net-
works, demonstrating how quantum learning models can
improve resilience against eavesdroppers, which remains
insufficiently explored in previous studies.

D. Paper Organization

As illustrated in Fig. 2, the rest of this paper is structured
as follows. Section II discusses the fundamentals of quantum
computing, establishing the comprehension necessary for the

4Various studies have highlighted the effectiveness of DRL for managing
wireless networks: In particular, [78] employs an Actor-Critic framework for
improving computational task offloading in LEO satellite networks, and [79]
leverages deep Q-network for beam tracking in ultra-massive MIMO systems,
facilitating robust beamforming gain amid randomness of user mobility. Yet,
these studies do not consider Q-DRL. Addressing the identified gap, this
paper investigates the integration of quantum-based operations. Specifically,
it examines different quantum operations (relevant to a variety of DRL
frameworks) which are applicable to future wireless networks, with particular
emphasis on those leveraging SemComs and DTs.

5Some studies do, however, address how quantum operations can be applied
for DRL. The work presented in [81] addresses different approaches integrating
quantum computing and reinforcement learning (RL) frameworks, and vice
versa, extending from quantum computing-inspired RL to fully quantum-
operated RL. Nevertheless, this study does not focus on providing guidance on
how to develop such frameworks, let alone their adoptions for specific wireless
network use cases, particularly those of SemComs.

sections that follow. Section III discusses the Q-DRL real-
ization for SemComs and DT-enabled networks. Section IV
provides a Q-DRL taxonomy, classifying distinct approaches,
alongside their importance for various aspects of future wire-
less networks. Section V discusses in detail the significance of
Q-DRL for SemComs and DT–enabled networks, explaining
its role in semantic extractions, to improving DT security.
Section VI discusses a practical example of Q-DRL adoptions
for future wireless networks, while also highlighting its secu-
rity aspects, which remain underexplored in current literature.
Table II illustrates the acronyms and abbreviations used across
this paper.

Fig. 2: The structure of this paper, with the dashed arrows
(99K) indicating the logical flow between sections.

II. FUNDAMENTALS ON QUANTUM COMPUTING

The following reviews quantum computing principles to
support the discussion on Q-DRL, covering quantum bits, mea-
surement, gates, circuits, and recent developments in general-
purpose quantum computing.

A. Quantum Bits and Measurements

Quantum processing works on quantum bits, termed qubits,
each of them can represent a superposition of 0 and 1. In this



TABLE II: Acronyms and Abbreviations

Acronym/Abbreviation Definition
Q-DRL quantum deep reinforcement learning

DRL (classical) deep reinforcement learning
DTs digital twins

SemComs semantic communications
IoT Internet-of-Things

qubit quantum bit
NISQ noisy intermediate-scale quantum

QNN(s) quantum neural networks
NN(s) (classical) neural networks
MIMO multiple-input and multiple-output
UAV unmanned aerial vehicle
VQC variational quantum circuit
QoS Quality-of-Service
QoE Quality-of-Experience
FL federated learning

MEC mobile edge computing

regard, the state of a particular qubit 𝑛 can be expressed as:

|𝜓𝑛⟩ = 𝜌0 |0⟩ + 𝜌1 |1⟩, where |0⟩ =
[
1
0

]
and |1⟩ =

[
0
1

]
are the

computational basis states. In addition, 𝜌0 and 𝜌1 are the com-
plex numbers pertinent to the probability of obtaining 0 and 1,
upon measuring the particular qubit, where |𝜌0 |2 + |𝜌1 |2 = 1.
This extends to a multi-qubit system, whose state is given by:
|𝜓⟩ =

∑2𝑁qubit−1
𝔨=0 𝜌𝔨 |𝔨⟩, where 𝑁qubit signifies the number of

qubits, and 𝜌𝔨 is related to the probability of obtaining a string
of bits equivalent to the integer 𝔨.6 To obtain classical values as
the resulting output of a quantum circuit, which, in particular,
can be used to process actions in classical-valued operations, it
is necessary to perform quantum measurements. In this regard,
let W be the measurement operator associated with observing
a classical value 𝔡, where 𝔡 ∈ {0, 1}. Given a qubit in the state
|𝑦out⟩ prior to measurement, the probability of measuring an
outcome 𝔡 is given by P(𝔡) = ⟨𝑦out |WHW |𝑦out⟩, where |𝑦out⟩
marks the state of the qubit (the bra notation ⟨𝑦out | indicates
the Hermitian adjoint of |𝑦out⟩).

Fig. 3: A particular quantum circuit operated on three qubits,
which are represented by different horizontal lines.

6These quantum properties, particularly quantum superposition and entan-
glement, facilitate quantum parallelism, which results from the interactions
of 2𝑁qubits states. In this light, quantum computing can be used to explore
different optimization paths simultaneously, as highlighted in [82] (This
benefit is apparent when using certain quantum algorithms, such as amplitude
amplification.).

Fig. 4: Co-development pathways for quantum and classical
systems.

B. Quantum Gates and Circuits

An example of a quantum circuit with three qubits is
depicted in Fig. 3. In this instance, the state of each qubit is
initialized to |0⟩. Subsequently, a series of quantum rotational
gates is processed, and thus, as a unitary operation, it is
representable as: U1 = RY (𝜃1) ⊗ RY (𝜃2) ⊗ RZ (𝜃3), where 𝜃1,
𝜃2, and 𝜃3 indicate their respective rotation angles. As such, the
tensor product (“⊗”) indicates operations upon distinct qubits.
These gates operate single qubit rotation along the y- and z-
axes, respectively, as expressed by:

RY (𝜃) =
[
cos 𝜃/2 − sin 𝜃/2
sin 𝜃/2 cos 𝜃/2

]
, RZ (𝜃) =

[
𝑒−𝑖𝜃/2 0

0 𝑒𝑖
𝜃/2

]
. (1)

Meanwhile, a single qubit rotation on x-axis is given by:

RX (𝜃) =

[
cos 𝜃/2 −𝑖 sin 𝜃/2
−𝑖 sin 𝜃/2 cos 𝜃/2

]
. Thence, controlled-Z and

controlled-Y gates respectively apply Pauli-Z and Pauli-Y op-
erations to the corresponding target qubits when the respective
controlling qubits are in the state |1⟩. These two gates can be
expressed as:

CZ =


1 0 0 0
0 1 0 0
0 0 1 0
0 0 0 −1

 , CY =


1 0 0 0
0 1 0 0
0 0 0 −𝑖
0 0 𝑖 0

 , (2)

respectively, while the controlled-X gate is given by:

CX =


1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0

 . (3)

In this case, the controlled-Z and controlled-Y gates are
processed in sequence, expressed as a unitary operation: U2 =

(CZ⊗I) (I⊗CY), where I denotes the identity matrix. Eventually,
the whole circuit can be expressed as U2U1 |0⟩⊗3, in which
|0⟩⊗3 indicates that each of the three qubits is initialized to |0⟩.
Moreover, Pauli-X, -Y, and -Z operations can be expressed as

X =

[
0 1
1 0

]
, Y =

[
0 −𝑖
𝑖 0

]
, and Z =

[
1 0
0 −1

]
. Furthermore, the



Hadamard gate, expressed as H = 1√
2

[
1 1
1 −1

]
, can introduce

superposition into a qubit.

C. Recent Developments

To facilitate computation on noisy intermediate-scale quan-
tum (NISQ) computing platforms, which are prone to er-
rors due to the presence of noise, several error mitigation,
suppression, and correction approaches have been explored,
particularly probabilistic error cancellation [83]. On top of
that, many studies, such as [84], cover early and future fault-
tolerant quantum computing and discuss their scalability. Nev-
ertheless, studies have analyzed that sufficient computations
with tolerable error can be performed on certain quantum
computing platforms with acceptable noise thresholds, e.g.,
below 10−2 [85]. Furthermore, given the benefits of quantum
computing and the availability of classical computing, interplay
between the two is often suggested. Pertinent to Q-DRL, Fig. 4
illustrates the prospects of co-development between both types
of systems, particularly in how learning models are processed
and trained. For example, under the “Q/Q” designation, quan-
tum search algorithms, particularly those based on Grover’s
algorithm, may be employed to optimize the parameters of
quantum learning models.

III. REALIZING Q-DRL

In the following, we cover Q-DRL adoptions for SemComs
and DT-enabled networks, covering important notions such as
designing learning frameworks (see Subsection III-C), employ-
ing quantum circuits as learning models (see Subsection III-D),
and training model parameters (see Subsection III-E). The
design steps comprising these processes are illustrated in
Fig. 5.

Fig. 5: The design steps in realizing Q-DRL for SemComs and
DT-enabled networks, with each step explained in Section III.
Further discussion and a taxonomy for the Q-DRL aspects are
presented in Section IV.

A. Structural Differences Between Q-DRL and Traditional
DRL

Traditional DRL relies on classical computing paradigms,
where agents use classical learning models, e.g., deep neu-
ral networks, to approximate value functions and policies.
By exploring and exploiting actions in a given environment,
these agents iteratively learn optimal decision-making strate-
gies. Q-DRL, on the other hand, integrates principles from
both quantum computing and classical DRL to either (i)
accelerate the learning process, (ii) reduce complexity via
quantum parallelism, or (iii) improve performance and scal-
ability in environments with large state-action spaces. We
now highlight the key structural distinctions between Q-DRL
and its antecedent, classical DRL. (i) Quantum states and
superposition. While classical DRL uses conventional data
structures, particularly vectors and tensors, to represent states,
Q-DRL leverages quantum states, exploiting superposition
to encode more information in a single representation. This
can drastically reduce the dimensionality challenge in large
state spaces. In this respect, while classical DRL typically
relies on high-dimensional Euclidean spaces for representing
inputs, Q-DRL extends this to Hilbert spaces, where the state
vectors can represent superposed states, theoretically providing
an exponential representation advantage [86]. (ii) Quantum
operators and unitary transformations. Instead of classical
matrix multiplication found in deep neural networks, Q-DRL
uses quantum gates, which are unitary operators, to manipulate
quantum states. This can preserve information in ways that
are not possible classically (e.g., reversible computations).
Accordingly, quantum learning models, especially quantum
neural networks (QNNs), augment classical deep networks
with quantum operations, leading to parameterized quantum
circuits (PQCs) that can be trained in a manner analogous
to backpropagations (Subsection III-E further elaborates on
this). (iii) Quantum measurements and observables. Q-DRL
typically involves measurements, which collapse the quantum
wavefunction. The act of measurement in quantum computing
yields a classical outcome from a quantum state. Designing
reward functions and updating policies thus demand strategies
to minimize destructive measurement effects while extracting
sufficient information for training. Furthermore, quantum mea-
surements yield probabilistic outputs governed by the Born
rule, adding stochasticity. Q-DRL must incorporate this into
policy updates, ensuring learning convergence despite quantum
randomness. (iv) Hybrid quantum-classical workflows. Many
practical Q-DRL architectures are hybrid, combining classical
neural networks with quantum circuit blocks, as in [87]. The
classical parts may handle pre-processing or certain function
approximations, while quantum circuits tackle high-complexity
tasks or state encoding for improved exploration. Given the
constraints of NISQ devices, specialized techniques like vari-
ational quantum circuits and error mitigation strategies are
required. This changes the structure of training pipelines and
demands a co-design of hardware and software, as it includes,
for instance, device-level executions and library compilations



[88]. By exploiting superposition, entanglement, and other
quantum phenomena, Q-DRL offers the potential for more effi-
cient exploration, rapid learning convergence, and resilience in
high-dimensional or partially observable environments, crucial
for DT-enabled 6G networks and semantic communications.

B. Successful Q-DRL Adoptions in Different Domains

Although still in its early stages, Q-DRL has shown promise
across fields. The following adoptions demonstrate its po-
tential to transform industry and academia, and foreshadow
the advantages it may bring to DT-enabled 6G networks
and semantic communications. (i) Robotics and automated
control. In robotics, controlling arms or drones in dynamic
environments often involves large state spaces (e.g., joint
positions, velocities, etc). Hybrid Q-DRL has demonstrated
faster convergence times when training policy networks for
coordinated maneuvers compared to purely classical methods,
e.g., [51]. (ii) Portfolio optimization in finance. Q-DRL has
been employed to optimize trading strategies and portfolio
allocations, e.g., [89]. Quantum parallelism in state encodings
has shown potential for more efficient search within large
market data sets, enabling near-real-time strategy adjustments.
(iii) Drug discovery and healthcare. Drug discovery requires
large-scale exploration of chemical compounds and molecular
interactions. Q-DRL can boost the in silico search for potential
drug candidates via quantum-enabled exploration of molecular
conformations [90]. In healthcare, Q-DRL frameworks have
been explored for personalized treatment regimens, taking
patient heterogeneity into account, e.g., [91]. (iv) Networking
and resource allocation. Preliminary research on quantum-
enhanced DRL agents for adaptive routing in large-scale net-
works has shown improvements in latency and energy effi-
ciency. The quantum agent efficiently explores alternative paths
and traffic allocation strategies, critical in dynamic topologies.
Such approaches, e.g., [92], have also demonstrated enhanced
resource allocation under multiple realistic scenarios, achieving
optimized usage of limited spectrum.

C. Designing Quantum DRL Frameworks

1) Defining States and Inputs: Q-DRL frameworks gen-
erally involve agents that learn to maximize rewards (and
accordingly, expected rewards), through receiving feedback
pertaining to past interactions and observing their respective
environments. These agents command certain actions, with
their policies guiding action selection. Moreover, as discussed
in studies such as [93], it is possible to utilize DTs to simulate
environments, so that the agent can safely interact without
risking the physical environment due to sub-optimal policies.
This is especially relevant in mission-critical scenarios, such
as non-terrestrial or military communication networks [94].
Furthermore, Fig. 6 illustrates typical interactions between an
agent and its environment: (i) State spaces. The state space
represents a set of states reflecting the environment, that can
be observed and influenced by the agent(s). For instance, for
the iteration time 𝑡, the state space concerning the 𝑖-th agent

can be expressed as: S (𝑡 )
𝑖

= {s(𝑡 )
𝑙,𝑖
} |S

(𝑡 )
𝑖
|

𝑙=1 , in which s(𝑡 )
𝑙,𝑖

indicates
the 𝑙-th possible state, which can be discrete or continuous in
value. For SemComs and DT-enabled networks, the state space
can be the the values indicating the importance of semantic
information [95], and effective semantic information [96], in
addition to typical network information such as the channel
state information (CSI) and the received signal-to-interference-
plus-noise ratio (SINR). (ii) Action spaces. Furthermore, the
action space consists of a set of possible actions, that can
be performed by the agent(s), to influence the state of the

environment. It can be expressed as:A (𝑡 )
𝑖

= {a(𝑡 )
𝑚,𝑖
} |A

(𝑡 )
𝑖
|

𝑚=1 , where
a(𝑡 )
𝑚,𝑖

denotes the 𝑚-th action vector. Concerning SemComs
and DT-enabled networks, the action vectors can be variables
related to the processing and information uploading pertinent
to DTs, such as communication bandwidth and computation
resource allocations [97], and/or node selections [98].

Fig. 6: Interactions between an agent and its corresponding
environment in Q-DRL, where the agent employs a quantum
learning model with parameter 𝜽 . At each iteration time 𝑡,
it observes the environment state s(𝑡 ) , and influences the
environment by taking the action a(𝑡 ) , guided by its policy
𝜋𝜽 . In turn, the environment rewards (or possibly, penalizes)
the agent via 𝑅 (𝑡 ) .

2) Defining Rewards and Training Losses: (i) Rewards. The
instantaneous reward at time 𝑡 represents how optimal the
agent’s interaction with the environment is at that particular
iteration. Nevertheless, a single calculation of reward may
not provide a sufficient indicator for policy performance. In
this regard, cumulative rewards are often considered. For
example, the cumulative reward at 𝑡 can be defined as:
𝑅̂ (𝑡 ) =

∑∞
𝜏=0 (𝜂)𝜏𝑅 (𝑡+𝜏+1) , where 𝜂 denotes the discount factor,

and 𝑅 (𝑡 ) specifies the reward at 𝑡. In this case, 𝑅 (𝑡 ) can
be defined in accordance with the performance indicator,
defined in the optimization objective, reflecting how optimal
the agent’s/agents’ interaction with the environment is. For
instance, it can represent the gain in user data rate [97] and/or
the reduction in offloading latency [99].

(ii) Training losses. Further, the loss quantifies the
estimation capability of the learning model, and is vital
in optimizing its parameters, as it reflects the progress
of the learning process as well. For example, in the
case of deep Q-network, the loss can be expressed as: 𝐿 =



E
[((
𝑅 (𝑡 ) + 𝜂maxa(𝑡+1) 𝑄̂(s(𝑡+1) , a(𝑡+1) |𝜽)

)
−𝑄(s(𝑡 ) , a(𝑡 ) |𝜽)

)2
]
.

𝑄(·, ·|𝜽) denotes the estimated Q-value, which represents
the expected reward estimates, given the action a(𝑡 )
and the state s(𝑡 ) , and can be approximated through
employing quantum learning models with parameter
𝜽 . Meanwhile, 𝑄̂(·, ·|𝜽) denotes the target Q-value,
approximated with a model with parameter 𝜽 . The Q-
value can be updated as: 𝑄(s(𝑡 ) , a(𝑡 ) |𝜽) ← 𝑄(s(𝑡 ) , a(𝑡 ) |𝜽) +
𝜇

[(
𝑅 (𝑡 ) + 𝜂maxa(𝑡+1) 𝑄̂(s(𝑡+1) , a(𝑡+1) |𝜽)

)
−𝑄(s(𝑡 ) , a(𝑡 ) |𝜽)

]
,

with 𝜇 as the defined learning rate [100].

D. Quantum Learning Models

1) Quantum Circuits for Deep Learning Models: A quan-
tum learning model can be employed for purposes such
as approximating functions in Q-DRL. In these cases, such
models primarily take the form of quantum circuits, though
hybrid quantum-classical models are also possible (see Sec-
tion IV-A2). Each learning model typically consists of rota-
tional and entanglement layers.

(i) Rotational layers. The rotational layers allow a set of
parameters to influence the resulting state of a quantum learn-
ing model. Thus, in practice, these parameters function akin
to weight parameters in classical neural networks. A rotational
layer in particular can be in the form of a stack of parameter-
ized operations, often realized as gates [101]. For instance, it
can be defined as: Urot (𝜽) =

⊗𝑁qubits

𝑞=1 U(𝑞)3 (𝜃
(𝑞) , 𝜙 (𝑞) , 𝜆 (𝑞) ), in

which 𝜽 represents its parameter vector, 𝑁qubits indicates the
number of qubits, and U(𝑞)3 (𝜃

(𝑞) , 𝜙 (𝑞) , 𝜆 (𝑞) ) denotes the U3
gate, applied to the 𝑞-th qubit, with 𝜃 (𝑞) , 𝜙 (𝑞) , and 𝜆 (𝑞) as
indicating its parameters, for {𝜃 (𝑞) , 𝜙 (𝑞) , 𝜆 (𝑞) } ∈ 𝜽 .

(ii) Entanglement layers. As we use multiple qubits to map
and process information, we typically employ entanglement
layers to connect them. Such connections are typically re-
alized using controllable gates, such as CNOT and/or CZ
gates. The structure of these layers may take different forms,
as it can resemble linear, circular, parallel, and/or all-to-
all connections [102]. In particular, an entanglement layer,
consisting of parallel CNOT gates, can be expressed as: Uent =⊗⌊

𝑁qubits
2

⌋
+1

𝑞=1 C(2𝑞−1)
X

⊗⌊
𝑁qubits

2

⌋
𝑞=1 C(2𝑞)X where 𝑁qubits marks the

number of qubits of Uent, and C(𝑞)X denotes the CNOT gate
applied to the 𝑞-th qubit.

An example of the adoption of the rotational and entan-
glement layers for quantum learning models is provided in
Fig. 7. It is worth noting that, typically, the state of the
learning model circuits is initialized beforehand, particularly
in the state |0⟩ for each qubit. An encoding operation, such
as basis or amplitude encoding, might then be executed to
map classical information onto the quantum circuit, thereby
preparing the input state. Several studies have investigated the
effectiveness of encoding operations, particularly their impact
on the learning model expressivity [103], as well as learning
convergences of quantum-based reinforcement learning [104].

Fig. 7: An example of a quantum model circuit, with parameter
(𝜽), primarily comprising rotational and entanglement layers,
inscribed as Urot (𝜽) and Uent, respectively. In addition, the
encoding operation yields the input state, while quantum
measurements yield classical-valued output.

2) Analyzing Quantum Learning Models: While many stud-
ies provide empirical performance results of a quantum learn-
ing model, such as how well its training loss converges over
time, these results often depend on the considered training data.
Accordingly, aiming for broader applicability to generalized
data, researchers have investigated additional aspects, such
as dequantization, as discussed next. (i) Quantum learning
models’ trainability. In general, the trainability of a particular
quantum learning model can be conveyed as the variance
of the cost function, given its parameter values. It can vary
depending on the structure of the employed quantum circuit.
For example, given the state-efficient ansatz in [105], with
𝜃 as the parameter of the quantum model in question and
𝐶 as the cost function, its trainability can be analyzed as:
Var

[
𝑑𝐶
𝑑𝜃

]
∈ O

(
2−(𝑁qubit+𝑁CNOT ) ) , where 𝑁qubit signifies the

number of qubits, while 𝑁CNOT indicates the number of CNOT
gates used in the circuit for qubit entanglement. Notwithstand-
ing the preceding, there are studies that provide trainability
estimates applicable to general quantum learning models. In
this context, as presented in [106], the variance of the cost

gradient can also be expressed as: Var
[
𝑑𝐶
𝑑𝜃

]
= E𝜃

[(
𝑑𝐶
𝑑𝜃

)2
]
−

E𝜃
[(
𝑑𝐶
𝑑𝜃

)]2
. (ii) Dequantization. To analyze the benefits of

employing quantum learning models over their classical coun-
terparts, [107] examines how effectively the function pertinent
to a particular quantum model can be approximated through a
classical learning model, a notion referred to as dequantization.
The rationale for such analysis arises from the continued use
of classical data for today’s quantum learning models. Further,
[108] addresses the relationship between dequantization and
trainability in quantum learning models. Notably, it discusses
how the trainable yet non-dequantizable parametrized learning
models can be traced through solving the following optimiza-
tion problem (among other steps): max𝜽 ⟨0|UH (𝜽)HU(𝜽) |0⟩,
in which U(𝜽) indicates the unitary operations of the learning
model with parameter 𝜽 , and H describes the Hamiltonian.

E. Parameter Training Approaches

Q-DRL employs parameterized learning models, requiring
parameter optimization to yield desirable outputs. In general,
optimizing a set of model parameters, 𝜽 (𝑡+1) , for 𝑡 + 1, can



be achieved iteratively via gradient descent, as in: 𝜃 𝑗 (𝑡+1) ←
𝜃
(𝑡 )
𝑗
− 𝜇∇

𝜃
(𝑡 )
𝑗

𝐿, for 𝜃
(𝑡 )
𝑗
∈ 𝜽 (𝑡 ) , where 𝜇 is the learning

step, 𝐿 is the training loss, and ∇
𝜃
(𝑡 )
𝑗

𝐿 is the loss gradient,
which can be obtained through methods based on parameter-
shift rule [109], [110]. An example of this approach is il-
lustrated in Fig. 8, in which the cumulative reward values
are presented with respect to the learning episodes. In this
case, a mobile transmitter serves several users. Its action space
includes transmit power and movement trajectory, while its
state space includes user-transmitter distances. As presented in
the figure, the Q-DRL approach yields higher reward values,
outperforming classical QRL, demonstrating the effectiveness
of its training. In addition, the reward calculation at each 𝑡,
marked as R (𝑡 ) , aligns with the performance indicator. In this
case, R (𝑡 ) = 𝔴

∑𝐾
𝑘=1 𝑅

(𝑡 )
𝑘

, where 𝑅 (𝑡 )
𝑘

denotes the rate of the
𝑘-th user at 𝑡, 𝐾 conveys the number of served users, and 𝔴

is a pre-defined coefficient.
It should be noted that the need to obtain a gradient is not

limited to calculating first-order gradients, but also to second-
order gradients, including calculating natural gradients. Such
gradients are effective, in particular, for updating policy for
𝑡 + 1, 𝔭 (𝑡+1) , as expressed as: 𝔭 (𝑡+1) ← 𝔭 (𝑡 ) + 𝜁𝑉 , where 𝜁

is the learning step, and 𝑉 is the value function. 𝑉 can be
estimated based on natural gradients, i.e., 𝑉 ← ∇̂𝜽𝐶, where
∇̂𝜽𝐶 denotes the natural gradient of the cost function 𝐶 [111].
Hence, there are research prospects in developing methods to
obtain such second-order gradients, for optimizing quantum
learning models. In what follows, we discuss the notion of
developing parameter optimization methods beyond gradient-
based approaches, including Rotosolve-based and search-based
approaches.

1) Rotosolve-Based Approaches: Rotosolve-based
approaches [112] directly return the optimized value of
each parameter, instead of obtaining it via loss gradient
computations. As such, studies including [112] and [113],
highlight the viability of this approach, facilitating Q-DRL
training through statistical error mitigation. By employing

Fig. 8: An example of employing the parameter shift rule in
quantum reinforcement learning, where the cumulative reward
is in accordance with the performance indicators, particularly
the achieved sum rate.

a Rotosolve-based approach, given the training loss 𝐿

and the set of model parameters 𝜽 , the optimized 𝑖-th
parameter, designated as 𝜃 [𝑘 ]

𝑖
∈ 𝜽 , can be obtained as follows:

𝜃
[𝑘 ]
𝑖

= − 𝜋2 − arctan
(

2𝐿0−𝐿+−𝐿−
𝐿+−𝐿−

)
, in which 𝐿0 indicates the

loss where 𝜃
[𝑘 ]
𝑖

= 0, 𝐿+ marks the loss where 𝜃
[𝑘 ]
𝑖

= 𝜋/2,
and 𝐿− signifies 𝜃 [𝑘 ]

𝑖
= −𝜋/2, towards optimized parameter

𝜃
[𝑘 ]
𝑖

, as defined in 𝜃
[𝑘 ]
𝑖

= argmin
𝜃
[𝑘 ]
𝑖

𝐿. This approach has
been a topic of emphasis in studies, as it can be applied in
various settings, including reinforcement learning workflows
to optimize VQE [114], and quantum-classical workflows for
accelerated training convergence [115].

2) Search-Based Approaches: A number of studies have
given a glimpse of promising directions for quantum search
algorithms. In particular, [116] analyzes that the outputs of
Grover’s algorithm, a popular quantum search algorithm, might
be replicable to a certain degree through the use of quantum
variational circuits. In addition, [117] discusses the applica-
bility of quantum search algorithms, such as Grover’s and
Dürr-Høyer algorithms, for diverse applications in wireless
communications. The utilization of search algorithms, such
as Grover’s and Dürr-Høyer algorithms, aimed at optimizing
model parameters and structures via training loss minimiza-
tions, represents a compelling research direction. Accordingly,
[118] employs search methods that identifies the optimized
structures of quantum embeddings.

3) Other Approaches: The following approaches can be
considered for high-dimensional policy spaces and multi-agent
DRL scenarios, where larger solution spaces are involved.
(i) Quantum annealing–based parameter optimization, which
involves defining an energy function over policy parameters
and employs quantum annealing to identify low-energy (low-
loss) configurations. This often requires the objective function
to be reformulated into Ising and/or quadratic unconstrained
binary optimization (QUBO) forms, as presented in studies
such as [119]. (ii) Bayesian-based parameter optimization, in-
volves integrating quantum kernel estimation within a Bayesian
optimization algorithm, to model the policy landscape and
guide parameter search. Studies such as [120] employ such an
approach, iteratively refining the distribution of suitable quan-
tum learning parameters over time, instead of deterministically
selecting a parameter set.

IV. A TAXONOMY OF Q-DRL

In what follows, we discuss a Q-DRL taxonomy for Sem-
Coms and DT-enabled networks, wherein we address various
learning model architectures (see Subsection IV-A) and explor-
ing distinct learning frameworks, such as employing multiple
agents (see Subsection IV-B).

A. Quantum DRL Architectures

1) Variational Quantum Circuits and Quantum Kernels:
(i) Variational quantum circuits. Variational Quantum Circuits
(VQCs) employ sets of parameterized gates, such as rotation-Y
gates, allowing their output to be influenced through adjusting



gate parameters. This makes VQCs suitable for generalized
learning models, as their parameters can be optimized to
minimize training losses, akin to classical learning models.
Different studies provide valuable insights into VQCs. In [121],
different operations comprising VQC are discussed, highlight-
ing how VQCs can be tailored based on factors, such as
dimensionality of channel information, underscoring its general
applicability for wireless networks, e.g., for maximizing the
achieved rates in cell-free networks [122]. In addition, [101]
discusses the different responses of different VQCs related
to their training loss, and addresses aspects related to their
trainability, such as how to derive the Hessian of their training
losses. (ii) Quantum kernels. In certain cases, mapping input
data into higher dimensions allows us to extract information
that is not revealed in lower dimensions. To this end, differ-
ent studies advocate the use of quantum kernels, leveraging
the higher-dimensional Hilbert spaces applicable to quantum
computing for important tasks such as user classifications.
For instance, [123] discusses various quantum kernel-based
approaches, e.g., those based on polynomial and Laplacian ker-
nels, and their application to wireless systems, particularly in
leveraging distributed quantum kernels for enhancing security.

2) Hybrid Quantum-Classical Learning Models: Depending
on the sequence of model integration, the following configu-
rations arise: (i) quantum-classical, (ii) classical-quantum, and
(iii) combined architectures. (i) Quantum-to-classical neural
networks. In quantum-to-classical architecture, input data is
embedded first into the quantum NN, followed by the classical
NN, as in [124]. The benefits to be had are (a) improving the
precision of the QNN outputs, and (b) mitigating any quan-
tization error that may present after quantum measurement,
by adding non-linear classical layers afterward. In particular,
[125] advocates quantum-classical NN adoption for beamform-
ing optimization, a vital aspect for both present and future
wireless communication systems, while [124] demonstrates
their applicability to localize user terminals in a particular
wireless network. (ii) Classical-to-quantum neural networks. In
classical-to-quantum architecture, input data is first processed
by classical NNs, from which the output is embedded as the
input of QNNs. Using this configuration, feature extraction is
conducted first through the classical NNs, thereby facilitating
training convergence. Alternatively, the input dimensionality
can be reduced, e.g., through classical convolutional NNs,
prior to embedding the extracted features into QNNs, thereby
reducing the number of qubits otherwise required to process
high-dimensional data. As per [125], a classical convolutional
NN is useful when extracting patterns from inputs such as
images, thereby extensible to multi-dimensional inputs, as
found in the wireless systems, e.g., MIMO channel informa-
tion. (iii) Combined architectures and frameworks. Not being
bound by the aforementioned configurations, both classical
and quantum neural networks may be employed in any or-
der, as follows. (a) Quantum and classical NNs as parallel
learning models. In this case, the input is fed into both
quantum and classical NNs, whose respective outputs jointly
form the solution space, as exemplified in [126], facilitating

both harmonic and non-harmonic model fitting. (b) Classical
NNs to train quantum NNs (and vice versa). In such a case,
exemplified by [127] the classical NN acts as an optimizer for
the QNN’s hyper-parameter, forming classical-quantum meta
learning framework.

B. Quantum DRL Frameworks
1) Model-Free and Model-Based: (i) Model-Free. Model-

free Q-DRL directly learns from interacting with the en-
vironment, with approaches including quantum-based adap-
tations of deep deterministic policy gradient (DDPG),
state–action–reward–state–action (SARSA), deep Q-learning,
and actor-critic. Hence, quantum-based parameterized learning
models, such as variational quantum circuits, can be adopted
within those model-free frameworks. For instance, quantum-
based DDPG frameworks can utilize a quantum-based learning
model to estimate optimal policy, while facilitating continuous
action spaces, which are particularly relevant in cases involving
moving transmitters, e.g., in vehicle-to-vehicle communica-
tions and unmanned aerial vehicle (UAV)-enabled systems.
Furthermore, thanks to the higher effective dimension of quan-
tum learning models [128], pioneering studies have adopted
this approach to maximize wireless network performance: In
particular, [129] leverages quantum-based DDPG for contin-
uous action spaces, found in UAV-enabled wireless networks.
Moreover, it can also be conveniently extended for other cases
with static transmitters. Though not employing quantum-based
parameterized models, [130] uses a DDPG-based approach
to minimize base station transmit power, taking account of
communication reliability and end-to-end latency targets as
key constraints. Since model-free frameworks rely on direct
interactions with the environment, there are possibilities to
leverage DTs, allowing the agent to interact with digital
environments instead of the real world, minimizing the risk
of testing harmful solutions. In fact, such an approach to
representing real-world environments aligns with DT visions,
thereby affording opportunities for synergy, as elaborated in
[131]. In this study, a DT, comprising long short-term memory
(LSTM) and other deep neural networks, predicts states and
rewards, while a DRL agent, leveraging deep-Q learning, learns
and provides the policy.

(ii) Model-based. Unlike model-free Q-DRL, model-based
Q-DRL policy learning relies less on trial-and-error interac-
tions with real-world environments. Instead, it builds a virtual
representation of the environment, i.e., a world model, to
predict real-world responses without direct interaction. This
potentially reduces the required training samples (data points
acquired from the agent’s interactions with the environment)
facilitating training convergence, and curtailing consequences
of testing sub-optimal policies in the real-world environment.
In wireless networks, this minimizes the risk of quality-
of-service degradation during training, ensuring compliance
with SLA [132]. Various model-based reinforcement learning
frameworks exist, with those commonly applied to wireless
networks including partially observable Markov decision pro-
cess (POMDP), and kernel-based reinforcement learning. Such



techniques have found use in numerous wireless network
scenarios, chosen as they enable the planning of optimum
solutions, e.g., routing and selected modulation schemes, as
well as predicting the environment’s responses, e.g., resulting
delay, without direct interaction with the environment. In
particular, [133] adopts two world models within a POMDP
framework, representing channel occupancy and data traffic,
facilitating performance maximization. Furthermore, model-
based RL frameworks tend to yield higher computational
complexity, as they require world models; thus, quantum-
based kernels serve as alternatives to classical ones, alleviating
processing demands associated with mapping data points to
higher-dimensional feature spaces. The study in [134] demon-
strates this by employing quantum-based unitary operations
for quantum kernels. Not to mention, quantum information is
processed through a higher-dimensional Hilbert space, which
allows data points to be linearly separable, thus facilitating fea-
ture extraction and contributing to its utility for classification
tasks.7

2) On- and Off-Policy: (i) On-Policy. The classification of
on- and off-policy DRL frameworks depends on how they
handle training experiences. On-policy frameworks typically
compute model optimizations and evaluate policies solely
using current experiences. Such an approach makes on-policy
frameworks flexible and suitable for many scenarios, including
their extension to meta-learning frameworks, as in [135], where
an on-policy learning agent is used to optimize the hyper-
parameters of other agents, leveraged to maximize packet
delivery ratio. (ii) Off-Policy. Off-policy frameworks, unlike
on-policy ones, reuse past learning experiences, for example
by employing experience replay buffers, for current learning it-
erations. The benefits of such approaches include more efficient
use of training data and (a) improved training loss convergence,
though it may come with trade-offs, such as (b) higher com-
putational space complexity and (c) heightened fluctuations in
training results. Various studies have implemented off-policy
frameworks, demonstrating performance benefits. In particular,
[136], leverages a DRL framework with experience replay
for optimizing transmit beamforming and the trajectories of
moving users in a URLLC enabled network, leading to higher
learning rewards. In addition, [137] employs a deep-Q network
framework with an experience replay buffer in a UAV-enabled
network, to optimize UAV trajectory, reconfigurable intelligent
surface (RIS) phase shifting, and base station transmit pre-
coding. The use of replay buffers is also applicable for Q-
DRL frameworks. In particular, [138] employs Q-DRL with a
quantum random walker and experience replay buffers to attain
optimized explorations.

7Such quantum-based approaches are particularly useful when dealing with
complex optimizations, as in network slicing [132], wherein a number of
variables must be accounted for, including distinct inputs from eNB, mMTC,
and URLLC slices, e.g., incoming and delivered traffic. In this regard, a
quantum-based kernel can support a learning framework to optimize network
slicing policies, e.g., resource block allocations under slice priority constraints,
ensuring QoS and facilitating online learning, by maximizing performance with
minimal prior training or data.

3) Single- and Multi-Agent: Single-agent Q-DRL assumes
a solitary agent interacting with the environment, resulting
in a single environment interaction for each iteration, while
multi-agent Q-DRL dispatches multiple agents, allowing dif-
ferent agents to interact with the environment. Such multi-
agent interactions may involve (i) multiple observations and
states, and (ii) collaborations between different agents. (i) Mul-
tiple observations and states. To be specific, in a system
with 𝑁agent agents, at each iteration time 𝑡, we shall obtain
{O (𝑡 )

𝑗
,S (𝑡 )

𝑗
}𝑁agent

𝑗=1 , with O (𝑡 )
𝑗

and S (𝑡 )
𝑗

being the observable
and state, respectively, of the 𝑗-th agent. This approach
holds benefits for Q-DRL frameworks, notably facilitating
richer explorations, as we can cover different action spaces,
{A (𝑡 )

𝑗
}𝑁agent

𝑗=1 , within a particular time frame, and effectively

process varied rewards, {R (𝑡 )
𝑗
}𝑁agent

𝑗=1 , concurrently. Furthermore,
it is possible for agents to compete with each other in the
same environments. Nonetheless, as in wireless networks we
typically assume the agents are in fact controllable entities, this
paper focuses on cases involving collaborating agents [80]. In
such cases, possible drawbacks to be addressed include the
extra computational burden, as the learning frameworks may
need to estimate optimized policies associated with collabo-
rating agents. (ii) Agent collaborations. Thereby, approaches
facilitating agents to collaboratively interact with environments
are to be explored, as highlighted in [139]. Rather than
solely extending the action spaces of those in single-agent Q-
DRL for different agents, this notion opens possibilities for
employing action spaces that are infeasible in single-agent
scenarios. For physical layer security, in particular, we may use
a specific transmitter, corresponding to an agent, to send beam-
focused jamming signals to a potential eavesdropper, while
other transmitters are used to maintain quality-of-service for
the legitimate users. Furthermore, this example highlights the
need to develop individualized reward functions, as we now

Fig. 9: An example of assigning distinct agent roles in a collab-
orative multi-agent approach, aimed to improve physical layer
security against eavesdroppers. Since different transceivers
here assume different action spaces, separate reward functions
can be uniquely defined as well.



cannot use the same reward calculations. Further illustrated in
Fig. 9, the reward calculation for transmitters sending signals
to legitimate users may be based on their received data rates; it
might not be the case for the one acting as a jammer, sending
noise signals directed to the eavesdropper.

4) Integrating Q-DRL with Other Quantum Algorithms: It
is also worthwhile to explore the interplay between Q-DRL
and other algorithms, such as genetic algorithms. In particular,
[140] discusses the integrations of genetic algorithms with
machine learning algorithms, including those of reinforcement
learning, while also exploring the use of quantum-inspired
genetic algorithms. There are also possibilities to combine
different operations and algorithms within the reinforcement
learning frameworks, as in [141], which presents the utilization
of hybrid tensor networks and variational quantum circuits
within reinforcement learning frameworks.

V. THE ROLES OF Q-DRL IN SEMCOMS AND
DT-ENABLED 6G NETWORKS

In the context of 6G networks, Q-DRL plays a key role in
enabling advanced capabilities for SemComs and DTs. By inte-
grating Q-DRL, 6G networks can achieve improved efficiency,
adaptability, and intelligence, facilitating next-generation ap-
plications such as autonomous systems, smart cities, and
immersive experiences.

A. Employing SemComs within 6G Networks

Unlike its predecessors, 6G is envisioned to transcend tra-
ditional data transmission paradigms by incorporating Sem-
Coms, an approach that focuses on transmitting meaningful
information rather than raw data [142], [143]. This shift is
critical to addressing the challenges posed by dynamic network
conditions, time variability, and the increasing complexity of
next-generation applications. The following explores the key
aspects of employing SemComs within 6G networks.

1) From Data Transmission to Meaning Exchange: The
paradigm shift in 6G SemComs represent a fundamental shift
from conventional communication models, which prioritize
the accurate delivery of bits, to a model that emphasizes the
exchange of meaningful information [144]. In 6G networks,
this paradigm is enabled by the following key aspects. (i) In-
formation context awareness. SemComs leverage contextual
information, such as user intent, environmental conditions, and
application requirements, to optimize data transmission [145].
For example, in a smart city scenario, a traffic management
system can prioritize transmitting critical alerts, e.g., accidents.
(ii) Knowledge graphs and ontologies. These tools enable ma-
chines to understand and interpret data in a human-like manner.
By structuring information hierarchically, SemComs reduce
redundancy and ensure that only relevant data is transmitted.
(iii) Efficiency. By focusing on meaning rather than raw data,
SemComs can minimize bandwidth usage, improving resource
efficiency. This is particularly crucial for 6G, which aims to
support massive connectivity and ultra-low latency.

2) SemComs in Dynamic 6G Networks: 6G networks will
operate in highly dynamic environments characterized by fluc-
tuating bandwidth, latency, and user mobility [19], where Sem-
Coms are suited to address these challenges. (i) Time-varying
network conditions. In scenarios where network resources are
limited, SemComs adapt by prioritizing the transmission of
certain information. For instance, during network congestion,
a video streaming service might transmit only key frames
or semantic descriptors instead of the entire video stream.
(ii) Real-time optimization. Various algorithms enable semantic
encoders and decoders to dynamically adjust their strategies
based on real-time network feedback. This ensures consistent
performance even under unpredictable conditions.

B. Cross-Layer Design and Resource Allocation in 6G Net-
works

By enabling collaboration across the physical (PHY),
medium access control (MAC), and application layers, cross-
layer optimization addresses the challenges of SemComs in
dynamic 6G environments. The following discussions explore
how cross-layer design can enhance SemComs, focusing on
network slicing, dynamic QoS/QoE metrics, and efficient re-
source allocation [146].

1) Collaboration Between PHY, MAC, and Application Lay-
ers: Cross-layer optimization eliminates the traditional silos
between network layers, enabling seamless coordination to
prioritize semantic information. (i) PHY layer: At the physical
layer, adaptive modulation and coding schemes can be tailored
to the importance of semantic payloads. For example, critical
semantic data, e.g., emergency alerts, can be transmitted using
robust modulation techniques to ensure reliability, even under
poor channel conditions [147]. (ii) MAC layer: By integrating
semantic awareness, the MAC layer, playing an important role
in scheduling and resource allocation, can prioritize transmis-
sions based on the meaning and urgency of the data [148].
For instance, in a smart factory, control signals for robotic
arms can be given a higher priority than routine sensor data.
(iii) Application layer: The application layer provides context
and intent, which are essential for SemComs. By sharing
this information with lower layers, the network can optimize
resource allocation to meet application-specific requirements
[149], even under varying network conditions.

2) Network Slicing for Semantic Services vs. Conventional
Data Services: Network slicing allows the creation of virtu-
alized network segments tailored to specific services. In this
context, SemComs introduce unique requirements that differ
from conventional data services: (i) Semantic service slices.
These slices are optimized for low-latency, high-reliability
transmission of meaningful information [150]. For example, a
network slice for autonomous vehicles would prioritize seman-
tic data related to navigation and safety. (ii) Conventional data
slices. These slices handle traditional data transmission, such as
file downloads or video streaming, where latency and reliability
requirements may be less stringent. By dynamically allocating
resources to semantic and conventional slices, 6G networks
can ensure that both types of services coexist efficiently [151].



3) Dynamic QoS and QoE Metrics for Semantic Payloads:
SemComs require a rethinking of traditional QoS and QoE
metrics to account for the importance of meaning: (i) Dynamic
QoS. Unlike conventional data, semantic payloads may have
varying levels of importance. In a healthcare application,
patient vitals may require higher QoS than routine updates.
Cross-layer optimization enables dynamic adjustment of QoS
parameters based on the semantic context [152]. (ii) QoE for
SemComs. QoE metrics for SemComs focus on the compre-
hensibility and relevance of the transmitted information. In a
video conferencing application, QoE can be measured by the
clarity of the speaker’s intent rather than the video resolution
[153].

C. Semantic Encoding and Decoding Strategies
SemComs rely on advanced encoding and decoding tech-

niques to minimize redundancy and maximize comprehension.
AI-driven approaches, particularly those leveraging Natural
Language Processing (NLP) and ontology-based methods, are
at the forefront of this innovation [154]. The following outlines
these strategies and their role in adapting to changing network
conditions.

1) NLP and Deep Learning Approaches for Semantic Ex-
traction: AI-driven semantic encoding and decoding rely
heavily on NLP and deep learning to extract and transmit
meaningful information: (i) Semantic extraction. NLP models,
such as transformers, can analyze text, audio, or video data
to identify key semantic elements [155]. For example, in a
voice assistant application, the system can extract the user’s
intent (for instance, “to play music”) rather than transmitting
the entire audio stream. (ii) Deep learning for compression.
Deep learning models can compress semantic information by
removing redundant data while preserving meaning [156]. For
instance, a video streaming service can use AI to transmit only
the most relevant frames or semantic descriptors.

2) Ontology-Based Methods to Capture Domain-Specific
Meaning: Ontologies provide a structured framework for
representing knowledge, enabling domain-specific SemComs.
(i) Domain-specific ontologies. In healthcare, for example,
ontologies can encode medical knowledge, allowing SemComs
system to transmit patient data in a concise and meaningful
way. (ii) Interoperability. Ontologies enable seamless commu-
nication between systems with different data formats, ensuring
that semantic information is accurately interpreted across do-
mains [157].

3) Context-Awareness and Personalization in Semantic
Compression: Context-awareness and personalization are key
to optimizing semantic encoding and decoding: (i) Context-
aware compression approaches. By considering the context in
which data is transmitted, systems of SemComs can prioritize
relevant information. In a navigation application, the system
can focus on transmitting route updates rather than static
map data [146]. (ii) Personalizations. AI models personalize
SemComs to match user preferences, allowing a news app to
align summaries with interests, thus enhancing efficiency and
relevance.

4) Trade-offs Between Interpretability and Efficiency:
While AI-driven SemComs offer significant benefits, it also
introduces trade-offs: (i) Semantic interpretability. Complex AI
models, such as deep neural networks, may lack transparency,
making it difficult to understand how semantic information
is encoded and decoded. (ii) Semantic efficiency. Highly in-
terpretable models, such as rule-based systems, may be less
efficient in compressing and transmitting semantic information
[151]. Balancing these trade-offs is essential to developing
semantic systems that are both efficient and trustworthy.

D. SemComs-Assisted 6G Architecture

The integration of SemComs into 6G networks represents
a transformation from typical data-centric to meaning-driven
transmissions [158]. This transformation addresses the growing
complexity of communication systems, the data explosion, and
the demand for intelligent, context-aware networks [156].

1) Meaning-Centric Communication: Traditional communi-
cation systems focus on the accurate transmission of bits, often
without considering the meaning or context of the data [147],
[159]. In contrast, meaning-centric communication emphasizes
the transmission of semantic information, such as intent, con-
text, and knowledge, ensuring that the communication process
aligns with the user’s goals and the application’s requirements.
(i) AI-driven intelligence. Artificial Intelligence (AI) plays a
central role in extracting, encoding, decoding, and interpreting
semantic information. AI algorithms, such as deep learning and
reinforcement learning, enable the system to understand and
process complex semantic data [160]. AI extracts the intent
behind a user’s request, enabling the network to tailor its re-
sponse accordingly. (ii) Dynamic adaptability. The architecture
adapts to varying network conditions, user requirements, and
application contexts, ensuring optimal performance in dynamic
and unpredictable environments [161]. In a mobile network, the
system adjusts its parameters to ensure seamless communica-
tion as users move between different coverage areas.

E. Semantic-Assisted Protocol Layers

The aforementioned SemComs-assisted 6G architecture re-
defines the functionality of traditional protocol layers to incor-
porate semantic awareness [162].

1) Semantic-Assisted Application Layer: The application
layer serves as the entry point for SemComs, where meaningful
information is extracted (e.g., derived from user intent), contex-
tualized, and prepared for transmission. (i) Semantic extraction.
AI-driven techniques, such as Natural Language Processing
(NLP) and computer vision, extract semantic information from
raw data [163]. In video conferencing, semantic extraction cap-
tures the speaker’s intent, emotions, and key messages, rather
than the full video stream, thus reducing data volume while
preserving essential meaning [164]. (ii) Context awareness.
The application layer provides contextual information, such
as user intent, location, and application requirements, which is
then shared with the lower layers to optimize communication
[165]. In a healthcare application, the system prioritizes the



transmission of critical patient data over routine updates.
(iii) Knowledge graphs and ontologies. These tools structure
and represent semantic information in a machine-interpretable
format, enabling efficient communication between domains
[166]. Knowledge graphs link various data sources, while
ontologies facilitate semantic understanding. In smart city
applications, knowledge graphs depict the connections between
traffic sensors, vehicles, and pedestrians, allowing for informed
decision-making [167].

2) Semantic-Assisted Transport Layer: The transport layer
ensures the reliable and efficient delivery of semantic informa-
tion across the network, managing the data flow to facilitate
timely and error-free transmission [168]. (i) Semantic-aware
congestion control. Critical semantic data, such as emergency
alerts, is given higher priority to ensure timely delivery, even in
congested network conditions [164]. The system dynamically
adjusts the transmission rate based on the importance of the
data and the current network state. (ii) Adaptive error correc-
tion. Semantic-aware error correction techniques reconstruct
lost or distorted semantic information. In scenarios where mi-
nor data losses do not compromise the overall meaning, these
techniques allow for more efficient use of network resources
[169]. In a video streaming application, the system reconstructs
missing frames without retransmitting the entire video stream
[170]. (iii) Dynamic resource allocation. The transport layer
collaborates with the lower layers to allocate resources based
on the importance of semantic information [171]. High-priority
semantic data receives the necessary bandwidth and processing
power. In a gaming application, the system allocates more
resources to the transmission of real-time control signals,
ensuring responsive experience on the users’ side [168].

3) Semantic-Assisted Network Layer: The network layer
routes and forwards semantic information across the network,
ensuring data is delivered to the correct destination while con-
sidering its meaning and context [172]. (i) Semantic routing.
Enhanced routing algorithms consider the meaning and context
of data, making routing decisions based on importance and
urgency. In a smart city application, routing decisions prioritize
data related to public safety, such as traffic accident alerts,
over routine updates like weather reports [173]. (ii) Intent-
based forwarding. The network layer uses intent information
provided by the application layer to make forwarding deci-
sions, delivering semantic information to the most relevant
destinations [174]. In a healthcare application, patient data is
forwarded to the appropriate medical professionals based on
their expertise and availability [175]. (iii) Network slicing for
semantic services. The network layer supports the creation of
dedicated slices for SemComs [176].

4) Semantic-Aware Scheduling and Resource Allocation of
MAC Layer: The Medium Access Control (MAC) layer man-
ages access to the shared communication medium, ensuring
efficient and reliable transmission of semantic information.
(i) Semantic-aware scheduling. The MAC layer prioritizes
transmissions based on the meaning and urgency of semantic
information [177]. By analyzing data content to determine
priority [178], AI in industrial IoT scenarios may schedule

control signals for robotic arms ahead of routine sensor data to
ensure real-time responsiveness. (ii) Dynamic resource alloca-
tions. The MAC layer dynamically allocates resources, such as
time slots and frequency bands, based on the semantic context
and network conditions [179]. In a smart grid application,
critical control signals are allocated more resources to ensure
grid stability and reliability [180]. (iii) Collaborations with
PHY layer. The MAC layer works closely with the physical
layer to optimize modulation and coding schemes for semantic
payloads [181], while feedback on the importance of the data
enables the physical layer to adjust its modulation and coding
schemes accordingly.

5) Physical Layer: The physical layer converts data into
signals for transmission over the wireless medium, ensur-
ing they are received correctly at the destination [182].
(i) Semantic-aware modulation. Adaptive modulation schemes
optimize the transmission of semantic information based on
channel conditions, and ensure the reliability of critical se-
mantic data transmission [183]. (ii) Semantic-aware coding.
Various coding techniques, such as semantic error correction
codes, protect semantic information from errors and distortions
[184], preserving the meaning of the transmitted data, even in
the presence of noise or interference. (iii) Energy efficiency.
The physical layer minimizes energy consumption by trans-
mitting only the most relevant semantic information, reducing
the overall data volume [185], [186]. In a wearable device, the
system transmits only the most critical health data, reducing
energy consumption and extending battery life.

F. Leveraging DTs for 6G Networks: Towards Autonomous
Digital Entities

In the following, we address various use cases of DTs,
highlighting their synergy with Q-DRL, chiefly pertinent to (1)
security and (2) their operations. Indeed, Q-DRL interplay with
DTs are prominent in modeling various deployment scenarios
of the physical entities, often referred to as level-4 DTs, or
even, in achieving autonomous DTs, designated as level-5 DTs
[187].

1) Digital Twins for Security: The importance of DTs for
future wireless networks is particularly evident in their role
for (i) covert communications and (ii) physical layer security.
On the other hand, DTs take advantage of the advancements
in network security, particularly (iii) data encryption. Each of
these key aspects will be discussed in the following.

(i) Physical layer security. Physical layer security is mainly
attained through exploiting, and influencing, the physical chan-
nels between transmitters and receivers, aiming to limit the
adversary’s decoding ability. In general, it can be defined as the
difference between physical layer information received by the
legitimate user and the adversary, that attempts to eavesdrop on
the signal. Therefore, physical layer security maximizations, at
time 𝑡, can be represented as [188]: maxv(𝑡 ) [R

(𝑡 )
𝑘
− R(𝑡 )adv]+, in

which R(𝑡 )
𝑘

denotes the rate of the 𝑘-th user under considera-
tion, R(𝑡 )adv marks the rate of the adversary eavesdropping the
information, while [𝑚]+ stands for max {0, 𝑚}, for 𝑚 is a given



scalar. In addition, v(𝑡 ) represents a particular physical layer
parameter, such as transmit power, in which its optimizations
are based on the channel conditions. In this matter, DTs can
model physical wireless channels of the users, facilitating the
optimization of the parameters relevant in maximizing the
physical layer security, for example, transmit beamforming. In
particular, the study in [189] employs a DT to represent the
characteristics of the wireless channel, such as pathloss and
delay spread. More importantly, it highlights the role of AI
in extracting and learning the characteristics of real physical
channels, which can be extended to Q-DRL, particularly for
modeling the channels of satellite-ground communications
[190].8

(ii) Covert communications. Covert communications aim to
conceal the existence of the communications from adversaries.
To this end, DTs can be used to model the communication
channel, as a means of maximizing covert rate. For exam-
ple, given the channel condition, such maximizations can be
conveyed as [191]: maxv(𝑡 ) R

(𝑡 )
𝑘

, such that 𝜒
(𝑡 )
𝑖
≥ 1 − 𝜇,

where R(𝑡 )
𝑘

indicates the rate of the legitimate user 𝑘 , v(𝑡 )

denotes a certain physical layer parameter, 𝜒 (𝑡 )
𝑖

denotes error
detection probability of the attacker detecting the existence of
transmissions at 𝑡, while 𝜇 is the predefined constant indicating
the concealment of the communication.9 In addition, covert
communications can be extended to other network scenarios as
well, such as UAV-enabled networks. In this context, UAVs can
act as friendly jammers, emitting noise signals to degrade the
effective rate of the adversary, as emphasized in studies such
as [192]. Multiple DTs can represent multiple UAVs and, when
integrated with Q-DRL, can effectively optimize jamming
operations, to maximize the covert rate. It is worth highlighting
that Q-DRL-based approaches have been employed for opti-
mizing multiple UAVs in a wide range of studies, as showcased
in [193], which employs multiple agents with a centralized
quantum-based critic and several quantum actor networks.

(iii) Data encryption. Recently, there is growing effort
targeted at improving intra- and inter-twin communications
between distinct DTs.10 To this end, security protocols based
on post-quantum cryptography can be used: The study in
[194] promotes the integration of post-quantum cryptography
into blockchain frameworks, enhancing the security of IoT
networks. Interestingly, it also addresses the role of post-
quantum cryptography pertinent to IoT networks (and arguably,
wireless networks in general) at different layers: particularly
consensus and data sub-layers, employed to handle trans-
action integrity and records, respectively, within blockchain
frameworks. Another crucial aspect, with respect to SemComs
and DT-enabled networks, is the risk of semantic knowledge

8Furthermore, this opens possibilities to not only model the channel condi-
tion of the legitimate users, but also those of adversaries, at least in terms of
their statistical channel information, as studied in [188].

9Here, it is possible to define additional constraints pertinent to the assumed
system model, particularly maximum transmit power, as in [191].

10In his context, intra-communication addresses the information exchanges
between a single twin entity and its environment, while inter-communication
refers to communications between different DTs.

poisoning, as highlighted in [195]. Nevertheless, such risks can
be mitigated through adversarial training, by exploiting Q-DRL
(further elaborated in Sub-subsection VI-A).

2) Quantum DRL for DT Operations: Notably, Q-DRL
can also support DT-enabled wireless networks in multiple
aspects, among which are optimizing (i) DT processing and
(ii) operations.

(i) Optimizing DT processing. Q-DRL can be utilized for op-
timizing processing sequences in DT, aiming to minimize com-
putational latencies and energy consumption, alongside other
objectives. Such objectives involve optimizing DT deployment,
in terms of computational resource allocation and synchro-
nization between physical and digital entities, as demonstrated
in studies such as [196]. When several processing units are
used in executing DTs, it might be necessary to optimize the
computational migrations of the DTs, chiefly when multi-tier
computing is employed [197]. In such instances, it is bene-
ficial to employ multi-tier quantum learning models, wherein
higher-tier, cloud-based quantum processing units govern the
computational task offloading, particularly for DT migrations,
while lower-tier, edge-based units optimize their corresponding
communication and computation resources. This notion can
even be extended to Q-DRL, as illustrated in Fig. 10, as the
computational requirements of each edge shall vary over time,
depending on such factors as the arrival of clients in that
particular area. In the figure, each edge unit is capable of
processing DTs, and 𝑇 (𝑡 )𝑚→𝑛 and 𝑇 (𝑡 )𝑛→𝑚 respectively denote the
task offloading from the 𝑚-th edge to the 𝑛-th edge, and the
reverse thereof.

Fig. 10: One example of Q-DRL utilizations in multi-tier
computing, used for task offloading, pertinent to the DT
migrations.

(ii) Optimizing DT operations. Q-DRL is suitable for opti-
mizing DT operations in terms of synchronization and schedul-
ing. Though these factors are vital for DTs, for they directly
pertain to how effectively DTs represent their physical coun-
terparts, optimizing them is not trivial, owing to the challenges
such as the high-mobility of user equipment, as in vehicular
edge computing (VEC) networks. In this regard, Q-DRL can
be used to minimize the processing latency, and/or other



important performance indicators affected by it, including age-
of-information. Such optimizations are demonstrated in studies
such as [198], in which age-of-information minimizations are
considered, although Q-DRL utilizations remain lacking. In
particular, the reward pertinent to age-of-information mini-
mizations, given 𝑀 mobile edge computing (MEC) processors,
at iteration time 𝑡, can be defined as: 𝑅 (𝑡 ) =

∑𝑀
𝑚=1 𝜉

(𝑡 )
𝑚 . 𝜉 (𝑡 )𝑚

signifies the AoI value corresponding to the 𝑚-th MEC. If a
synchronization data packet is received at a particular time slot
𝑡, it can be defined as 𝜉 (𝑡 )𝑚 = 𝑡 − a(𝑡 )𝑚 , where a(𝑡 )𝑚 denotes the
packet generation time slot, and 𝜉 (𝑡 )𝑚 = 𝜉

(𝑡−1)
𝑚 + 1 if otherwise

[198]. Lastly, in cases involving large-scale deployments of
interconnected MECs, Q-DRL offers benefit in processing and,
thereby, facilitates extensive DT operations. This notion has
been explored in studies such as [199], in which Q-DRL is
used for minimizing processing latencies for task offloading.

To secure such operations, the following mitigation strate-
gies address widely known risks. i) Backdoor Attacks. Adver-
saries may carry out backdoor attacks, particularly by incorpo-
rating malicious models/parameters into the Q-DRL workflow.
These attacks can be especially harmful in a non-centralized
scheme, such as federated learning, in which prediction accu-
racy relies on aggregating possibly tampered models [200].
ii) Distributed Denial-of-Service (DDoS). Adversaries may
flood the computational and communication resources within
Q-DRL pipelines via DDoS-based attacks, possibly extending
the training duration and introduce training latency. These
attacks can be especially damaging when multi-agent Q-DRL
is used in time-critical scenarios (like V2X networks), as such
resource congestion may greatly affect time-sensitive actions
[201]. To mitigate these risks, credibility assessments of both
physical and digital entities can be imposed, introducing a trust
analysis layer [202]. In this regard, the credibility of the 𝑛-th
entity (among the 𝑁ent entities) can be computed as:

𝜗𝑛 =

∑𝑁ent
𝑚=1,𝑚≠𝑛

𝜖sat,𝑚→𝑛

𝑁ent − 1
, (4)

where 𝜖sat,𝑚→𝑛 denotes the satisfaction score for the 𝑛-th entity
as given by the 𝑚-th entity. Let us assume that L is an 𝑁ent ×
𝑁ent matrix containing all such scores, so that 𝜖sat,𝑚→𝑛 ∈ L. In
the case of mitigating backdoor attacks, 𝜖sat,𝑚→𝑛 may represent
the contribution of the 𝑛-th entity as evaluated by the 𝑚-th
entity, in which can be estimated using Shapley value.

3) Leveraging DTs for Q-DRL: Having discussed how Q-
DRL can be beneficial for DTs, the following highlights
practical approaches to utilizing DTs in facilitating Q-DRL
training.
• DTs to model physical environments. By this approach, we

may employ a DT comprising learning models to model
a dynamic physical environment, facilitated by real-time
interactions between the DT and environment. As such,
we can treat the wireless environment as a physical entity,
interacting with (and/or cloned by) the DT, which acts as
a digital entity. The study in [203] uses such an approach,
in which generative and predictive models are assembled
to build a DT, and attained reduced task processing delay

in UAV-enabled wireless networks. Interestingly, when the
DT is able to precisely model the environment, we can
limit Q-DRL interactions with the physical environment,
reducing trial and error.

• DTs to facilitate training convergence. By this approach,
DTs can be integrated into twin-delayed deep determinis-
tic policy gradient (TD3) algorithm (or other similar RL
algorithms). The study in [204] employs this approach to
improve battery energy storage systems. DTs may take
action variables, such as battery charging rates, as input
values and yield estimated state variables, such as the
remaining battery life, as output, mimicking physical enti-
ties and making this approach applicable to energy-aware
scenarios, such as low-energy wireless sensor network and
ambient backscattering communications. The outcomes of
DTs-assisted training can also enrich the information in
experience replay, as we can obtain more data on action-
state records, compared to training with physical entities
alone.

VI. ADOPTING SECURE Q-DRL TO MAXIMIZE PHYSICAL
LAYER SECURITY

There is a growing interest in exploring the security aspects
of Q-DRL, which is being driven from two perspectives: (i)
improving the security of Q-DRL itself, and (ii) using Q-DRL
to enhance the security of 6G, particularly SemComs and DT
-enabled networks.

A. Toward Secure Q-DRL

As discussed in studies such as [205], protecting the integrity
of quantum learning models requires enhancing data security,
through adding verifications to ensure that the training data
is not compromised by attackers, and exploited for malicious
means such as data poisoning. The risks of data poisoning
and other attacks also give rise to methods such as adversarial
training, as these attacks might negatively affect learning model
prediction capability, whether classical or quantum training
data is used, causing incorrect predictions, as highlighted in
[206]. Accordingly, the study in [207] presents a secure encod-
ing approach through randomization, and highlights that this
approach is apt for reinforcement learning as well. The impor-
tance of Q-DRL security becomes even more evident when we
consider its operation as machine-learning-as-a-service [208],
as this may introduce risks such as model extraction attacks,
making it possible for attackers to illegitimately retrieve model
parameters and structures, thereby replicating the response of
the trained model. In addition, distributed learning schemes,
where the trained models are shared across processing units,
may be assailed for model extraction attacks, as addressed in
[209], this is especially pertinent in cases such as federated
Q-DRL.

Further, assuming a non-centralized Q-DRL workflow, ap-
proaches such as secret key generation need to be adopted to
mitigate the risks of privacy leaking and keep the integrity



of information exchange. This is particularly relevant to Q-
DRL, as various types of information such as experience
replay and trained parameters may be exchanged, rendering
the processing nodes vulnerable to data or model poisoning
[210]. In this context, universally blind quantum computing
could improve the security of information exchanges between
quantum-processing nodes [211].

B. A Practical Adoption

The following discussions highlight Q-DRL utility for se-
curity. First, the assumed system model and the optimization
objective are addressed in Subsection VI-B1. Furthermore,
drawing from the steps elaborated in Section III, we present
the Q-DRL utilization in Subsection VI-B2.

1) The System Model and Optimization Objective: Let us
consider a wireless network, with 𝑀 access points (APs)
performing downlink communications to 𝐾user designated user
equipments, each of which is equipped with a single antenna.
Each AP is able to adjust its transmit power. The challenge is,
there are 𝐾adv adversary devices, each of which is equipped
with a single antenna, and is assigned to eavesdrop on the
message designated to a legitimate user in its proximity, where
𝐾adv = 𝐾user. To counteract, the APs strive to improve the
physical layer security, by maximizing the secrecy rate of
each legitimate user, under the threats of its eavesdropper
(such notions is also discussed in Sub-subsection V-F1). The
objective, at each iteration time 𝑡, articulates as thus:

maximize
p(𝑡 )

𝜁 (𝑡 ) =
𝐾user∑︁
𝑘=1

[
R(𝑡 )
𝑘
− R(𝑡 )adv,𝑘

]
+

(5a)

subject to 𝑝
(𝑡 )
𝑚 𝑃max ≤ 𝑃max. (5b)

𝜁 (𝑡 ) denotes the objective function, i.e., the cumulative secrecy
rate. R(𝑡 )

𝑘
and R(𝑡 )adv,𝑘 denote the achieved rates of the 𝑘-th

legitimate user and its associated eavesdropper, respectively,
at 𝑡. p(𝑡 ) = [𝑝 (𝑡 )𝑚 ]𝑀𝑚=1 denotes the APs’ transmit power
coefficient. 𝑃max denotes each AP’s maximum transmit power.
Furthermore, (5b) satisfies the transmit power budget. Without
loss of generality, here we assume that 𝑀 = 𝐾user, with each
𝑚-th AP being assigned to the 𝑘-th user, in a one-to-one
relationship.

2) Developing Q-DRL for the Task: Accordingly, the action
space, at each time 𝑡, comprises transit power adjustments,
defined as: 𝐴(𝑡 ) = p(𝑡 ) . The state space, at each time 𝑡,
comprises the channel information of the users, and can be
defined as: 𝑆 (𝑡 ) = H(𝑡 ) , where H(𝑡 ) conveys the channel matrix
at 𝑡. The reward, at 𝑡, can then be formulated based on (5):
𝑅 (𝑡 ) = 𝔰𝜁 (𝑡 ) , where 𝔰 denotes the adjustable coefficient, and
is part of the hyper-parameters. In this context, increments of
𝑅 (𝑡 ) indicate improvements in secrecy rate. Then, a quantum
learning model, akin to the one used in [212], is employed,
and the parameter-shift rule is employed to optimize the model
parameters.

The achieved cumulative secrecy rates, with respect to the
training episodes are depicted in Fig. 11. In this instance,

Fig. 11: The average achieved secrecy rates, with respect to
the number of the episodes, of the Q-DRL utilizations detailed
in Section VI-B.

H(𝑡 ) is generated for each 𝑡, requiring Q-DRL to respond to
the changing environment state. As illustrated in the figure,
the secrecy rate increases in accordance with the number of
learning iterations, indicating Q-DRL effectiveness, even with
an exceptionally high ratio of the number of eavesdroppers
versus that of the legitimate users, in this case, 𝐾user = 𝐾adv.
The reason for this lies in the capability of Q-DRL to learn
the optimized p(𝑡 ) over time, amidst the dynamic channel
information and high number of eavesdroppers.11 Impressively,
Q-DRL achieved higher secrecy rates compared to classical
deep reinforcement learning (termed ‘CRL’ in Fig. 11). In
our analysis, this can be attributed to the higher dimension-
ality of information processing in quantum models. These
results also confirm findings from related studies: The study
in [213] employs a quantum-inspired reinforcement learning
(QiDRL) workflow to optimize the flight trajectory of aerial
base stations, resulting in faster convergence and higher reward
values compared to classical Q-learning. Furthermore, [43,
Fig. 11] shows that DRL with variational quantum circuits
requires fewer parameters (and thus less memory to store
model information) compared to classical deep-Q learning,
while attaining comparable performance in cognitive radio
channel selection.

There exist opportunities to improve the security even fur-
ther, particularly for SemComs and DT-enabled networks. (i)
When dealing with sensitive data, it is possible to employ
blockchain, and even distribute the learning process. For exam-
ple, [214] adopts blockchain to improve the security of health-
care data, pertinent to federated learning scenarios, while [215]
employs blockchain for DT-enabled IoT networks. (ii) More-
over, there are risks of semantic noise, wherein adversaries

11Regarding the results of Fig. 11, we assume that the eavesdroppers,
potentially situated in concealed places to avoid detection, experience reduced
channel gains, compared to the legitimate users. Hence, given h(𝑡 )

𝑘
and h(𝑡 )adv,𝑘

respectively as the channel of the 𝑘-th legitimate user and its eavesdropper, we
assume |h(𝑡 )

𝑘
|2 ≥ |h(𝑡 )adv,𝑘 |

2, for all 𝑡 and 𝑘. In addition, we set 𝐾user = 2 and
𝐾adv = 2. The constraint of (5b) is satisfied by normalizing each quantum
circuit’s outputs, each of which is responsible for yielding 𝑝

(𝑡 )
𝑚 , ∀𝑚, 𝑡 ,

respectively unto [0, 1].



exploiting machine learning, to minimize semantic distances,
may compromise the SemComs [216]. As a countermeasure,
Q-DRL can be combined with generative AI to mitigate the
semantic noise, akin to denoising approaches based on stable
diffusion models in [217].

VII. CONCLUSIONS

This paper aims to promote the adoption of Q-DRL, an
emerging quantum technology, for SemComs and DT-enabled
wireless networks, with a focus on security. To this end,
this paper offers a guide in Section III on using Q-DRL for
such networks, including discussions on how to train learning
model parameters. In addition thereto, this paper elaborates
on the taxonomy of Q-DRL, which is surprisingly deficient
in current literature, opening possibilities for further Q-DRL
developments in Section IV. Thereafter, the paper discusses
specific roles of Q-DRL in SemComs and DT-enabled net-
works, highlighting its importance and illustrating its role in
strengthening physical layer security. As this topic remains
in its infancy, the following reveals the prospective research
directions and use cases.

A. Challenges and Future Research Directions

While the potential of Q-DRL is evident, there remain
challenges pertaining to its adoption in wireless networks.
It is worth noting that these challenges present compelling
research directions. (i) Security aspects of the wireless net-
works. Leveraging Q-DRL might require user information to
be sent as datasets, which could open vulnerabilities such as
man-in-the-middle and eavesdropping attacks, especially when
classical channels are being used. Employing quantum security
protocols can be considered a future endeavor: For instance,
[218] explores the possibility of utilizing quantum teleportation
protocols to enhance the quantum neural network security,
especially in federated learning settings. Interestingly, ma-
chine learning methods can themselves be used to strengthen
quantum security protocols, as shown in [219]. Furthermore,
network-scale employment of quantum security protocols fa-
cilitate the advancement of the quantum internet, as discussed
in [220]. (ii) Quantum-classical integrations. Although the
integration of quantum-classical processing may introduce
computational bottlenecks (for instance, quantum learning op-
erations require quantum measurements in obtaining classical
valued optimization solutions) it opens up possibilities for
quantum-classical integration, such as in hybrid quantum-
classical DRL, as discussed earlier in Section IV-A2. Moreover,
these issues may also arise from the fact that datasets are often
stored as classical values. Nevertheless, such bottlenecks can
indeed be turned into opportunities to streamline processing:
For instance, the study in [221] employs a classical learning
model to reduce the dimensionality of training datasets before
embedding them into subsequent quantum learning operations,
thereby minimizing logical qubit requirements.

B. Compelling Use Cases in Communication Networks
Beyond semantic communications and physical-layer secu-

rity, here are further scenarios where Q-DRL could play a
transformative role in the context of 6G networks and DTs.

(i) Intelligent UAV swarm coordination. With the surge of
drones and UAVs in 6G-enabled smart cities, coordinating
fleets of UAVs becomes increasingly complex: Q-DRL can
leverage quantum superposition to explore multiple trajectory
possibilities simultaneously, improving convergence speed in
crowded airspaces. Through quantum-inspired exploration, a
swarm of UAVs can avoid collisions in real time while
meeting mission objectives, e.g., delivery and surveillance. A
DT environment of the city’s airspace can simulate weather
conditions, building structures, and flight restrictions. Q-DRL
agents trained in this DT can be rapidly deployed for swarm
coordination.

(ii) Quantum-enhanced federated learning in edge networks.
Federated learning (FL) becomes pivotal in 6G as it enables
distributed model training across multiple edge devices. By
embedding quantum techniques in local or global model up-
dates, FL can expedite gradient search and exploration. In addi-
tion, parameter aggregation under quantum encryption schemes
can enhance privacy. As 6G networks will have edge devices
with varying computational capabilities, Q-DRL can manage
computational resource allocation, e.g., CPU/GPU/quantum
processing unit usage, handling large combinatorial possibili-
ties in real time. Therefore, it is plausible to integrate Q-DRL
into a larger federated learning (FL) workflow, where FL en-
ables edge processors to jointly learn loss gradients, which can
accelerate convergence and lighten the computational burden
on central processors (e.g., cloud servers) [211]. In this wise,
quantum FL, along with other non-centralized quantum learn-
ing model workflows, can be integrated with quantum invariant
graph neural networks [222], useful in operating context-aware
semantic wireless networks [223]. Different quantum-powered
edge processors, for example, can be clustered based on the
similarity of the task they perform.

(iii) Multi-agent coordination for network slicing. Network
slicing in 6G allows virtual network slices with different
Quality-of-Service (QoS) requirements (e.g., for IoT, AR/VR,
and critical infrastructures). Each slice has unique latency,
bandwidth, and reliability constraints. Q-DRL agents can con-
tinuously adapt slices to meet SLAs, even under dynamic
network conditions (e.g., surges in user demand or hardware
failures). Quantum-inspired multi-agent coordination protocols
can reduce overhead among distributed network orchestrators,
optimizing the system globally. In a DT context, each network
slice and its performance metrics are simulated to expedite
learning convergence.12 Multiple Q-DRL agents can be com-
plemented with quantum graph neural networks, to represent
the interconnection between network nodes [226], potentially
outperforming isolated classical DRL approaches.

12Classical DRL has been used for various use cases in network slicing,
demonstrating the feasibility of this research direction. In particular, resource
management across slices for different services [224] and varying topologies
[225] can be investigated.



(iv) Facilitating network automation. The integration of
quantum technology into 6G will substantially support opera-
tors, as it will facilitate network automation, reducing human
intervention. For instance, this includes learning the network
structure, enabling routing optimization, and anomaly detection
[227]. Furthermore, such structural learning approaches can
be handled by quantum graph neural networks (to extract
interconnections between network nodes, facilitating social-
aware network optimization) and by quantum learning models
with knowledge distillation [206], which can improve network
security by inferring the probability distribution of possible
attack scenarios.

C. Beyond Communications: Emerging Use Cases

Finally, Q-DRL employments are not exclusively for ad-
vancing communication networks. They also facilitate the
development of other areas, such as healthcare and the Meta-
verse. (i) Smart healthcare. Q-DRL, along with other quantum
technologies, can enhance the deployment of smart healthcare,
with use cases ranging from health risk detections to medical
data privacy. For instance, Q-DRL and other quantum machine
learning approaches can be used to detect abnormal health
conditions, as in [228], in which quantum convolutional neu-
ral networks were utilized. Further, protecting medical data
privacy is important, given that such data contains patients’
sensitive information, such as their health records. To this
end, the networks of quantum communication-enabled nodes
will facilitate secure quantum internet, enhancing the privacy
and security of medical data sharing [229]. (ii) Metaverse and
extended reality (XR). Eventually, Q-DRL, and other quantum
technologies, can be introduced to enhance the Metaverse
and XR, since such technologies are reshaping humans in-
teraction with other individuals and machines. In particular,
quantum computing is apt to address the growing computa-
tional demands of processing the Metaverse, particularly when
combined with SemComs [230]. Moreover, [231] discusses
AI employments in enhancing the information extraction and
processing of XR equipments, among other purposes, and thus
highlighting the potential utility of Q-DRL.

D. Concluding Remarks

In conclusion, Q-DRL represents an exciting frontier for
future wireless networks as it potentially accelerates learning
and handles enormous state-action spaces, compared with
its DRL counterpart. As 6G evolves toward extremely high
data rates, ultra-low latency, and AI-native infrastructures, Q-
DRL will likely play a pivotal role in empowering DTs and
SemComs, and improving security. Together with the emerging
6G technologies and advanced ML techniques at the edges,
Q-DRL can become a major enabler for diverse tasks across
next-generation networks (including mission-critical tasks),
supporting intelligent DTs, secure SemComs, and beyond.
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