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Abstract—Extremely large-scale antenna arrays (ELAA) re-
quire near-field spherical wave modeling due to the substantial
increase in the number of antennas, which introduces new
spatial dimensions to physical layer key generation (PLKG). We
investigate multi-user PLKG in near-field environments, where a
base station with an ELAA simultaneously generates secret keys
with multiple users. We derive an analytical expression for the
key rate (KR). By utilizing spatial dimensions of distance and
angle in near-field environments, we apply eigenvalue decom-
position and singular value decomposition to design precoding
matrices to reduce interference among user equipments (UEs)
and extract uncorrelated subchannels. Given that the KR is non-
convex, we approximate it and optimize the precoding matrix to
increase the KR. After precoding design, the KR depends on the
transmit power allocated to the subchannels. Two optimization
problems are formulated to further optimize transmit power
allocation. The first problem focuses on maximizing the sum
KR. We apply the Lagrange multiplier method to determine the
optimal power allocation variables by searching the Lagrange
multiplier. To reduce computational complexity, a supervised
feedforward neural network (FNN) is designed to capture the
relationship between the power allocation variables and the
Lagrange multiplier. The second optimization problem focuses
on KR fairness. By introducing a slack variable that is smaller
than the KRs of all users, we use the CVX toolbox to find optimal
power allocation variables that maximize this slack variable. To
further reduce complexity, the Lagrange multiplier method offers
an analytical solution for power allocation variables in terms
of Lagrange multipliers determined by the slack variable in
the high-power case. We employ a bisection algorithm to find
the slack variable. Furthermore, we propose an FNN to map
transmit power to the slack variable. Simulations demonstrate
that the proposed methods efficiently leverage near-field effects
for multi-user PLKG, reducing pilot overhead.
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I. INTRODUCTION

HE sixth generation (6G) wireless communications will

expand application scenarios with high data rate, low
latency, and massive connections [1]. With the increase of
coverage and network heterogeneity, 6G security and privacy
are crucial [2]. Traditional cryptographic schemes consisting
of symmetric encryption and public key cryptography (PKC)
are not often inapplicable due to key distribution and compu-
tational complexity. PKC necessitates the presence of public
key infrastructure, which is not always effective for securing
device-to-device (D2D) communication [3]. Besides, PKC
based on computational security may not apply to lightweight
devices and is threatened by quantum computers with pow-
erful computational power [4]. Symmetric encryption is an
alternative solution for securing D2D communication, but key
distribution is challenging. Pre-distributed keys can address
the issue, but they are rarely refreshed and lack scalability
[5]. This is particularly problematic in dynamic environments
where devices frequently join and leave the network [6].

Physical layer key generation (PLKG) exploits the random-
ness of the wireless channel for Alice and Bob to generate
secret keys. PLKG emerges as a promising technique to
offer quantum-resistant secret keys for lightweight devices [7].
Since the wireless channels vary with time, Alice and Bob
leverage this natural random source for key generation. Re-
lying on channel reciprocity, Alice and Bob share nearly the
same channel characteristics within a short channel snapshot.
Besides, the property of spatial correlation makes the wireless
channels of eavesdroppers uncorrelated with that of Alice and
Bob over distances of the order of a few wavelengths [3].

In 6G communications, the extremely large-scale antenna
array (ELAA) is emerging as a promising approach to enhance
spectral efficiency and spatial resolution [8]. Since ELAA
significantly scales up the number of antennas, the radiated
electromagnetic waves need to be modeled by near-field spher-
ical waves, where the signals received by different antennas
experience different distances and angles from the transmitter.
The near-field spherical waves enable the base station (BS)
to concentrate signal energy on both distance and angles,
introducing a new distance dimension to PLKG systems. Even
if an eavesdropper is positioned between the user and the
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BS and shares the same angle as the user, the near-field
propagation model allows the user to gain an advantage over
the eavesdropper through the distance dimension [9], [10].

As the number of users in PLKG systems increases, the
issue of pilot overhead becomes more significant when users
generate secret keys with the BS sequentially in a point-to-
point manner. To address this, multi-user key generation has
recently been explored [11], [12], where users simultaneously
generate secret keys with the BS. The orthogonal frequency-
division multiple access (OFDMA) modulation is employed to
allocate non-overlapping subcarriers to different users, allow-
ing each user to independently generate secret keys with the
BS from their respective subcarriers [11]. Furthermore, as the
number of antennas in multiple-input multiple-output (MIMO)
systems increases, the far-field channel can be transformed into
the beam-domain channel, where the beams of each user cor-
respond to different angles of arrival (AoAs) at the BS. Thus,
each user can exploit the randomness of beams associated with
different AoAs [12]. However, the scheme of [12] is based on
far-field channels, where the planar wavefront allows the BS to
steer energy toward specific users by exploiting their distinct
AoAs. If users share the same AoA, the spatial diversity may
not be utilized for PLKG. In contrast, under the spherical-
wave channel model, the near-field effect introduces spatial
degrees of freedom in both distance and angle. This enables
users located at different angles or distances to simultaneously
generate secret keys with the BS [13].

Precoding design has recently been explored to enable
multiple users to extract randomness from their channels [12],
[14]. In massive MIMO networks, a hybrid precoding scheme
was developed to mitigate interference from other users [14].
Specifically, users sequentially send pilots to the BS for uplink
channel probing, resulting in pilot overhead that scales linearly
with the number of users. To allow the BS to probe the channel
for all users simultaneously, the sparsity of the far-field beam-
domain channel has been leveraged. Precoding matrices are
aligned with non-overlapping beams, effectively reducing both
interference and pilot overhead [12]. Furthermore, this scheme
exploited the randomness from the beams of a user with
different AoAs in a single channel probing, thereby providing
more random sources. However, this scheme assumed equal
power allocation for precoding matrices, leaving the power
allocation problem unaddressed. In far-field environments,
large antenna arrays lead to asymptotically orthogonal steering
vectors across angles, allowing effective angular-alignment-
based precoding for multi-user key generation [12]. However,
near-field channels exhibit spatially varying path gains, angles,
and distances across the array, making angular alignment
insufficient. In this case, relying solely on angular alignment
may introduce correlation between measurements of paths.
Therefore, precoding strategies must jointly exploit both angle
and distance diversity to suppress inter-path interference.

The power allocation algorithm for precoding matrices in
multi-user key generation has primarily focused on maximiz-
ing the sum key rate (KR) for all users within a constrained
transmit power budget [12], [14], [15]. The KR quantifies the
maximum number of secret keys that can be generated for a
user. Due to the non-convex nature of the power allocation

problem, a genetic algorithm was proposed to optimize the
sum KR [14]. Subsequently, the sum-KR maximization prob-
lem was approximated using convex optimization theory to
simplify the solution [15]. However, these existing approaches
often rely on iterative optimization algorithms, which are com-
putationally complex and difficult to implement in practical
scenarios. Therefore, there is a need to develop a simpler
algorithm for effective power allocation. Moreover, focusing
solely on maximizing the sum KR can lead to the user’s KR
being sacrificed with the poorest channel quality. In ELAA
near-field systems, the distance dimension can be utilized
to enable both near and far users to generate secret keys
simultaneously. However, if the far user has significantly poor
channel quality, the transmit power allocation must consider
the sum KR of all users. Therefore, it is essential to prioritize
the KR fairness by maximizing the minimum KR in the
system, rather than merely maximizing the sum KR.

To facilitate multi-user key generation in ELAA systems,
this paper exploits the spatial dimensions of angles and di-
mensions in near-field channels to design precoding matrices.
Furthermore, the power allocation variables associated with
these precoding matrices are optimized to maximize the sum
KR and address KR fairness. A supervised feedforward neural
network (FNN) is trained to determine the optimal power
allocation variables. Our main contributions are summarized
as follows:

o We investigate the multi-user channel probing scheme in
near-field ELAA systems to relieve pilot overhead, where
users can simultaneously generate secret keys with the
BS. We apply a precoding scheme based on singular
value decomposition (SVD) and eigenvalue decompo-
sition (EVD) to mitigate interference from other users
by leveraging the angle and distance dimensions of the
near-field effect and covert spatial-correlated channels
to subchannels. Since the KR is non-convex, we derive
the approximate expression of the KR. We optimize the
precoding matrix to maximize the KR.

o We investigate maximizing the sum KR through sub-
channel power allocation. We utilize the Lagrange mul-
tiplier method to find the analytical expression of the
optimal power allocation variables based on the Lagrange
multiplier. We then gather a large dataset of samples
pairing transmit power with the corresponding Lagrange
multiplier using a water-filling algorithm. To reduce com-
putational complexity, we train a supervised FNN to learn
the relationship between these variables. This allows us
to directly predict the optimal power allocation variables
based on the Lagrange multiplier.

« We further investigate the KR fairness. First, we introduce
a slack variable that is smaller than all KRs and use
a standard convex optimization solver to maximize the
slack variable. Furthermore, by approximating the KRs
in high-power scenarios, we derive analytical expressions
for the power allocation variables as functions of the
Lagrange multipliers and for the Lagrange multipliers
as functions of the slack variable. A bisection search
algorithm is employed to determine the slack variable.
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Additionally, we collect data on various transmit powers
and corresponding slack variables from the solver and
train a supervised FNN to learn about their relationship.
Compared to iterative optimization algorithms, the FNN
can directly predict power allocation variables using these
analytical expressions.

o Simulations show that our proposed FNN-based power
allocation schemes outperform equal allocation schemes
in terms of transmit power, the number of antennas,
distances and angles. Besides, even when all users share
the same angles, the spatial dimension of distance can be
exploited to enable simultaneous multi-user key genera-
tion in near-field ELAA systems.

The remainder of this paper is organized as follows: Section
IT presents the multi-user key generation in near-field ELAA
systems. A multi-user channel probing scheme is proposed
in Section III. The analytical expression of the KR is further
derived. In Section VI, we apply the SVD and EVD methods to
design the precoding matrices which are transferred into power
allocation variables. In Section V, we utilize the Lagrange
multiplier method to maximize the sum KR, where the optimal
power allocation variables are determined by the Lagrange
multiplier. We train a FNN to learn the relationship between
the transmit power and the Lagrange multiplier. In Section VI,
we use the FNN-based power allocation scheme to address KR
fairness. Section VII presents the simulation results, followed
by the conclusions in Section VIIIL.

Notations: Boldface lowercase letters and boldface upper-
case letters denote vectors and matrices, respectively. diag(-)
forms a diagonal matrix out of its vector argument. (-)T,
(), ()71 and (-)* denote the transpose, conjugate transpose,
inverse, and conjugate, respectively. C™*"™ is the complex
space of a m xn matrix. Iy denotes the N x N identity matrix.
CN (u,0%) denotes the circularly symmetric complex Gaus-
sian distribution with mean y and variance o2. E{-} denotes
the statistical expectation. I(-) denotes mutual information.
h(-) is the differenctial entropy. The matrix with all elements
equal to zero is denoted as 0. Table I summarizes the notations
used throughout the paper.

II. SYSTEM MODEL
A. System Overview

Figure 1 presents the setup for a multi-user key generation
system in near-field scenarios, where a BS is equipped with a
N-antenna ELAA and K pieces of user equipment (UE) are
fitted with a single antenna. The BS controls the precoding ma-
trices for generating secret keys with K UEs simultaneously,
which will be elaborated in Section IV. Two power allocation
strategies are investigated considering maximizing the sum KR
and ensuring KR fairness in Section V and VI, respectively.
Since eavesdroppers locate half wavelength from the BS and
UEs, the channels of eavesdroppers are uncorrelated with that
of BS and UEs [12].

As illustrated in Fig. 2, the multi-user key generation
protocol consists of four steps: channel probing, quantization,
information reconciliation, and privacy amplification. In the
channel probing, the UEs and BS transmit pilots to each other

TABLE I
SYSTEM PARAMETERS
Notation Definition
N Number of antennas at the base station
K Number of user equipments
Distance from the k-th UE
Tbg > Tyl and its [-th path to the reference antenna
Azimuth angle of the k-th UE
Vbre> Yoyl and its [-th propagation path
B, 1 Complex path gain of the [-th path of the k-th UE
Ly Number of multipath components for the k-th UE
Py Precoding matrix for the k-th UE
dr Rayleigh distance
hy Near-field channel vector of the k-th UE
b (d’bk,ly Tbk,l) Array response vector

c(¥o, 1, "oy 1) Gain correlation vector

Ry Channel covariance matrix of the k-th UE

Sd,su Downlink and uplink packets

L, Q Lengths of downlink and uplink packets

N Symbol vector length

O'g, o2 Noise power at the UE and the BS, respectively
35, G2 Estimated noise power at the UE and the BS
Py, P, Transmit power at the UE and the BS
By Aggregated channel covaraince matrix of the k-th UE
{/,(CO) Interferernce mitigation matrix of the k-th UE
Dy Number of extracted subchannels for the k-th UE
P, Effective precoding matrix of the k-th UE
Wi Subchannel extraction matrix of the k-th UE
Rk Channel covariance matrix after applying \~/](€0)
Upnrk Channel correlation matrix of the k-th UE
Apg Channel eigenvalue matrix of the k-th UE
Pk Uplink precoding matrix of the k-th UE
Uy, Vi Direction control matrices of the k-th UE

Ay Power allocation matrix of the k-th UE

Ahk,j Channel eigenvalue
Ak, j Power allocation variable
Tk, Power allocation variable normalized by Apg ;
I KR of the k-th UE
Ck Upper bound on the KR of the k-th UE
o Lagrange multiplier for sum KR maximization
[75% Lagrange multiplier for KR fairness of the k-th UE
t Slack variable introduced for KR fairness optimization

= Downlink

n Uplink
]

E/Eve

Fig. 1. Channel model.

and estimate the reciprocal channels. In the quantization, the
UEs and BS transfer the channel measurements into binary
sequences. Information reconciliation algorithms wipe off the
discrepancies between the quantized sequences due to the
noise. In the privacy amplification, algorithms are leveraged to
remove the key bits leaked to eavesdroppers. Finally, the k-th
UE and the BS agree on a secret key that cannot be obtained
by other K — 1 UEs. Our paper concentrates on the channel
probing step, which will be elaborated in Section III.
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Fig. 2. System model.

B. Device Configuration

Figure 1 presents a two-dimensional coordinate system,
where the BS is situated along the x-axis and UEs are deployed
on the positive side of the y-axis. The BS is modelled as a
uniform linear array (ULA) with N-antennas. The coordinate
of the reference antenna is (0,0) and the coordinate of the
n-th antenna is (,,d,0), where d is the antenna spacing and
6, =n—2=L forn=0,1,..., N — 1. The coordinate of the

k-th UE is (rbk sinay, , 75,1/ 1 — sin? T/ka) , where 7y, is the

distance from the k-th UE to the reference antenna and )y,
is the azimuth angle. The BS controls K precoding matrices,
{Py|Py € CN*Ne k= 1,..., K}, for channel probing with
the k-th UE, where N, is the symbol vector length.

C. Near-Field Channel Model

The radiation field of electromagnetic waves is divided into
two regions: the radiative near-field region and the far-field
region [16]. The Rayleigh distance dg = % is commonly
used to distinguish between these two regions [17], where A
is the wavelength and D represents the array aperture. When
the array aperture of a ULA is defined as D = (N — 1)d and
d = \/2, the Rayleigh distance of a ULA is dg = 5 (N—1)2A.
For example, at a carrier frequency of 28 GHz and with 100
antennas, any UE within a distance of 52.5 meters from the
BS is considered to be in its near-field region.

If a UE is located in the near-field region of this array,
the channel has to be modelled as a near-field channel with
spherical-wave assumptions. According to [18], [19], the near-
field channel' from the k-th UE to BS is modelled as

N <L
hy, =4/ I lekl Bora€ (Yo 157o1) © B(oy 1, 70,0), (1)

where h;, € CN*1, Bb,,,1 is the channel gain of the [-th path,
1y, 1 denotes the azimuth angle of the [-th scatter, 7, ; is the
distance from the [-th scatter to the reference antenna of the
ULA, and L, is the number of scatters.

'Our paper considers a stationary near-field channel model, where the entire
antenna array is assumed to be visible to the UE, consistent with the approach
in [8]. In contrast, non-stationary near-field channels account for the fact that
different portions of an ELAA may be either visible or invisible to a given
UE, resulting in a fundamentally different channel modeling [17].

The near-field channel is composed of array response vec-
tors and gain correlation vectors. The array response vector
represents the actual phase variations between all receive
antennas and the reference antenna, which is given by

1 _zn (0 _
b(wbk,larbk,l) = ﬁ[e Y (Tbk,l Tbk;wl)7. ..,

1)_7'bk,l):| T

c2m (.(n) c2m ((N—
() —i%(r
e X byl k> ,o..,€ X byl

(@

where 7"15:,)1 = \/7"1%,“1 + d262 — 21y, g siniy, 1 doy, is the dis-
tance from the [-th scatter to the n-th antenna and 7, ; denotes
the distance from the [-th scatter to the reference antenna.
The gain correlation vector c(p, 1,7, ) describes the actual
amplitude variations between all receive antennas and the
reference antenna, which is given by

T
Top,l Thy,l byl
C(wbk,larbk,l) = (0) ) (1) P (Nfl) . (3)
Tot oyl byl

D. Correlation Modeling

In our work, the near-field channel h;, is modeled as a com-
plex Gaussian random vector, which is a commonly adopted
assumption in rich-scattering propagation environments. As
shown in [8], the near-field channel follows the distribution
h;, ~ CN(0,Ry), where Ry, € CV*¥ denotes the channel
covariance matrix (CCM) that characterizes the long-term
spatial correlation among the N antennas at the BS.

The CCM of the near-field channel hy, is expressed as

Ry, = E {h;h/'} € CV*N, 4)

Let hy, ,, denote the n-th element of hy,. The spatial correlation
between the n-th and m-th antennas is given by [Ry],.m =
E{hk,nhj, .}, which can be expressed as

_s2m o (n) _ (m)
_ 1 < Tgk,qE{lﬁbk,qP}e % (T gy 0)
[Rk]n,’m— sz T(n) (m) . (5)
q=1 br,q" bk,q

The near-field CCM in (5) is determined by the scatterer
distribution in terms of both angular and distance domains.
The angles and distances may follow different distributions de-
pending on the propagation environment. However, obtaining
a closed-form expression for the resulting CCM is generally
intractable. For detailed analysis, we refer the reader to [18].
Here, we assume that the channel vector hy, follows a complex
Gaussian distribution. The CCM Ry, is numerically estimated
as Ry = E{h;h{’} via Monte Carlo simulations using a large
number of channel realizations.

III. MULTI-USER CHANNEL PROBING IN NEAR-FIELD
COMMUNICATIONS

To extract secrets keys from the near-field channel hy in
(1), the k-th UE follows a ping-pong pattern by receiving a
downlink packet from the BS and subsequently transmitting
an uplink packet to the BS to measure hy. If the K UEs
probe their channels sequentially, the pilot overhead increases
linearly with the number of UEs. In this section, a multi-
user channel probing scheme is proposed to reduce pilot
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overhead. That is, the K UEs simultaneously probe their
uplink channels, while the BS probes the downlink channels
in parallel. Therefore, the pilot length does not increase with
the number of users.

The key challenge in multi-user channel probing is the inter-
ference caused by multiple users sharing the same uplink and
downlink packets. The main approach is to design precoding
matrices that mitigate interference from other UEs. The design
of these precoding matrices, { Py}, will be discussed in detail
in Section IV. This section focuses on the multi-user channel
probing process, followed by the derivation of the analytical
expression for the KR based on the measurements.

A. Downlink Multi-User Channel Probing

The BS broadcasts the same downlink packet S; € CLxNs
to K UEs, where S/S; = LIy, and L is the length of the
downlink packet. Specifically, L should satisfy L > N, to
ensure that the k-th UE can estimate a measurement vector
with N, dimensions. To enable the k-th UE to extract secret
keys from its measurement, the downlink packet is multiplied
by the respective precoding matrix Pj. Thus, the sum of
precoded downlink packets is represented as 2521 P SH.

When the sum of precoded downlink packets is broadcasted
to K UEs, the k-th UE gets the received signal as follows:

Yo, = hiPSH + 0> PpS4m,,  (6)

k' #k

interference

where y;,, € C1*F, n,, € C'*F is the noise vector, ny, ~
CN (0,02I) and o7 is the noise power at the UE. As shown
in (6), the interference from precoding matrices of other UEs
will influence the k-th UE. Thus, the design of {P}} should
mitigate interference among UEs so that the K UE can share
the same downlink packet to relieve pilot overhead.

By the least squares (LS) estimation, the k-th UE measures
its downlink near-field channel as

K — —
2, =h' > PuSHS.(SFS4) " +m, S (SFS)
=h{P,+h{ >

where 7,, € C1*Ns 1, € C'*Ms is the noise vector after
. . _ _ 1 ~ N _ 1 .
LS estimation, n,, = ﬁnbfs%, and S; = ﬁSd is the
normalized result of S; with S{f Si=1In,.
We compute the Hermitian transpose of the above equation,

which is given by

ap =Pibe+ > Plhy + iy, ®)

o P+ B )

where z;,, € CVs*! 1, = ﬁfi, n,, ~ CN (O,&gINS), and

2
o; = & is the estimation noise power at the UE.
B. Uplink Multi-User Channel Probing

UEs send uplink packets, s, = [s1,...,50]T € C@*!,
where ( is the length of the uplink packets, ss,, = QP, and
P, is the uplink transmit power. The BS receives the signal as

K
Yo=) s +Ng, 9)

where Y, € CV*? and N, € CN*? is the uplink noise
matrix. Each entry of N, is a Gaussian noise with power o2.

By the LS channel estimation, the BS measures the com-
bined channels of K UEs, which is given by

2o=Yosu(sl's) " =30 etn,  (0)

_ _ -1 )

where z, € CV*!, i, = Ngs, (sfsu) e CN*1 ig the
2

noise vector after LS estimation and n, ~ CN (O, %IN)

To acquire the measurement of the k-th UE, BS applies the
precoding matrix Py, to z,, which is given by

K
H -~
Zq, = P} Zk:l hy, + D, , (11)
where z,, € CV+*!, 1, = Plfn, ~ CN (0,82PkHPk) is
2
the estimation noise after precoding and 72 = 5 o is the
estimation noise power at the BS.

The uplink pilot length @ can be set to any value satisfying
@ > 1. Regardless of @, the BS, equipped with N antennas,
can estimate N channel coefficients during uplink channel
probing. By applying the precoding matrix Py € CN*¥s to
the measurement vector z, € CN*1, the BS obtains an N,-
dimensional precoded measurements z,, € CVs*1,

C. Key Rate

The KR denotes the maximum number of secret keys that
can be extracted from the near-field channel hy by using
the measurements of the BS and the k-th UE, i.e., z,, and
zp,. When eavesdroppers are positioned half a wavelength
away from the UEs, their channels become uncorrelated with
those of the UEs. As a result, the KR is equivalent to the
mutual information between z,, and zp, [20], i.e., I(2q,; Zp, )-
The half-wavelength condition for eavesdropping conditions
has been investigated from both theoretical and experimental
aspects. Theoretical analysis and simulations using various
channel correlation models have confirmed the validity of the
half-wavelength assumption in environments with rich scatter-
ing [21]. Additionally, eavesdropping threats were investigated
using testbeds with IEEE 802.11 PHY protocol [22]. The
results showed that, in environments with strong multipath
propagation, eavesdroppers’ channels exhibit minimal corre-
lation with those of legitimate users.

Since z,, and z;, follow a Gaussian distribution, the
mutual information I(z,, ; 2, ) is calculated using the differ-
ential entropy of Gaussian random variables. Thus, we define
R,, = E{z,,z} and R;, = E{zbkzﬁ} as the covariance
matrices of z,, and z,,, respectively. Besides, we define
Ra,b, = B{zq,2{ } and Ry,a, = E{z, 2/} as the cross-
covariance matrices of z,, and zy, .

When the channels of different UEs become independent,
we substitute z,, in (11) and 2z, in (8) to the covariance and
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cross-covariance matrices and calculate them as

R, = P (3. Ru) Pr+52P{IPy,

Rbk = (Zk/ Pg) Ry (Zk’ Pk’) + 8ZIN,7
Rakbk = PkHRk (Zk’ Pk/) ,
]~:{bka;c = (Zk/ Pg) RkPk.

According to the differential entropy of Gaussian random
variables [20], the KR of the k-th UE is expressed as

I, = I(zak;zbk) = h’(zak) + h(zbk) - h(zawzbk)

= —log, ( ) (13)

By substituting (12) to (13), we derive the KR in terms of
{P}.}, which is shown in (14) at the top of the next page. The
KR is affected by precoding matrices {Pj}. Next, we will
discuss the design of {P} to ensure that interference from
other UEs does not influence the KR. Besides, the KR depends
on the CCMs {Ry} in (4) and this information is utilized in
precoding design. The method for estimating the CCM of the
near-field channel is provided in [23].

12)

-1
ay

In, — Rayo, Rb_kl Ry R

IV. PRECODING DESIGN FOR INTERFERENCE MITIGATION
AND UNCORRELATED SUBCHANNELS EXTRACTION

The multi-user PLKG scheme reduces the pilot overhead by
allowing K UEs to simultaneously probe hy in the downlink
while the BS concurrently probes hy, in the uplink, resulting
in interference between the UEs. To address this, the design of
the k-th precoding matrix P should minimize the interference
from other UEs to the KR of the k-th UE in (14). Besides,
since the dimension of the near-field channel hy, is IV, both the
BS and the k-th UE can probe hy, to obtain a measurement of
dimension N for generating secret keys. However, as noted in
[8], there is a spatial correlation between channel coefficients
from antennas of the ELAA. Thus, the P, should also reduce
the correlation between measurements. Next, we apply the
SVD and EVD methods to design P}, for interference mitiga-
tion and to convert the channels into uncorrelated subchannels.
With this precoding design, the analytical expression for the
KR in (14) is simplified, enabling further optimization of Py,
to enhance the KR.

Note that the precoding design process, which involves
EVD and SVD operations as well as key rate optimization,
is executed solely at the BS, which possesses sufficient com-
putational resources. On the user side, the procedure remains
lightweight, involving only LS channel estimation.

A. Precoding Design to Mitigate Interference

The near-field channels propagate from the k-UE to the BS
through paths with specific angles and distances. Due to the
different coordinates of the UEs, the angle and distance ranges
of paths differ for each UE. The CCM of the k-th UEs Ry in
(4) can be decomposed to a channel subspace of rank n; < N
to capture the spatial correlation of hy, caused by the specific
range of angles and distances. Therefore, we can find a matrix

L, with rank (N — ng) such that Ry Ly = 0. The Ly, is
referred to as the null space of Ry. If the precoding matrix of
the k-th UE Py, aligns with the null space of the CCM of the
k’-th UE, we have
R, Py =0, for k' # k. (15)
Based on (15), interference between UEs can be mitigated.
In near-field scenarios, each user’s channel exhibits a richer
spatial structure due to variations in both angles and distances.
This spatial diversity reduces the overlap between the sub-
spaces of their CCMs. Consequently, it becomes feasible to
design precoding matrices that align with the subspace of the
intended user’s channel while simultaneously residing in the
null space of the CCMs of unintended users, thereby mini-
mizing interference to other users. In far-field environments,
the proposed method remains applicable if users experience
paths with distinct angles, resulting in non-overlapping CCM
subspaces.
1) Performing SVD on CCMs of Other UEs to Find Null
Space: Based on [24], we apply the block diagonalization
method to find the null space of Ry for k' # k. We define the

aggregated CCM as By = [Ry;...;Ri_1;Rp41;5.. s RK] €
CNE-1XN Based on SVD, By, is transferred as
TR o] iy ~
B, = U, [0’6 0} v v (16)

where U, is a N(K — 1) x N(K — 1) unitary matrix,
Ay is a 7 X ri diagonal matrix with non-negative singular
values, V(" € €V and V(¥ € CN*Px contains vectors
corresponding to the non-zero and zero singular values, re-
spectively. D = N — 1y, is the dimension of the null space.
V,(CO) constitutes an orthogonal basis for the null space of By.

2) Align the Precoding Matrix with the Null Space: When
we acquire Vlio) from (16), the precoding matrix Py can
be constructed as [P.,0x], where P, € CVN*Pr is the
effective precoding matrix of the k-th UE, and O is a zero
matrix of size N x (Ns— Dy,). Specifically, P, j consists of the
first Dy, columns of Py, and is designed as P, , = \Nf,(vo)Wk to
ensure its alignment with the null space of the CCMs of other
UEs. Here, V,(CO) serves to mitigate inter-user interference,
while W, € CP+*P* further refines the precoding to extract
uncorrelated subchannels. The design of Wy, will be discussed
in detail in Section IV-B.

Based on the precoding structure P, j, = \Nf,io)Wk, the re-
quirement in (15) can be satisfied. The k-th UE selects the first
D, dimensions of the measurements for key generation. As a
result, the covariance and cross-covariance matrices in (12) can
be rewritten using the reduced Djy-dimensional observations
instead of the full NV -dimensional ones. Consequently, the KR
in (13) can be simplified as

~ -1
I = _1Og2 (‘IDk - ngRkPe,k (ngRkP&k + UI%IDk)

~ —1
x PHRyP. (P RLP,  + 2P, P, ) D (17)
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. (;INS ppm (3P ) (X,
x (PkH (Zk Rk,) P+ agpfpkfl ‘)

Py (3, Pe) <o)

x (Zk Pk,) R,.PH

(14)

Furthermore, we express the KR in terms of Wy, as

PR —1
I, = —log, <’1Dk — WIR, Wy, (W R, Wi, + 6210, )

~ -1
X Wthka (W,?thWk + O’inWk) ’), (18)

where Ry € CP#*Pr represents the covariance matrix of
channels after applying V,(CO), which is given by

Ry = v&O)HRk{}]&O). (19)

Since the dimension of subchannels for the k-th UE is Dy,
the symbol length N, must satisfy N, > maxy{Dy} to ensure
that both the k-th UE and the BS can extract D;, subchannels
during downlink and uplink channel probing, respectively. In
particular, since each UE has a single antenna, the downlink
packet length L must satisfy L > N, > max{Dy} to enable
the k-th UE to obtain a measurement of length N, and extract
Dy, subchannels.

B. Precoding Design to Extract Uncorrelated Subchannels

Given Ry in (19), the KR in (18) depends on Wy. Since
there exists spatial correlation, Wy, is applied to convert
channels to uncorrelated subchannels. The KR with respect
to Wy in (18) is non-convex due to the presence of matrix
inverses and determinants, which is challenging to optimise.
To simplify the KR, we gradually decompose Ry, and Wy.

1) Obtaining the Channel Correlation Matrix and Channel
Eigenvalue Matrix: Ry in (19) consists of the channel
correlation matrix and channel eigenvalue matrix. To find these
two matrices, we do the EVD to Ry as

Ry = RUZRY? = Uy A UL, (20)

where Rfk/z = A}LQZU}% Apg = diag([)\hk 1y-- >\hk Dk]) €
CPr>Drk js the channel eigenvalue matrix, where )\hk j is the
channel eigenvalue of the j-th subchannel, Z 1 Ak =
Py Dy and Py is the channel variance of the k: th UE.
Uy, € CPxxDPx g the channel correlation matrix, where the
j-th column describes the direction of the j-th subchannel.
2) Obtaining the Spatial Decorrelation Matrix and Eigen-
value Normalization Matrix: As shown in (18), we can design
‘W, to control WHthWk to increase the KR. Since Ry

can be decomposed as R;LQQRH/ % in (20), we have

WHR, W, = (RIPWOTREPW,) = GEG, 1)

where G, = Rth/ W, € CPx*Dk is 3 new matrix variable
optimized to increase the KR. Since Ry, is decomposed to
Uy and Apg in (20), we decompose W, as

Wi = (RI/%)71G, = UpA,, /Gy (22)

We design the Uy to mitigate the spatial correlation to
acquire uncorrelated subchannels. We use the A;kl /2 to nor-
malize the channel eigenvalues. We can control the direction
and power for estimating subchannels through Gy.

3) Obtaining the Direction Control Matrix and Power Al-
location Matrix: To allocate transmit power and direct the
transmit power toward specific spatial directions to estimate
subchannels, we resort to the following singular value decom-
position to convert Gy, as

G = ViAUY, (23)
where V), € CP+*Pr U, € CP+*Pr and Ay, € CP#*Drk,
Substituting (23) to (22), we further decompose W, as

Wi = (R TIWVALUT = UpiA, PV A UL (24)

After applying the spatial decorrelation matrix Uy and
eigenvalue normalization matrix A,:kl /2 to channels, V; and
Uy, controls the signal direction to estimate D), subchannels

while Ay, = diag ([\/Ak,1,---,1/Ak,D,]) controls the power

allocated on each direction. Ay ; is the transmit power allo-
cated to estimate the j-th subchannel of the k-th UE.
When Wy, is decomposed as (24), we have

WHR, W), = U A, VIV AU QU A2UR. (25)

Equation (a) holds because Vy is unitary, i.e., Vk Vi =1Ip,.
Also, based on (24), we have

WkHWk = UkAkaHA;lekAkUkH. (26)
Substituting (25) and (26) into (18), the KR is simplified as

-1
I = —log, (\IDk - UARUf (UAZUY + 571, )
—1

U,AZUH

UL AU + 52U A VA, VAL U D

Guyap

27)

According to interference mitigation matrix {7(0) in (16)
and subchannel extraction matrix W in (24), the effective
precoding matrix P, ; = V( )Wk can be derived from

P.i = VOW, = VOULA,L VAU (28)
C. Optimizing the Direction Control Matrix to Estimate Sub-
channels to Increase the Key Rate

It is still hard to directly optimize the KR in (27) since

it is affected by three matrix variables Vi, Uy and Ag.
Besides, Ay affects the G, ,, of the KR in (27), which
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means A influences the noise covariance matrix at the BS.
This makes it hard to decouple the V, Uy, and Ay and
separately optimize them to increase the KR. Therefore, we
approximate the analytical expression of the KR in (27). The
approximate expression can be separately optimized in terms
of the direction control matrices V; and Uj and power
allocation matrix Ay. We first optimize the Vi and Uy to
increase the KR. The optimisation for Ay is elaborated in
Section V and VI.

1) Deriving the Approximation Expression of the Key Rate:
Since the uplink precoding is applied after LS estimation,
it alters the noise covariance matrix at the BS, which in
turn affects the KR. We next analyze how this transformation
impacts the noise structure and the resulting KR expression.
The BS measures the near-field channel in the uplink as z, as
in Eq. (10), with the noise covariance matrix given by R,, , =
721y. The Py, is then applied to the measurement, yielding
Zg, = PkH Z,. Since the subchannel dimension for the k-th UE
is Dy, we extract the first Dy, entries of z,, as the effective
measurement vector, denoted as z,, . = Pf xZa- Accordingly,
the P, modifies the noise vector as Pfkﬁa, leading to a
noise covariance matrix observed at the BS after precoding
Gha, = PER, Pey = Esz’kPe,k.. After applying the
SVD to P ;, as in Eq. (28), the KR expression in Eq. (27) can
be simplified, where G, ., = G2UpAL VI A, ' VA UL
Therefore, the power allocation matrix Ay affects the noise
covariance matrix at the BS after precoding. Consequently,
the matrices Uy, Ay, and Vi appear in a coupled form
inside matrix inverse operations, making the KR expression
analytically intractable.

To simplify the KR in Eq. (27), we design the uplink
precoding matrix as

P.i=VOU, (29)

which effectively mitigates interference and extracts uncorre-
lated channel components. Notably, the simplified precoding
matrix P, ; used in the uplink channel probing phase does
not include the direction control matrices Vi, Uy, or the
power allocation matrix Ay, due to an approximation in the
objective function. These matrices, however, are incorporated
in the downlink probing phase to optimize the KR.

To facilitate the key rate approximation, we compare the
channel measurements obtained using the simplified uplink
precoding matrix P, ; with those obtained using P ;. With
P. ;. the effective uplink measurement at the BS is given by

Za,.c = Py + P Zk,# hy +PHn,, (30)

and the corresponding downlink measurement at the UE is
2y, = Pl hy + Zk/# PHohy + 6y, (3D

By replacing P, ; with P, j, in the uplink probing phase, the
resulting approximate measurement becomes
Zo, =P+ PL Y e +PHn. ()

Combining Eq. (28) and Eq. (29), we obtain P, ;, = P, 1, X,
where X = A} /*V, A, UL,

Based on the above analysis, we have z,, . = XH'zvak
which is a function of z,, without adding any new noise
or randomness. In addition, both z,, and z;, . are noisy
observations of the same channel hy. Therefore, once z,,
is known, 2z, . and z,, . become conditionally independent,
which establishes the Markov chain zy, . — 24, — Zq,,,e [15].

Based on Theorem 2 in [15], the data-processing inequality
can be used to find the approximation of the KR, given by

Ck = I(Eak;zbk,e) > I(zak,e;zbk,e) = I. (33)

The approximation of the KR I(z,, ; 2z, ) is always greater
than the KR in Eq. (27).

To calculate the KR, the covariance matrices of uplink and
downlink measurements z,, , zp, . can be derived from

R,, = P RiPy + 0P Py
= UL R, Uy, + 6208 Uy = Apy +021p,,
Ry, = Uy AZUY 1 G21),
Rakbk = Pﬁ{kRkPk = UththVV,C = A;LkaAkUkH,
ﬁbkak = PngPu,k = UkAkV,fA;f, (34)

), (33)

which is further expanded at the top of the next page in (36).

2) Optimizing the Direction Control Matrix to Increase the
Key Rate: According to Woodbury matrix identity, i.e. (I +
UV) ! =1-UI+ VU)'V, we simplified (36) to (37),
which is shown at the top of the next page. Since Uy does
not affect the Cj, we set it as Ip,. Since Vy, is variable,
maximizing the KR in (38) can be simplified by minimizing
the second item C ; which is expanded in (40). According
to Corollary 1 in [25], the direction control matrix Vy is set
as the Ip, to minimize the Cy .

When U, = Ip, and V;, = Ip,, P, in (28) can be
further derived as

P, = {/](CO)W]C = ‘Nf}(gO)Uhk A;klmAk,
—_—
Uk

We find that the V;, = Ip, and U, = Ip, means the
BS does not change the direction of the signal to estimate
the subchannels and will optimize the KR. This agrees with
intuition since Uy decorrelates the channels and the phase
change induced by Uy, and V, will bring correlation between
subchannels. In (39), all other matrices are constants, while
AL = diag([,/)\kﬂ,...,\/)\k’Dk ) serves as a variable
matrix that can be further optimized in the next step.

Once we obtain P, ;, from (39), it can be seen that P, j is
determined by \Nflg,o), Uk, A;kl / 2, and Ajg. Specifically, \7,(60)
mitigates inter-user interference, Uy, decorrelates spatially
correlated channels to extract uncorrelated subchannels, A}_Lk1 /2
normalizes the channel eigenvalues, and A controls the power
allocation across different spatial directions.

It is worth emphasizing that this precoding structure is
fundamentally different from conventional ZF-based designs
aimed at minimizing channel estimation error or maximizing

Based on (34), C}, is given by

Cp, = —log, (‘ka — Raun Ry ' Ropa, Ry

(23

(39)

Ask
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e + 551D

Cy = log, on - v (36)

ShIp, + A} (IDk VkAkUkHU%(G%UkAkV{ijAkUk + IDk) UkAkV}j)Ahk ‘

o, + 5 A
= log, - ML — 37
St + (Vi V] +1p,) |
(l a L -1

= log, (’IDk oR M ) ~ log, (’QP AL+ <O—§VkAkAkV,f +1p,) D = Cyp— Co. (38)

channel capacity. While both approaches suppress interference,
our scheme is specifically tailored to maximize the sum
KR under the key generation framework. In particular, the
decorrelation and normalization steps transform the spatially
correlated channel into a set of uncorrelated subchannels. The
subsequent power allocation further improves the sum KR.
This security-oriented design distinguishes our method from
conventional precoding strategies that focus on communication
performance.

Once we obtain P, ; from (39), we can discuss its practical
implementation in a real system where the BS is connected
to an ELAA. In (39), the j-th column of Uy, = V,({O)Uh;c €
CN*DPr js a normalized beamforming vector w1y, ; that controls
the phases of the signal at each antenna element for the j-
th symbol. By aligning the U, with the eigenvectors of the
channel and the null space of other UEs, Uy ensures that
the signal is directed along the optimal directions to estimate
subchannels while minimizes interference from other UEs. To
control the power for estimating subchannels, the j-th diagonal
element of Ay, = A;]:/QAk € CP»*Dx in (39), denoted as
a,;j, manages the power allocation across different antennas
by adjusting the magnitude of the elements in the beamforming
vector uy ; = ay Uy ;. Since the BS applies precoding for all
K UEs simultaneously, ), uy ; is the combined beamforming
vector for j-th symbol in an uplink/downlink packet.

Since Vj, =1Ip,, the KR in (38) can be simplified as

Dy, ~_2~—2
o, 0 )\hk ‘)\k i
Ck — 10g <1+ — a b - 5] 5] .
; 2 oy 2)\k,j+0a2/\hk,]‘+1

(41)

For clarity of expression, we normalize A ; by zp; =
Mej/Ank - {k,;} are a set of power allocation variables to
be optimized. Thus, the KR in (41) can be simplified as

Ti,j/Ma ki /M k5

Dy,
Cr=" log, (1+ kg /1, ) 42)
* ; 52 ( Thj /Mg + 1/ Mak; +1 (

2
where mg 1 ; = m and myp 1 ; = L/\} . The j-th sub-

function of CY in (42) represents the KR achlevable by the BS
and the k-th UE through estimation of the j-th subchannel.
Thus, optimizing Aj to increase the KR is equivalent to
optimizing a set of scalar variables {xzy ;}.

Ay, should let {P. ;,} meet the requirement that the transmit
power at the BS is not greater than P,. Based on (39), the

transmit power at the BS Y, ||P.x||% can be expanded as

S Pl =Y (PP =3
ki K D,
- Zk 1 Z] 1 )\hkk] Zkzl Zj:l Tk,j-

Substltutmg (43) to the sum power constraint
Zk 1 |IPekll3 < P,, the constraint can be reformulated as:

S IPerlE =30 S <P

D. Summary

(43)

(44)

In this section, P is decomposed in (39) to mitigate
interference and convert channels into uncorrelated subchan-
nels. Consequently, the KR of the k-th UE is simplified
in (42) which is determined by {xj;}. xj; controls the
transmit power allocated to the j-the subchannel of the k-
th UE. Considering the sum power constraint for {xj ;} in
(44), we will develop two power allocation algorithms to
further increase the KR. In Section V, we optimize {zj ;}
for maximizing the sum KR of K UEs. In Section VI, we
optimize {z ;} to solve the problem of the KR fairness.

V. POWER ALLOCATION FOR SUBCHANNELS TO
MAXIMIZE THE SUM KEY RATE

To maximize the sum KR of K UEs, we optimize the power
allocation variables {zy, ;} for the subchannels, where the KR
of the k-th UE C}, is simplified as shown in (42). The transmit
power P, that is distributed among the K UEs adheres to
the sum power constraint in (44). Therefore, the optimization
problem (P1) is formulated as follows:

K
max

> s O
Th,15-->Tk, Dy, k=1
K Dy
S.t. E g x
k=1 j=1 k

We obtain the optimal xj, ; from (P1) and calculate A\ ; =
Tk, jA\nk,j- Once we substitute Ay ; to Ay, the P.; can be
obtained from (39).

(P1)

i <P, x; >0. (45)

A. Water-Filling Algorithm for Power Allocation

The (P1) can be solved by the Lagrange multiplier method.
According to [20], when the objective function is concave over
a convex set, the solution obtained from the Lagrange multi-
plier method can achieve the global maximum. First of all, we

Tr (A7 A7)
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Qp, M

= log, <’QP Ay

02’]6 = 10g2 <’

L
(O'g VkAk;AkV]gI + IDk) + IDk

L L
) +log, (‘ (?VkAkAka +1Dk) + UAth ~log, (‘UQAkAk Y Ip,
b b

L
) ~log, (‘2VkAkAkV,f 4 Ip,
QF,

)

) ;o (40)

a

discuss whether the objective function of (P1), f = Zszl Ch,
is concave. The second-order partial derivatives of f are given
at the top of the next page.

Based on (46), the second-order partial derivatives of f
are 8‘9 2f - < 0, which indicates the Np = Z w1 Dy sub-
functlons are concave. By the Karush-Kuhn-Tucker (KKT)
conditions, the solution of (P1) can be obtained by the water-
filling algorithm [26]. Given the water-filling level p, the KKT
conditions are given by

P a> = Oa

af K Dy
G b <Zk_1 Do Thi
i <Py wy 2 0. 47)

Yo
x
=1 Lajm1 " P

Based on the first-order partial derivative of f, we express zy,
in terms of w in (48), which is glven at the top of the next
page. By substituting zj, ; to ZkK 1 Z * Tk, = P, a water-
filling algorithm in [27] can be apphed to find the Lagrange
multiplier p. Based on p, the xj, ; can be derived from (48).

B. Deep Learning-based Power Allocation

The water-filling algorithm provides optimal power alloca-
tion variables for (P1). However, it relies on the bisection
method to search for the Lagrange multiplier x under the
power constraint, which requires many iterations. A closed-
form solution for y in terms of P, is not available. In contrast,
without needing iterative optimization, a deep neural network
can directly predict the Lagrange multiplier p. The computa-
tionally intensive training is performed offline, enabling fast
and efficient inference during the online stage.

Previous studies, such as [28] and [27], have applied un-
supervised deep learning for power allocation by learning the
relationship between input parameters and power allocation
variables, with the loss function defined as the sum KR.
However, the number of neurons in the output layer grows
linearly with the number of power allocation variables. We find
that the power allocation variables {z ;} have a closed-form
expression in terms of u. By directly learning the relationship
between the {z ;} and p, we can reduce the complexity of the
neural network. Given mg  ; and myp 1 j, this allows {z ;}
to be computed directly from the predicted p in (48).

We introduce a supervised feedforward neural network
(FNN) to learn the relationship between P, and p, which
we refer to as a key generation Lagrange multiplier network
(KGLM-Net). Given pu, the transmit power allocated for the
Jj-th subchannel of the k-th UE x; ; can be derived in (48).
Subsequently, the precoding matrices can be obtained from
(24), which is given by Wy, = UjiA;,/* Ay, where Ay =

diag([\/)‘k,lv\/)‘k,27~-~m/)\k,Dk]) and )‘kyj = )\hwzk,j.

Once Wy, is acquired, P, ; can be derived from (39).

1) Network Structure: As illustrated in Fig. 3, the KGLM-
Net constitutes three types of layers, i.e., input, hidden
and output layers. The information flow is from the input
neuron, through the hidden neuron and to the output neu-
ron. The Levenberg-Marquardt optimizer is used for training
feedforward neural networks [29]. According to Levenberg-
Marquardt optimization, weight and bias values are updated to
minimize the objective function, i.e. mean square error (MSE)
to fit a neural network [30].

2) Data Generation: To train the proposed KGLM-Net,
we construct a dataset consisting of sample pairs (P, u)
generated via the water-filling algorithm described in [27].
Each transmit power P, is uniformly sampled from the interval
[Pmin, Pmax)» and the corresponding Lagrange multiplier p is
computed by solving problem (P1) using the water-filling solu-
tion. A total of Tp = 200 samples are generated and randomly
split into 140 training samples, 30 validation samples, and 30
test samples.

3) Data Preprocessing: To facilitate efficient and stable
training, both input and output values are normalized to the
range [0, 1]. Specifically, the i-th transmit power sample P, (i)
is normalized as

. Pa(i) — min{ Py (5)}
P, (i) = , : = (49)
"0 el P G - min{ R3]
where 57 € 1,...,Tp. Besides, the i-th sample of the Lagrange

multiplier x(4) is normalized as

() — minfu(i))
O = ()] — min ()}

4) Training and Inference: During the training phase,
KGLM-Net updates its parameters through supervised learn-
ing, aiming to minimize the MSE, which is given by

Loss = —Z

where N, is the number of training samples, i, is the value
calculated in the n-th training, and ., is the actual Lagrange
multiplier. The training is finished when MSE on the validation
set does not show improvement over 6 epochs or iteration
epochs reach the maximum 1000.

In the online inference phase, the BS feeds input transmit
power into the KGLM-Net to obtain the Lagrange multiplier
ft. Given 1, the power allocation variables {x}, ;} are obtained
according to (48). Accordingly, P. j can be derived from (39).

(50)

VI. POWER ALLOCATION FOR SUBCHANNEL TO ENSURE
KEY-RATE FAIRNESS

In Section V, we focus on optimising {x ;} to maximize
the sum KR, derive Ay and use it to construct the precoding
matrix P, ;. in (39). However, if a UE is located too far from
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Fig. 3. KGLM-Net.

the BS in a near-field multi-user system, its channel quality
deteriorates. As a result, more transmit power is allocated to
UEs with better channel conditions, sacrificing the KR of the
distant UE in order to maximize the sum KR. In this section,
we will address KR fairness by increasing the minimum KR
among the K UEs as much as possible, a problem known as
minimum-KR maximization.

Under total power constraint, we optimize the power al-
location variables {zj ;} to increase the minimum KR. The
optimization problem (P2) is formulated as follows:

(P2) max mkin Cy

{zk,5}
s.t. Zk 12 k<

A. CVX-based Power Allocation

To solve the structure of the max-min in the objective
function, we introduce a slack variable ¢, which is constrained
to be smaller than or equal to each KR C. The optimization
problem (P2) can then be reformulated as follows:

(P3) max t
Tk, j

st. Cy >t,Co >t,. ..,

K Dy
2t 2

As discussed in Section V, the KR C}, in (42) is concave.
Thus, the (P3) can be solved by the convex optimization
toolbox CVX [31], which is a Matlab-based modelling system
for convex optimization. Since it is based on an iterative
optimization algorithm, it is computationally complex. This
raises the question of whether a closed-form solution exists
between the transmit power P, and the power allocation
variables {z ;} in the minimum-KR maximization problem.

, Tpy > 0. (52)

CKZta

Ty < Py, x5 >0, (53)

B. Water Filling Algorithm for Power Allocation

The CVX-based power allocation method based on iterative
optimization algorithms optimizes (P3) to find the optimal

power allocation variables {z ;}. To reduce computational
complexity, we will explore whether there is a closed-form so-
lution of {z;} in terms of P,, simplifying the search process
for {x, ;}. First, we introduce the Lagrange multipliers yj, and
transfer (P3) to KKT conditions for obtaining optimal {z_;}.
Second, to derive the analytical expressions for determining
the optimal {x, ;} in terms of iz, we approximate the KR in
the high-power case. We derive the analytical expression for
1y as a function of ¢. Third, we use the bisection algorithm to
search t. If ¢ is obtained, the optimal {z} ;} can be obtained
using the analytical expressions.

1) Lagrange Multiplier Method: As analyzed in Section V,
the objective function C of the (P3) is concave. As noted
in [26], the Lagrange multiplier method can be applied to
find the optimal {z ;} in terms of pj and ¢. We derive the
corresponding KKT conditions as

aC}

gkd(l‘k’j) - 8:ck : = Hks Ck = tv (54)
sJ
K Dy,
H <Zk_1 ijl Thog Pa) =0, (55)
K Dy,
Zk:1 Zj:l x; < Po, x5 > 0. (56)

As shown in (54), when the power allocation is optimal,
gk1(Tk1) = Gk (Tk i) = Gk.p,(Th,p,) = pk, which
means the increasing rates of the transmit power assigned
to the j-th channel are the same for the k-th UE [26]. The
condition (54) implies that the KRs of all UEs are equal when
(P3) reaches its optimal solution, which is noted in [26].

Since there are log functions and fractions in C} in (42),
the KKT conditions cannot be directly transferred to find the
analytical expression of {xy, ;} in terms of 4, and the ¢. Thus,
we approximate the KR C in the high-power case.

2) High—Power Case‘ If the transmit power at the UE P,
is high, mg ; = m tends to be zeros. The objective
function Cy, in (42) can be approximated by

D
Crh=>_ :1 log, (1 +

Lk,j )
Ma k,jTk,j + Mbk,j + Ma ki k. j

~ 30 s, ( “ ) . (57
Mo, k,j
The first-order derivative of (57) is given by
ORy, 1
j i) = = = - 58
Ir,j(Tr5) 0zr; N2 (Mg + ny) p- (58)
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Algorithm 1 Bisection Algorithm

Input: Pav tmazs tmins Dk’ mp k,j, €
Output: .

1: Set t = (tmin + tmaz)/2s

2: Calculate x ; according to (61);

3: repeat

4 if Y 7% @k < P, then
5: tmin = 1;

6: else

7: tmax = t;

8: end if

9:  Set t = (tmin + tmaz)/2;

10:  Calculate xy ; according to (61);
11: until |E?:1 ijl xp — Pal < e

Based on (54), we get the xy, ; in a function of i, as
1
~ In2uy

Substituting (57) and (59) into (54), we get the relationship
between p and ¢, which is given by

Tk,j — Mp,k,j- (59)

pr=|(In2x2 Dk . (60)
Substituting (59) and (60) to (56), we have
Zkzl Zj:l 2 K — My, = Pa.  (61)

3) Bisection Method: Based on (61), we design a bisection
algorithm to find the ¢, given in Algorithm 1. Once the
variable ¢ is calculated from Algorithm 1, we obtain gy
from ¢ based on (60). Accordingly, we get optimal =z ;
from py based on (59). Compared to the CVX toolbox, the
bisection algorithm relieves the computational complexity by
only searching the slack variable t.

C. Deep Learning-based Power Allocation

The water-filling algorithm uses the bisection algorithm to
search ¢ so that the y, can be derived from ¢ in (60) and {xy, ; }
from py in (59). Compared to the CVX-based algorithm, the
water-filling algorithm reduces the complexity since it only
requires the search of f. However, the bisection algorithm
still needs to search t to find the optimal power allocation
variables when a total transmit power P, is provided. To
reduce computational complexity, we propose leveraging a
FNN to learn the mapping between the transmit power P, and
the parameter ¢, enabling the direct prediction of the optimal
allocation variables {x_;} based on the analytical expressions
in (60) and (59).

1) Network Structure: We introduce the FNN to learn the
relationship between the transmit power P, and the slack
variable ¢. The FNN architecture consists of a single input
representing P,, one hidden layer with 20 neurons, and one
output neuron representing .

2) Date Generation: To train the FNN, we generate 200
pairs of transmit power P, (i) and corresponding slack variable
t(i) by solving problem (P3) using the CVX toolbox. The
dataset is randomly divided into 140 samples for training, 30
for testing, and 30 for validation.

3) Date Preprocessing: The normalization of the ¢-th trans-
mit power sample P, (i) follows the same procedure as in (49).
The ¢-th slack variable is normalized as
max{t(j)} — min{¢(j)}

4) Training and Inference: In the offline training, the loss
function is defined as MSE. The training stops either when
the validation MSE fails to improve for 6 epochs or when a
maximum of 1000 epochs is reached.

During the online inference phase, the trained FNN predicts
the slack variable ¢ given the input transmit power. Therefore,
Wy is derived from ¢ as shown in equation (60). Accordingly,
once [ is obtained, xj ; is determined by equation (59).
The equations based on (60) and (59) are based on the
approximation approach employed in high-power regimes of
P,. If P, is not sufficiently large, the CVX-based power
allocation method in Sec. VI-A can be used.

(62)

VII. NUMERICAL RESULTS

This section presents numerical results that demonstrate the
efficiency of the proposed near-field key generation schemes.

A. Simulation Setup

The BS is positioned along the x-axis, with its reference
antenna located at (0, 0). The antennas are spaced at a distance
of d that is equal to half of the wavelength, i.e., d = A/2. There
are four UEs and the k-th UE, k € {1,2,3,4}, is situated at

coordinate (rbk sin(p, ), b, A/ 1 — sin (¢, ) |, where 7, is

the distance from the k-th UE to the reference antenna and
.1 is the angle between the k-th BS-UE link and y-axis. The
carrier frequency is set as f. = 3.5 GHz. The noise powers
are set to 03 = 02 = 02 = —114 dBm [32].

The channel gain is set as (5, 1 ~ CN (0, ap, 1), where ay, ;
is the distance-dependent path-loss effect. The path-loss effect
from the k-the UE to the BS over the [-th path is oy, ; =

e

oo 7’—; ", where €y, = 3.5 is the path-loss exponent and

ap = —30 dB denotes the path-loss effect at 7o = 1 m [33].

B. Considered Algorithms

The comparison and proposed algorithms for sum-KR max-
imization are as follows:

1) Equal Power Allocation (EPA): This scheme equally
divides P, to {x ;}. Thus, we calculate xy ; as xj ; =
P,/Np, where Np = ), Dj. Futhermore, we have
Ak,j = Ank,jPa/Np, where Xi ; is the j-th diagonal
element of Aj. Given Ay, P, j in (39) can be obtained.
The KR of the k-th UE I, is calculated in (17).

2) Water Filling-based Power Allocation (WFPA): To
maximize the sum KR, {z ;} is optimized from (P1).
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In Section V-A, the closed-form expression of {xy ;} is
derived in terms of y in (48). The water-filling algorithm
is applied to find p, as shown in Algorithm 1 in [27].
Based on P, ; in (39), I}, is calculated from (17).

3) FNN-based Power Allocation (FNNPA): A supervised
FNN is trained to learn the relationship between p and
P,, which is described in Section V-B. The dataset of
samples is collected from the WFPA scheme. When
FNN predicts p from a P,, {z ;} can be derived from
(48). Based on {zy ;}, P is designed in (39) and I}
is calculated in (17).

The proposed algorithms for KR fairness are as follows:

1) CVX-based Power Allocation for KR Fairness (CVX-
PAKF): Considering KR fairness in near-field scenarios,
the BS applies the power allocation method to maximize
the minimum KR in Section VI-A. Since the objective
function is concave, the (P3) is solved by the CVX
toolbox to find the optimal {xj ;}. Based on P, Ij
is calculated from (17).

2) Water Filling-based Power Allocation for KR Fair-
ness (WFPAKF): By introducing a slack variable ¢ and
Lagrange multipliers {uy}, the (P3) considering KR
fairness is reformulated to a water-filling problem in
Section VI-B. To simplify the KR, it is approximated in
(57) when P is high. Therefore, x, ; is obtained from
i in (59). Based on (60), the Lagrange multiplier py,
is determined by ¢. A bisection algorithm in Algorithm
1 is proposed to find ¢. Based on ¢, the upper bound on
the KR is calculated from (57).

3) FNN-based Power Allocation for KR Fairness (FN-
NPAKF): A FNN is designed to learn the relationship
between t and P, in high-power case, described in
Section VI-C. The dataset of samples is collected from
the CVXPAKEF scheme. Once ¢ is predicted by the FNN
given the P,, the {x ;} are determined in terms of py,
from (59), and puy, is expressed in terms of ¢ as shown
in (60). Based on {z} ;}, P is designed in (39) and
I, is calculated in (17).

C. Results of FNN

We evaluate the training and test performance of the pro-
posed FNN.

Figure 4 plots the MSE between the target and predicted
Lagrange multipliers on the training and validation sets versus
the number of training epochs under different numbers of UEs
(K = 2,4,6,8). The training process is terminated based on
an early stopping criterion: if the MSE on the validation set
does not improve for 6 consecutive epochs, training is halted
to prevent overfitting. The steadily decreasing MSE curves
indicate that the training process converges effectively.

To evaluate the model performance, we take the case of 4
UEs as an example. As shown in Fig. 5, the data points from
both the training and test sets lie closely along the ideal line
1t = p, indicating a strong consistency between the predicted
and target Lagrange multipliers. To quantitatively assess the
consistency between the predicted and target Lagrange mul-
tipliers, we compute the Pearson correlation coefficients for
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Fig. 4. MSE versus training epochs.
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Fig. 5. (a) {1 versus p on training data (140 samples). (b) i versus y on test
data (30 samples).

both the training and test sets. The results are 0.999998 for
the training set and 0.999992 for the test set, confirming that
the FNN can effectively predict the Lagrange multiplier.

D. Results of KR

We evaluated the KR against transmit power, the number of
antennas, the distances, and the angles.

Figure 6 shows the sum KR of 4 UEs versus transmit power
P,. As the transmit power P, increases, the channel estimation
errors are reduced, resulting in an increase in the sum KR. In
near-field propagation environments where UEs share different
angles v, and distances with respect to the reference antenna
Tp,, our proposed precoding method in Section IV enables
UEs to generate secret keys with the BS simultaneously.
The WFPA scheme outperforms the EPA scheme since the
WFPA scheme allocates more power to those subchannels with
better channel quality. The FNNPA scheme almost matches the
WFPA scheme, which indicates the proposed FNN learned the
relationship between the transmit power P, and p. Based on
, power allocation variables {x, ;} can be derive from (48).
Additionally, the EPA scheme converges to the WFPA and
the FNNPA schemes as P, increases. At high transmit power
levels, the optimal power allocation tends to become equal
power allocation.

Figure 6 also shows the sum KR of 4UEs versus transmit
power P, considering KR fairness, namely improving the min-
imum KR in near-field scenarios. In the CVXPAKF scheme,
the sum KR is smaller than that of the WFPA scheme because
the power allocation based on maximizing the minimum KR
sacrifices the KRs of nearby UEs to enhance the KRs of distant
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Yy, = 0.5 radian, 1y, = 1 radian, and ), = —1 radian).

users. The WFPAKF scheme nearly matches the CVXPAKF
scheme when P, is low and gradually deviates as P, increases.
At low P,, P, is relatively high, and the KR can be approxi-
mated by (57). Moreover, the WFPAKF scheme uses a simple
bisection search algorithm, which reduces the complexity
compared to the CVXPAKF scheme. The FNNPAKF scheme
closely matches the performance of the CVXPAKF scheme,
indicating that the proposed FNN accurately predicts the ¢
based on the input P,. Under the optimal power allocation
for key rate fairness, the four UEs achieve the same key rate,
each equal to the predicted ¢. Once ¢ is obtained, the variables
p and xy ; can be computed using equations (60) and (59),
respectively. By substituting the predicted x, ; into the original
KR expression, the resulting KR can be evaluated. At P, = 15
dBm, the relative error between the FNNPAKF (Appro) and
CVXPAKEF schemes is 3.06%, while the average relative error
across all considered power levels is 2.28%. When P, < 5
dBm, the KR values of both schemes are nearly identical, since
the value of P, remains sufficiently large, ensuring the validity
of the approximation. As P, increases, the error introduced
by the approximation becomes more significant due to the
growing term my i ; Tk, ; in the denominator in equation (57),
resulting in a visible deviation between the two curves.

Figure 7 illustrates the predicted power allocation variables
as a function of the transmit power P,. For subchannels
indexed by 270, 121, and 1, the average relative errors across
different P, values are 8.6%, 3.4%, and 5.2%, respectively.
The prediction aligns more closely with the target values when
P, is small and P, is large, as a higher power P, causes
Mgk, to approach zero, thereby improving the approximation.
However, as P, increases, the allocated power xj ; becomes
larger, making the term m,, 1, ;2 ; in the denominator of equa-
tion (57) increasingly significant. This degrades the accuracy
of the approximation used in the prediction.

In Fig. 8, we study the sum KR of 4 UEs versus the number
of antennas IV at the BS. Increasing /N improves the resolution
of angles and distances, aiding in distinguishing UEs. As
a result, more near-field channels that do not overlap with
those of other UEs become available, leading to an increase
in the sum KR. Additionally, the length of the downlink
packets scales linearly with Ny = maxg{Dy}, where Dy, is
the maximum number of subchannels for the K UEs. As N

. A .
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Fig. 7. Predicted zy ; versus transmit power (P, = 20 dBm, N = 256,
Ty, =20 m, rp, =40 m, 1, = 80 m, rp, = 100 m, ¥, = —0.5 radian,
Yy, = 0.5 radian, 1)y, = 1 radian, and +p, = —1 radian).
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Fig. 8. Sum key rate versus the number of antennas (P, = 5 dBm, P, = 20
dBm, 7, =20 m, rp, = 40 m, rp, = 80 m, 75, = 100 m, ¢y, = —0.5
radian, vp, = 0.5 radian, ¢y, = 1 radian, and v, = —1 radian).

increases, Dy, also increases because more antennas allow the
BS to use SVD to identify additional spatial dimensions for
the k-th UE to extract more subchannels. Thus, increasing
N improves channel estimation accuracy, leading to a higher
sum KR. The WFPA and the FNNPA schemes outperform the
EPA scheme with equal power allocation. As for KR fairness,
the WFPAKF scheme nearly matches the CVXPAKF and the
FNNPAKF schemes when P, = 5 dBm and P, = 20 dBm,
which validates the effectiveness of Algorithm 1.

Figure 9 shows the KR I, of the fourth UE as its distance
from the BS increases. The fourth UE is selected for this
analysis because it is the farthest from the BS in previous
figures. We set the fourth UE to share the same angle as
the first UE, with 1, = 1, = —0.5 radian. By varying
the distance of the fourth UE from near to far, we evaluate
whether the KR fairness algorithms improve the KR for UEs
with poorer channel quality. When the first UE is located with
the distance 7, = 10 m, the distance of the fourth UE is
defined as 7, = (rp, + Ar) m, where Ar m represents the
change in distance relative to 7p, m. The I initially increases,
reaches a peak, and then decreases. Despite the poorer channel
quality at greater distances for the fourth UE, the increased
distance between the first and fourth UEs allows the BS to find
additional spatial dimensions for extracting more subchannels.
Thus, the I, increases and then decreases as the effect from
channel quality dominates when 7, is large. In far-field key
generation [12], if another UE shares the same angle with
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the fourth UE but is located closer to the BS, the distance
dimension can not be utilized for key generation, even when a
larger number of antennas is employed to distinguish between
the angles of the two UEs. Moreover, the KR of the CVXPAKF
is initially lower than that of the WFPA and the FNNPA
schemes and then becomes greater than theirs. This occurs
because when the fourth UE is close to the BS, it is a stronger
UE among the four UEs, so its KR is sacrificed for the weaker
UE. However, when the fourth UE is far from the BS, it
becomes the weaker UE, the proposed algorithms considering
KR fairness allocate more power to the fourth UE.

Figure 10 investigates the KR of the fourth UE I, versus
the angles. The distances of the first UE and the fourth UE
are set the same as 75, = 71, = 20 m. The angle of the
fourth UE is defined as vy, = (¢3, + At)) radian, where A
radian represents the variation of angle relative to the first
UE. The dimension of the angles can be leveraged for the
design of precoding matrices based on EVD and SVD when
two UEs have the same distances with respect to the reference
antenna. As the angles between these two UEs increase, the
KR of the WFPA and FNNPA schemes increases and gradually
stabilizes. This is due to the greater separation in angles, which
enables the BS to identify more spatial dimensions for the
fourth UE, allowing it to exploit additional subchannels for key
generation. However, when the difference in angles becomes
sufficiently large, near-field channels of the first and the fourth
UE are uncorrelated, resulting in no further improvement in
KR. In terms of KR fairness, the KR of the CVXPAKF exceeds
that of the WFPA and the FNNPA schemes and then becomes
lower than theirs. When the angle difference between the
fourth and first UEs is small, the fourth UE is considered
weaker due to the limited spatial dimensions available for
extracting subchannels. Consequently, the proposed algorithms
for KR fairness allocate more power to this weaker UE. As
the angle difference increases, the fourth UE becomes stronger
since its distance from the BS is shorter compared to the
second and third UEs. Consequently, its transmit power may
be reduced to benefit UEs with poorer channel quality.

VIII. CONCLUSION

This paper studied the multi-user PLKG in near-field prop-
agation scenarios. We designed a precoding scheme based on
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Fig. 10. The key rate of the fourth UE versus the angles (P, = 5 dBm,
Pb =5 dBm, N = 256, Ty, = 20 m, Thy = 40 m, Thy = 80 m, Thy = 20
m, v, = —0.5 radian, v, = 0.5 radian, and v, = 1 radian).

EVD and SVD methods and exploited the spatial dimensions
of distances and angles in near-field scenarios to enable
multi-user PLKG. We derived an analytical expression for
the KR. Since the KR is non-convex, we approximated it
and used EVD and SVD to convert precoding matrices into
power allocation variables. To maximize the sum KR, we
applied the Lagrange multiplier method to derive an analytical
expression for the power allocation variables in terms of the
Lagrange multiplier. Additionally, we designed a supervised
FNN to learn the relationship between transmit power and
the Lagrange multiplier. This approach allowed us to shift
complex computations to offline training, thereby reducing the
computational complexity during online inference. To address
KR fairness, we employed the CXV toolbox to solve the opti-
mization problem to improve the minimum KR. Moreover, we
used the FNN to output power allocation variables specifically
for KR fairness in high-power scenarios. Numerical results
confirmed that even when two UEs share the same angles, the
distance dimension in near-field scenarios can be effectively
utilized for multi-user PLKG.
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