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Abstract—In the shift toward the quantum computing era, the
foundational principles of classical cybersecurity, particularly in
the realm of cryptographic algorithms, are facing unprecedented
challenges. This demands comprehensive reevaluation and re-
design of cryptographic infrastructures to withstand quantum
adversarial attacks. With the emergence of the quantum Internet,
a new approach to secure communication is possible, utilizing
quantum properties that have no counterpart in classical systems.
As the quantum Internet facilitates the exchange of quantum
information, data publication protocols become essential in
anonymizing and protecting privacy-sensitive data in quantum
communication networks. This paper proposes two controlled
quantum anonymous communication (QAC) protocols for pub-
lishing classical and quantum information on an Internet server
(IS) with the assistance of a communication service provider. The
first protocol allows for the controlled publication of classical
information without revealing the publisher’s identity such that
an adversary, even with access to all network resources, cannot
trace the publication source—i.e., achieving perfect untraceability.
The second protocol enables anonymous publication of quantum
information on an IS in a controlled and untraceable manner.
These protocols serve as essential building blocks for advancing
the quantum Internet, which has the potential to transform
communication and information exchange methods. We provide a
detailed anonymity analysis of these QAC protocols for data pub-
lication, ensuring that the published symbol or qudit information
remains untraceable to its publisher. Moreover, the performance
analysis in terms of publication error probability, fidelity, and
degree of anonymity in noisy environments demonstrates the
robustness of the protocols against noise and adversarial attacks.

Index Terms—Anonymity, data publication, privacy, quantum
anonymous communication, quantum Internet.

I. INTRODUCTION

ATA PUBLISHING has expanded exponentially with the
proliferation of the Internet. This digital revolution em-
powers individuals, businesses, and organizations to share and
distribute data globally with ease. The Internet’s widespread
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adoption and accessibility democratizes the publication pro-
cess, enabling seamless dissemination of information, foster-
ing collaboration, and facilitating the exchange of ideas like
never before. As Isaac Newton once said, “If I have seen
further, it is by standing on the shoulders of Giants.” This
quote highlights the critical importance of data publishing.
However, it is equally crucial to prioritize security and privacy
in communication networks [1].

Indeed, as data flows continue to grow, the need to balance
accessible data for scientific advancement and individual pri-
vacy becomes more critical. This emphasizes the importance
of developing robust data publication strategies and privacy-
preserving technologies. Data published by an individual often
encompasses privacy-sensitive information, which, if accessed
or misused without consent, can pose severe privacy threats.
Therefore, ensuring privacy while publishing data has become
paramount in our data-driven society. This privacy constraint
is particularly significant in Internet of Things (IoT) applica-
tions, such as intelligent healthcare, smart banking systems,
smart energy and grid systems, and smart cities [2]-[4],
where individual data is integral to daily life. Thus, privacy-
preserving publication protocols are of utmost importance
to prevent unauthorized access and potential misuse of data
while ensuring the freedom and benefits of data sharing are
retained. These protocols enable secure and privacy-preserving
data publishing from publishers to servers. Information is
encrypted, transmitted, and stored securely until recipients
access it on demand [5]. Operating on a pull or subscription
model, these protocols support persistent and asynchronous
communication, akin to accessing websites or really simple
syndication feeds, and facilitate applications beyond real-time
messaging. Although classical privacy-preserving publication
protocols exist [6], [7], they are still vulnerable to adversarial
attacks compromising the user’s identity [8], [9]. The security
provided by these protocols can also be limited for IoT
networks [10].

Quantum technology is poised to transform the way infor-
mation is accessed and exchanged through the current internet,
introducing advancements such as quantum key distribution
(QKD) for unbreakable encryption, secure access to quantum
computing resources, and highly accurate clock synchroniza-
tion [11]-[14]. These features go beyond the limitations of
the classical Internet. The quantum Internet integrates these
innovations to facilitate the secure transmission of both clas-
sical and quantum information using quantum communication
[15]-[18]. Over the years, numerous quantum protocols have
been proposed for secure data transmission and computational
tasks [19]-[23]. These experiments offer substantial enhance-
ments to the security of data publishing processes. However,
individual published data is also considered sensitive, posing
privacy concerns that are a significant barrier to making such
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data widely accessible [24], [25]. Hence, privacy-preserving
techniques are necessary while publishing individual data.

Anonymity in communication networks refers to the state
or condition where the identity of users engaging in com-
munication networks is concealed or kept confidential [26].
It protects user privacy in communication and computational
quantum networks, aiming to ensure anonymity regardless
of the adversary’s computational power [27]. Many quan-
tum anonymity applications in communication, computing,
and sensing networks have been proposed to address diverse
security and privacy concerns [28]-[37]. The foundational
work on quantum anonymous transmission, introduced in
[38], proposed two protocols: quantum anonymous broad-
cast and bipartite anonymous entanglement distribution. This
work relied on the assumption that network participants
have access to perfectly shared Greenberger—Horne—Zeilinger
(GHZ), followed by subsequent anonymous protocols such
as relay-based anonymous communication [39], anonymous
entanglement generation using W -states [40], and anonymous
GHZ state verification [41], [42]. Furthermore, anonymous
versions of the quantum conference key agreement protocol
for multipartite communication were proposed [43], [44].
The integration of QKD within the onion router network
for developing anonymous communication protocols was also
explored in [45]. More recently, the fundamental protocols
for achieving anonymity in quantum networks were pre-
sented in [26]. Despite their contributions, these protocols
lack incorporated control mechanisms to effectively manage
and regulate anonymous communication, and are built on
frameworks that diverge from the requirements of publication-
oriented protocols. Moreover, these protocols often assume
idealized conditions, such as perfect resources and absolute
anonymity, without providing a comprehensive performance
or anonymity analysis under noisy environments, highlighting
critical gaps in their functionality and applicability.

These gaps in existing quantum anonymity protocols be-
come especially critical when considering that anonymity
preservation is often more important than protecting the data
itself in many real-life scenarios. For instance, virtual digital
twin networks (VDTNs) involves sharing detailed information
about digital twins, including vehicle information, driving
habits, and traffic environments [46]. While this data can
enhance traffic management, optimize network performance,
improve decision-making, and identify safety issues, it also
poses significant privacy challenges, such as risks of identity
and location exposure, unauthorized profiling, and data misuse
for malicious purposes. In another scenario, patients share
their data for medical research, fostering collaboration and
advancements in healthcare. This patient-centric approach pro-
motes personalized medicine and informed decision-making,
driving improvements in patient health. However, if the VDTN
or patient data is misused or accessed without authorization,
it can lead to severe consequences, compromising individual
privacy. In such cases, preserving anonymity during data
sharing ensures that the benefits of this shared information
can be harnessed without compromising personal privacy and
security.

In this paper, we propose quantum anonymous publication

(QAP) protocols for classical and quantum information. These
protocols utilize local operations and classical communication
(LOCC) and introduce controlled anonymous communication
in the quantum network. Specifically, the communication
service provider (CSP) controls the implementation of mecha-
nisms that manage and regulate the conditions of anonymous
communication. This control ensures that anonymity is main-
tained securely and systematically by enforcing communica-
tion rules to prevent any inconsistencies or irregularities. The
key contributions of this paper are summarized as follows.

o Controlled QAP for Classical Information: This proto-
col allows a publisher to anonymously publish classical
information on an Internet server (IS) with the help
of a CSP in a controlled manner (see Protocol 1). It
ensures untraceability, meaning the published information
becomes untraceable to its publisher, even if all network
resources are accessible. The protocol initially utilizes a
network-wide multipartite maximally entangled state as
a resource to encode the classical symbol information
with the quantum Fourier transform (QFT) operation and
LOCC for anonymous publication. Then, the CSP collects
all quantum measurement outcomes from network users
and publishes classical symbol information on the IS in
a controlled and untraceable manner.

o Controlled QAP for Quantum Information: This protocol
consists of two subprotocols for anonymously publishing
quantum information on the IS in a controlled and un-
traceable manner (see Protocol 2). The protocol contains
two integrant stages. Initially, it establishes an anonymous
QAP channel between the publisher, the IS, and the
CSP from the preshared network-wide maximal entan-
glement. This QAP channel (i.e., tripartite maximally
entangled state) can be used as a resource to create an
anonymous version of the quantum entanglement with
diverse applications [47]-[50]. Subsequently, anonymous
publication of qudit information on the IS is controlled
by the CSP, facilitated through the QAP protocol for
classical information (Protocol 1).

e QAP Error Probability, Fidelity, and Perfect Anonymity:
To analyze the effect of noise on the QAP protocols, we
evaluate the QAP error probability, fidelity, and degree of
anonymity in noisy quantum networks. For Protocol 1, we
derive publication error probability (PEP) and analyze its
asymptotic behavior in the low-noise regime. The analysis
reveals that Protocol 1 is error-free under shift-type noise
and exhibits a linear PEP asymptote with the noise level
and network size in low-noise regimes of depolarizing
and phase-type noise. For Protocol 2, we derive the QAP
channel fidelity and simulate the QAP fidelity under
depolarizing, shift-type, and phase-type noise. Moreover,
the anonymity analysis demonstrates the noise robustness
of QAP protocols in terms of the degree of anonymity,
highlighting their ability to achieve perfect anonymity for
both symbol and qudit publication, even in noisy network
environments.

The paper is organized as follows. Section II presents
definitions, network and threat models, and system properties.
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Fig. 1. A controlled QAP network: a group of n users (edge servers), the
CSP, and the IS. An incorporated anonymity layer in the publication network
enables any user to publish classical or quantum information without revealing
its identity while the IS stores the published data in its server.

In Sections III and IV, we propose the QAP protocols to
publish classical and quantum information, along with their
untraceability analysis. The QAP protocols in noisy scenarios
are discussed in Section V. Finally, we conclude the paper in
Section VI.

Notation: Quantum states are denoted in Dirac notation
by lowercase letters for single-partite systems (e.g., [¢)) and
bold lowercase letters for multi-partite systems (e.g., |¢)),
respectively. Quantum density operators are represented by
bold uppercase letters (e.g., =). The set of non-negative
integers {0, 1,...,d — 1} is denoted by Z,. Random variables
are displayed in sans serif, upright fonts; their realizations
in serif, italic fonts. For example, a random variable and
its realization are denoted by x and =z, respectively. Random
vectors or sequences and its realization are represented by X
and X, respectively. The probability of the event is denoted

by P{-}.

II. MODELS AND DEFINITIONS

In this section, we delineate quantum states, system models,
and properties involved in the design of publication protocols.

A. Quantum States

A quantum digit or qudit is a d-level quantum system in the
d-dimensional Hilbert space H4 and can be written as a linear
combination (superposition) of its basis states as follows [51]

)= ;) (1)

J€ZLa

where the states |j) form the d-dimensional computational
basis B (d), the amplitudes «; are the complex coefficients
such that the probabilities of measuring the system in the basis
states |j) are given by |c|?, and > ety la;|” = 1. In addition
to the computational basis, the quantum state can be measured
using other basis, such as the Fourier basis. Let F,; be the QFT

operator defined on the d-dimensional computational basis

states:
1 2mjk
Faili o5 oo (ZE) o

k€Zq

where ¢ = v/—1. Specifically, the QFT maps the computational
basis state |j) into the superposition of computational basis
states with coefficients equal to the complex roots of unity.
The d-dimensional quantum state |¢)) in (1) can be written in
the Fourier basis as follows:

) = > cxFalk) 3)

k€Zq

where the basis states F |k) form the d-dimensional Fourier
basis By (d) and the amplitude set cg, ¢1, . .. c4—1 expands the
discrete Fourier transform of the amplitudes «; for the com-
putational basis such that o;; = >, -, exp (:2mjk/d) cr/Vd.
A composite quantum state is separable if it can be written
as a tensor product of the individual subsystem states. In
contrast, a composite quantum state is said to be entangled
if it cannot be written as a tensor product of the individual
subsystem states. The entangled states are essential in quantum
information processing as the states exhibit nonclassical corre-
lations that can be exploited for quantum communication and
computation. The Bell state is one of the most widely encoun-
tered bipartite maximally entangled states. For multipartite
systems, the n-partite d-dimensional GHZ state is known as
the maximally entangled state [52] and can be written as:

1 A\ ®n
ghz) = 7 10 )

J€Za
where ® denotes the tensor product. Measuring any one of the
qudits in the GHZ state collapses the entire composite state to
one of the d qudit states. This GHZ state is a vital resource
in quantum information processing, particularly in quantum
anonymous communication (QAC).

B. Network and Threat Models

A network consists of n users (edge servers), a CSP, and
an IS—denoted by QN (n + 2), as shown in Fig. 1. All of
these parties can perform LOCC. This network is divided into
the following three main entities: i) an anonymous publisher
(Alice) p € A = {1,2,...,n} that can publish classical or
quantum data on the IS; ii) the CSP (Bob) that controls the
communication and manages the resources; and iii) the IS
(Charlie) that stores the publishing data. Connecting with all
users and the IS by a classical authenticated channel, the CSP
establishes quantum communication links over the network
using the (n + 2)-partite d-dimensional GHZ state. There exist
no direct classical links between n users and the IS.

A communication scenario is classified as anonymous if no
identifiable information about communicating users is revealed
before, during, or after communication tasks. In other words,
the level of uncertainty regarding the user identity remains
constant throughout the communication process. The main aim
of adversaries in this communication scenario is to undermine
the anonymity of publishers. The adversaries are classified
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Fig. 2. A controlled QAP protocol for symbol information { € Z4 with GHZ preparation, QFT operations, publication encoding (shift operation), computational
basis measurements, and classical communications. Bob (CSP) controls the publication process with his d-ary sum information f. For simplicity, we set p = n

in the figure.

as single or colluding, each capable of conducting active
and passive attacks. The adversary attempts to achieve attack
objectives include identifying a target (publisher).

C. Properties

Our primary objective in designing quantum protocols over
the network QN (n + 2) is to develop an untraceable and cor-
rect publishing system that enables the user (Alice) p € A to
anonymously publish classical or quantum information on the
IS (Charlie) in a controlled manner of the CSP (Bob) without
disclosing its identity. To achieve this goal, we use the notion
of anonymity as the condition of being unidentifiable within
an anonymity set, which is a group of all conceivable subjects
who could potentially initiate an action [53]. Therefore, in
our problem, the anonymity set is defined as the group of
all honest network users, including the anonymous publisher.
We now formally define the features of quantum publication
protocols, assuming that the GHZ state is preshared.

Definition 1 (Anonymity): A quantum publication protocol
is said to be anonymous if the probability of the event I 4 that
the adversary (Eve) correctly identifies the publisher (Alice)
in the network QN (n + 2) is equal to

Pa=P{Ia} = . ©
Remark 1 (Untraceability): Let Eve have unrestricted access
to all network resources, including quantum resources of all
the (n + 2) network parties. Then, the protocol is said to be
untraceable if the publisher’s identity remains hidden with the
probability 1/n of correctly identifying the publisher, that is,
Py = 1/n. This untraceability property ensures the anonymity
of the protocol, even if the adversary manages to gain access
to all the network resources. Such a property is infeasible in
classical anonymous networks.
Definition 2 (Correctness): Let an anonymous user (pub-
lisher) be able to publish quantum information |¢) € H? or

classical information { € Z, on the IS. A quantum publication
protocol is said to be correct if |1ﬁ> = |¢) or T = T with
probability one, where |¢)) or { is the published quantum or
classical message.

III. CONTROLLED QAP FOR CLASSICAL INFORMATION

We present a quantum protocol for the controlled anony-
mous publication of classical information, assuming only one
publisher at a time. Using the anonymous collision detection
protocol [28], QAP protocols can generally be designed for
multiple publishers.

A. The Protocol

We design a QAP protocol for classical information in the
network QN (n + 2). This protocol allows any user to publish
its classical information { € Z,; anonymously on the IS with
the control of the CSP. To encode the information  on its
qudit, an anonymous publisher p permutes the computational
basis states by applying Xg where the d-dimensional Pauli-
X, i.e.,, X-qudit (or shift) operator X; keeps the essential
property of the Pauli-X gate [0)(1]| + |1)(0| as follows:

Xd:Z\j—l—l mod d)(j| :
J€ZLa
i) = li+1 modd). (6)

Specifically, the publication protocol takes a series of steps as
follows (see Protocol 1 and Fig. 2).

1) Preparation: All the parties in the network QN (n + 2)
including the publisher (Alice,), CSP (Bob), and IS (Charlie)
share the (n + 2)-partite d-dimensional GHZ state—called the
QAP carrier:

9hz) o = % SN s sl @

J€ZLa
where the subscripts A, B, and C denote Alice,, Bob, and
Charlie, respectively.
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2) QFT Operations: All (n + 2) network participants start
the protocol by applying the QFT operation on their respective
qudit states. These unitary operations transform the QAP
carrier |ghz) - to the entangled GHZ-like state as follows
[35]:

p) = F7" 2 |ghz) o
1 2rijw(k
-l X e ()

JE€EZLq k€Z;’+2

1
=== k) (8)
dn+1 ke%l;rz
w(k)=0

where the last equality follows from the fact that

> exp (2T ) o ©)

J€Lq
for any nonzero integer w(k) € Zy and

n+2

w(k)=> k; modd (10)
j=1

denotes the modulo d addition of all the elements in the d-ary
sequence (or vector) k = (kq, k2, ..., knto) € Zg”, called
the d-ary sum of k.

3) Publication Modulation: (Publisher)

Alice,, performs the X-qudit operator Xg on her qudit
to encode the publication information { € Zg4, while other
network parties apply the d-dimensional identity operator I,
on their qudits, i.e., leave the qudit states as they are. The
(n + 2)-partite entangled state |¢) transforms then to

pe) = I$" P @ X5 @ I, @ Iy | )
(11)

where the encoded state |¢.) are in the superposition of all
|k) = |k1kz - - - kpyo) with the d-ary sum equal to w(k) = C.

4) Computational Basis Measurement: All (n + 2) parties
measure their qudits in the computational basis B. (d). The
measurement outcome of Alice;, i € A, is denoted by w; € Zg,
whereas W41 and p,4o denote the measurement outcomes
of Bob and Charlie, respectively. Note that the measurement
outcome sequence p = (K1, M2, - -, hpto) has the d-ary sum
w(p) = {—equal to the value of publication information {—
due to Alice’s shift operation encoding. These (n + 2)-tuple
d-ary outcomes appear randomly with the equal probability
of 1/d"*! due to the basis change from the QFT operations
even for the entangled state between the (n + 2) parties,
which conceals the fact that Alice,, has published the classical
information { € Z, by shifting her qudit state.

5) Classical Communication (Users — CSP): All n users
Alice;c 4 send their measurement outcomes i, ko, - . . , Ly tO
Bob using the classical channel.

Protocol 1 Controlled QAP for classical information

Input: One preshared (n + 2)-partite d-dimensional GHZ state
and classical publication information { eAZd
Output: Classical published information { € Zg
Protocol Participants:
o n users (Alice), CSP (Bob), IS (Charlie)
« Publisher (Alice,,) is the user party p € A

The Protocol:

1) All parties share the entangled state |ghz) 5 -

2) All parties apply the QFT operation on their qudit states.

3) Alice, performs the X-qudit operator X 2 on her qudit to
anonymously publish her classical information { € Zg.

4) All parties measure their qudit states on the computational
basis B. (d).

5) Each Alice;c 4 sends its measurement outcome W; € Zg
to Bob using the classical authenticated channel.

6) Bob calculates

L= (unﬂ +Z“i> mod d
i€ A
and sends this information L € Z, to Charlie where W, 11

denotes Bob’s measurement outcome.
7) Charlie decodes and publishes the classical information

{=pnio+ & modd

where W, 42 denotes Charlie’s measurement outcome.

6) Classical Communication (CSP — IS): Bob then calcu-
lates the d-ary sum

b= (unH - Zm) mod d

icA

12)

of n users’ and his own measurement outcomes and sends
this information I € Z,; to Bob using the classical channel.
Note that Bob holds [ and controls the publication process.
Without this d-ary sum, Charlie cannot recover the classical
information to publish. Bob can abort the protocol if inconsis-
tencies, errors, or discrepancies are detected during protocol
execution, such as when the user deviates from the protocol
execution, fails measurements or performs invalid operations,
or delays the announcement of the measurement outcomes.

7) Anonymous Publication: Finally, Charlie calculates the
sum of his measurement outcome and the information received
from Bob to recover the publication information { of Alice,
(i.e., the d-ary sum of all network measurement outcomes) as
follows:

{=Hnpy2 + {1 modd, (13)

which is the published classical information on Charlie without
revealing the publisher’s identity, i.e., Alice,,.

B. Untraceability

The encoded state |¢p.) in (11) does not depend on the
publisher’s identity (index) p € A, implying the anonymity of
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Fig. 3. A controlled QAP protocol for qudit information with anonymous QAP channel generation and anonymous qudit teleportation. Bob (CSP) controls the
publication process with his d-ary sum information A and Fourier basis outcome 3 in the QAP channel generation and qudit teleportation phases, respectively.

For simplicity, we set p = m in the figure.

Protocol 1. We now present the formal proof of its untraceabil-
ity. Suppose that the QAP protocol for classical information
(Protocol 1) is experiencing intrusion from the adversary (Eve)
in the network QN (n + 2). In the most adversarial scenario,
we consider that Eve possesses access to all quantum resources
of the network parties. In this worst adversarial scenario—
i.e., Eve can access the encoded entire joint quantum state
|be), including n honest users with an equal chance of being
a publisher. Let |¢e), be the (n + 2)-partite encoded state
corresponding to the publisher p € A. To guess the publisher’s
identity, Eve needs to distinguish between the n encoded states
|@e) e 4 by measuring with the set of positive operator-valued
measure (POVM) operators I1;, i € A. Then, the probability
that Eve correctly identifies the publisher (i.e., the event I 4
in Definition 1) is given by

Py=Y P{Ia|p=i}P{p=1i}

€A

% Ztr {IT; |e) (Pel}

i€ A

1

—tr{]g) (o]} =
where tr {-} is the trace operator; the first equality is due to the
law of total probability; the second equality follows from the
uniform a priori probability for publication among the honest
users; the third equality follows from the fact that |¢.), = |¢c)
for all i € A; the fourth equality is due to the completeness
relation of POVM operators; and the last equality follows from
the state normalization. Note from (14) that even under the
most adversarial condition—i.e., complete possession of the

1
—tr
n

Z Hi |¢e><¢e|
€A
1

n

(14)

encoded state—for Eve, the publisher remains untraceable in
Protocol 1. This property is not feasible in classical anonymous
counterparts, underscoring the distinctive advantage of QAC.

IV. CONTROLLED QAP FOR QUANTUM INFORMATION

This section proposes a quantum protocol for the controlled
QAP of quantum information by utilizing LOCC.

A. The Protocol

We now design a QAC protocol for quantum information in
the network QN (n + 2), which allows a publisher p € A to
share its quantum information |t/) € H¢ anonymously on the
IS with the control of the CSP. This protocol first generates
an anonymous entanglement link—called the anonymous QAP
channel—between the publisher, CSP, and IS without reveal-
ing the publisher’s identity. Then, using this tripartite anony-
mous entangled quantum resource, the publisher—controlled
by the CSP—teleports its quantum publication state to the IS.
To remove a phase § € Z, depending on the measurement
outcomes during the QAP channel generation, the anonymous
publisher p shifts the phase of the computational basis states
by applying dee where the d-dimensional Pauli-Z, i.e., Z-
qudit (or phase) operator Z; has the essential property of the
Pauli-Z gate |0)(0] — |1)(1] as follows:

Zo= 3 e (20) il

J€ZLa
1) — exp (:2mj/d) |) -

127y
d

5)
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In addition, the publisher uses the controlled X -qudit (or shift)
operator

Qa=>_ liil®X]:
J€ZLa

lij) — i) |i +j mod d) (16)

to perform the d-dimensional maximally-entangled (Bell) basis
measurement for anonymous qudit teleportation. Specifically,
the publication protocol takes a series of steps as follows (see
Protocol 2 and Fig. 3).

1) Preparation: All the parties in the network QN (n + 2)
including the publisher (Alice,), CSP (Bob), and IS (Charlie)
share three copies (QAP carriers) of the (n + 2)-partite d-
dimensional GHZ state in (7): one GHZ state is for anony-
mous QAP channel generation, while two GHZ states are for
anonymous teleportation of quantum information

[v)p = Z ajli)p

J€ZLq

a7

to publish.

2) Anonymous QAP Channel Generation: The first step
involves anonymously generating a tripartite entanglement link
between Alice,, Bob, and Charlie. All the (n — 1) network
participants except the communicating parties (Alice,, Bob,
and Charlie) over this anonymous QAP channel measure their
qudits on the Fourier basis By (d) and Alice;, 7 € A\ {p},
announce their measurement outcomes to Bob, whereas Alice,,
announces a uniformly random classical symbol from Z,.
These Fourier basis measurements preserve the entangled state
between Alice,, Bob, and Charlie as well as anonymize Alice,
by converting the measurement outcomes of other (n — 1)
entangled network parties to the independent d-ary uniform
variables.

a) QFT Operations: All the (n — 1) network parties except
Alice,, Bob, and Charlie apply the QFT operation on
their qudits and the preshared entangled state |ghz) g,
then transforms to

m) =F7" ' @ I;® I, ® I |ghz) o
1 . n— e .
=75 2 @)™ i anc

J€ZLq
1 <L27Tjw(k:)> .
=L S e (ZEDY 1) ae
d (k,j) €Ly d
(18)

b) Computational Basis Measurement: Now, all the (n — 1)
network parties except Alice,, Bob, and Charlie measure
their qudits on the computational basis B, (d). The mea-
surement outcomes of Alice;, ¢ € A\ {p}, are denoted by
\i € Z4, while Alice, generates a random symbol A, €
Z4. Note that each of the (n — 1)-tuple d-ary sequences
appears at random as the measurement outcome sequence
ANeZltof Nic.a\{p} With the probability of 1/d™~" due
to the QFT operation. This complete randomness hides
the fact that Alice, has generated the random symbol
without measuring her qudit to prepare the QAP channel
with preserving the entangled state between Alice,, Bob,

Protocol 2 Controlled QAP for quantum information
Input: Three preshared (n + 2)-partite d-dimensional GHZ
states and quantum publication information [v) € HE
Output: Quantum published information |¢)) € H¢
Protocol Participants:

e n users (Alice), CSP (Bob), IS (Charlie)

« Publisher (Alice,) is the user party p € A
The Protocol:

1) All parties share three copies of the entangled |ghz) g ./

2) All parties generate a tripartite anonymous entanglement
link (QAP channel) between Alice,,, Bob, and Charlie.

a) All the (n — 1) parties except Alice,, Bob, and Charlie
apply the QFT operation on their qudit states.

b) All the (n — 1) Alice;jc 4\(p} except Alice, measure
their qudit states on the computational basis B, (d),
while Alice, generates a random symbol A, € Zg.

¢) Each Alice;¢c 4 sends its outcome \; € Z4 to Bob using
the classical authenticated channel.

d) Alice,, and Bob perform the Z-qudit operators Z;"

and Zd”‘ on their respective qudits to anonymously
generate a tripartite d-dimensional GHZ state for the
publication of quantum information where

A= Z A; mod d.
i€ A
3) Alice, teleports her qudit |¢)) anonymously to Charlie for
publication. This is done under Bob’s control, without

revealing her identity, using the tripartite anonymous d-

dimensional GHZ state shared by Step 2).

a) Alice, performs the controlled X-qudit operator Qg
on her two qudits: the publication qudit (as a control)
and her member qudit (as a target) of the GHZ state.

b) Alice,, and Bob apply the QFT operation on her
publication qudit and his qudit, respectively.

¢) Alice, and Bob measure both her qudits and his single
qudit in the computational basis B, (d), respectively.

d) Alice, anonymously announces the measurement out-
comes Y1, Y2 € Zq for her publication qudit and GHZ
member qudit to Charlie using Protocol 1.

e) Bob announces his measurement outcome ys € Zg to
Charlie using the classical authenticated channel. Then,
Charlie calculates the d-ary sum w() for the measure-
ment outcome sequence ¥ = (y1,Y2,Y3) € Z5.

f) Charlie applies the Z-qudit operator Z; ) and the
X -qudit operator X ; ¥ on his qudit to correct the tele-
ported state and publishes this quantum information.

and Charlie. Then, the (n + 2)-partite entangled state |77 )
collapses to

1 2miw (N ..
) = 3 o (PN i) e 9
J€Za

¢) Classical Communication (Users — CSP): All the n net-
work users Alice;c 4 send their measurement or random
symbol (Alice,) outcomes A, Ag,...,A, to Bob using
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the classical authenticated channel.
d) Phase-Removal Operation (Publisher and CSP): Now,
Bob calculates the d-ary sum

A= > N mod d.
€A

(20)

Alice, and Bob perform Z()i"’ and Z(;)‘ on their respective
qudits to remove the phase w(N) € Z, depending on the
measurement sequence A of the (n — 1) network users
Alice;c 4\ fp)- Then, the (maximally entangled) tripartite
GHZ state, i.e., the QAP channel is generated (preserved)
anonymously between Alice,, Bob, and Charlie with
concealing the identity of Alice, as follows:

A _3
19hz) \pc = 23" ® Z, *@ Iy |ng)

1
= ﬁ Z |.7]]>ABCa

J€Za

2n

which is anonymous entanglement between Alice,, Bob,
and Charlie for the publication of quantum information.
Note that Bob’s qudit retains maximally entangled in (21)

to control the publication of Alice, on Charlie.
3) Anonymous Qudit Teleportation (Publisher — IS): The
state of the entire anonymous teleportation system is a product

state of the publication state (17) and the tripartite anonymous
GHZ state (21) as follows:

In3) = [¢)p ® |ghz) spc
1 L
= ﬁ Z &%) |ZJJJ>PABC'

1,J€ELq

(22)

a) Publication Modulation (Publisher): Alice,, begins inter-
acting her publication state (control)—the first qudit in
(22)—with her member (target) of the GHZ triplet—the
second qudit in (22)—by applying the controlled X -qudit
operator Q. This controlled operation transforms |n3) to

n4) = Qa® 14 ® Ii|n3)
1 N .
= 7 Z a;li)pli+j modd), [ji)se -
1,JELq

(23)
b) QFT Operations (Publisher and CSP): Alice, performs
QFT on her publication qudit. Bob also applies the QFT
operator on his qudit for the Fourier basis measurement
to control the publication. Then, the entangled state |74)

transforms to

n5) =Fa @13 @0 Fq@ Ig|ny)
{ (LQﬂ'jw(k))
ajexp | =~

< 1P @ Xy |kj>pABc]. (24)

1

- B Z
d (k.j)€EZS
k=(k1,k2,ks)

¢) Computational Basis Measurement (Publisher and CSP):
Now, Alice, makes the computational basis measurement
on both qudits in her possession. Bob also measures
his qudit on the computational basis B. (d). Let ¥ =

(Y1,v2,Y3) € Z3 be the measurement outcome sequence
where v1, v2, and vz denote the measurement outcomes
of qudits P, A, and B in the state (24), respectively. Then,
the state |ns) collapses to

o
ns) = > ajexp (W) X ie. (25

J€ZLq

Note that Bob controls the publication process with his
measurement outcome ys3 in the qudit teleportation phase.

d) Anonymous Announcement (Publisher — IS): Alice,, an-
nounces her measurement outcomes y; and ys anony-
mously to Charlie with two runs of Protocol 1 using two
preshared (n + 2)-partite d-dimensional GHZ states.

e) Classical Communication (CSP — IS): Bob announces
his measurement outcome ys to Charlie using the classi-
cal authenticated channel.

f) Anonymous Publication: Charlie finally corrects the phase
w(y) and the shift yo in his state |n) to reconstruct
the original teleported qudit state |¢)p using the mea-
surement outcomes announced from Alice, and Bob as
follows:

|¢>C — Z;W(T)Xd—‘m |776>

= Z o |i)c

J€EZLq

(26)

which is the published quantum information on Charlie
without revealing the publisher’s identity, i.e., Alice,,.

The controlled QAP protocol for quantum information uti-
lizes three GHZ states, each serving a distinct role in ensur-
ing secure and anonymous data publication. The first GHZ
state establishes a tripartite anonymous entanglement channel
among Alice, Bob, and Charlie, i.e., Step 2), enabling Alice,
to encode her publication qudit using controlled X-qudit
and QFT operations, i.e., Step 3)-a) and Step 3)-b), before
measurement, i.e., Step 3)-c). The remaining two GHZ states
enable the anonymous announcement of her measurement
outcomes, ensuring that the entire process remains untraceable,
i.e., Step 3)-d).

B. Untraceability

Protocol 2 combines two main ingredients: i) anonymous
QAP channel generation and ii) anonymous qudit teleporta-
tion. We now show its untraceable property in both phases
using the same argument in verifying the untraceability of
Protocol 1. In the worst adversarial scenario, we assume again
Eve can access the entire joint quantum states |7;) and |ns)
in the two protocol phases. Note that these two quantum states
do not rely on the publisher’s identity p € A, implying the
anonymity of Protocol 2, i.e., holding the anonymity of both
the QAP channel generation and the qudit teleportation in the
protocol. Let [n1),, and |n5),, be the (n + 2)-partite state and
the tripartite four-qudit state corresponding to the publisher
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(right), respectively.

p € A, respectively. Then, the probability that Eve correctly
identifies the publisher in Protocol 2 is given by

1
Py=— ZP{IA | [mns), = |771175>i}
icA

1
- Ztr {I1,; ® IT5; [mms); (mms|}
€A

— %tr {Z I1y; |771><"71|} tr {Zﬂ5i 775><775}

i€ A i€A

= L (il = - en

where the sets of POVM operators ITy; and Ils;, i € A, are
to perform the measurement on |n;),, and [n5),,, respectively.

V. QAP PROTOCOLS WITH NOISY CARRIERS

In this section, we analyze the QAP performance in a noisy
quantum network.

A. Noisy QAP Carriers

A quantum depolarizing channel is a completely positive
trace-preserving (CPTP) map that transforms a quantum state
into a linear combination of itself and a completely mixed
state. We consider that each qudit of the d-dimensional GHZ
state is subject to the local depolarizing noise as follows:

Np (8)=(1-q) &+ 1L,
where = is a density matrix for the d-dimensional qudit state
and ¢ € [0, 1] denotes a noise parameter such that the quantum
state = is depolarized, i.e., completely lost and evolves into
the completely mixed qudit state I;/d with probability ¢ while
left untouched (no error) with probability 1 —gq. Let U;;, ¢, j €
Zq4, be the Heisenberg—Weyl basis defined by [54]

U = X,Z),.

(28)

(29)

Then, we can describe the isotropic depolarizing noise

Np (E) in the Kraus operator-sum representation:

U, EU!
1) =*4j

Np(B)=(1-q) =+ (30)

1,J€ELq

where § denotes the conjugate transpose; the trace-preserving
property follows from the fact that »; ;- UZ-TJ- U;;j = d’Iy;
and combining all d? anisotropic depolarizing noise maps
U, = UiTj each with probability ¢/d? transforms the quantum
system to the completely mixed state I;/d with depolarizing
probability g. We also consider noisy interactions that general-
ize bit-flip (Pauli-X) and phase-flip (Pauli-Z) qubit noises to
a d-dimensional qudit system. The symbol-shift (or X-qudit)
quantum noise is described as

Nx(B)=(1-qE+ 3D

where the qudit is left untouched with probability 1 — g, while
there is a symbol-shift error with probability ¢. Similarly, the
phase-shift (or Z-qudit) quantum noise is defined as

Nz (E)=(1—-q) E+ Z)EZ]. (32)

a
\
—_

Suppose that the (n + 2)-partite d-dimensional QAP carrier
(GHZ state) is under the noisy environment as follows:

ghz (N) - N®n+2 (‘ghz>gj\/<9hz|)
=3 Y M)

1,J€ELq

0|

(33)

where N € {Np, Nx,Nz}. For the noiseless case (i.., ¢ =
0), we denote it simply as Zgp, = [ghz) - (ghz].
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B. QAP Error Probability

Now, we analyze the PEP P, (\) for Protocol 1 with the
noisy QAP carrier Zgy,, (N):

Paap (N) = 3 P{C# UL = m, Sy (V) } P{L = m}
MmEZLq

(34)

where P{{ = m} = 1/d for equiprobable a priori publication
information. Due to the symmetry of error events, we can
consider { = 0 to calculate the PEP. The decoding of the
publication information is equivalent to measuring the (n + 2)
qudits of the noisy state (33) locally in the Fourier basis and
calculating the d-ary sum w(p) of these measurement out-
comes b € Z;L“—i.e., the decoded publication information
is equal to { = w(p).

The Fourier-basis projection of |i)(j| for i,7,k € Zg is

given by
o 1 27k (i —j
(K i) = oo (2281

where |k); = Fq|k) € By (d) is the kth Fourier-basis state.
Hence, we obtain these projections of the quantum noise map
N on the diagonal |i)(i| and non-diagonal |i)(j| states for
1 # j € Zg as follows:

(Kl N (i) 0] K. = 1/
@uwﬂwmnmg—GNmp(”*“‘”> 37

(35)

(36)

d d
where Lg = (d —1) /d and

1_q, N:ND
Gy =41, N =Ny (38)
1—q/Lg, N =N3z.

Using (33) and (36)—(38), the probability that the measurement
outcome sequence p belongs to the set Z/; 12 (0) of (n + 2)-
tuple d-ary sequences (or vectors) with the zero d-ary sum for
the noisy QAP carrier Sgp,, (N) is given by

d—1)Gy™>

s 39

P € 227 (0) | Ege ()} = 11

Since |Zg+2 (0)| = d™**, we obtain the QAP error probability
under quantum noise A as follows:

anp (N) =1- P{w(p.) = 0|C = 07 Eghz (N)}

— Ly(1- G2 (40)

Note that the error-free robustness—namely, Pya, (Nx) =
0—of the QAP protocol under X-qudit noise Nx is due to
the fact that projecting |¢)(j| in the Fourier basis is equivalent
to projecting its symbol-shift version in the Fourier basis, i.e.,

<k|?Xd|i><j|Xc?1|k>$: (Kl 19) (G K) 5 - 41)

In the low-noise regime (¢ < 1), the QAP error probability
Pyap (N) behaves as

Poap N) =qSo+0(qg)  (¢—0) (42)
where
So = lim PQLW)
q—0 q
Li(n+2), N=Np
= 43
{ n+ 2, N = Nz. (43)

The asymptotic PEP (42) reveals that in a log-log plot, the low-
noise slope of Py, (N) as a function of ¢ is equal to one.
The quantity 1/S; represents the low-noise offset in the PEP
asymptote as ¢ — 0. Specifically, Py, (N) scales linearly
with the phase-shift and depolarizing probability ¢ and the
network size (n + 2) in the low-noise regime. Figs. 4 and 5
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Fig. 6. QAP fidelity Fyap (Np) for Protocol 2 along with the subprotocol QAP channel fidelity Fapc (Mp) and QAP carrier fidelity Fyp, (Np) as a
function of the noise parameter ¢ when n = 4 and d = 3 under depolarizing noise N'p (right). The QAP fidelity Fyap (N p) is also plotted as a function
of the subprotocol fidelity and PEP performance: Fapc (Np) (upper left) and Pqap (Np) of Protocol 1 (anonymous symbol announcement) for y1 or y2
(center left). In addition, we plot the QAP channel fidelity Fapc (MVp) as a function of the QAP carrier fidelity Fy, (Np) (lower left).

show the QAP error probability Py, (A) for Protocol 1 as a
function of the noise parameter ¢ when n = 4 and d = 3 under
depolarizing noise Np, symbol-shift noise Ny, and phase-
shift noise Nz (center). We also depict the PEP Py, (N) at
the noise parameter ¢ = 10~* as a function of the number n
of users when d = 3 (left) and the qudit dimension d when
n = 4 (right) under depolarizing noise A'p (Fig. 4) and phase-
shift noise Nz (Fig. 5), respectively. From these figures, we
ascertain the error-free Py, (Nx) under symbol-shift noise
Nx and the asymptotic PEP linearity in (42) including the
d-independent Py, (Nz) under phase-shift noise Az in the
low-noise regime.

C. QAP Fidelity

Under noise N, the QAP carrier Zgy,, (A) has the fidelity
thz (N) =0 (Eghz (N) ) |ghz>QN)

= (9hz|gpr Egnz (V) [9hz) o ¢

where the fidelity o (Z,7) between two density matrices =
and Y in general is defined by

(44)

2
0(E,T) = [tr{ =Y EH . (45)
After some algebra, we obtain
§(—ala)" "+ LG
F (N) o + Ld (Q/d)n+2 ) b
L4 LaGR?, N =Nz
(46)

As illustrated in Figs. 6 and 7, we simulate the QAP fidelity
Fyap (N) between the publishing qudit [¢)), and the noisy

published state Z¢ (N) for Protocol 2 with the noisy QAP
carrier Sy, (N):

anp (N) = Q(EC (N) 5 |¢>P)
= (Wlp Ec V) [¥)p -
For the subprotocol, the QAP channel fidelity is also given by

Fac (V) = 0(Easc (N),[9hz) s 5¢)
= <th|ABC ZaBc (N) |9hZ>ABC

(47)

(43)

where Eapc (V) denotes the noisy QAP channel gener-
ated by the noisy QAP carrier Zgy, (N). With Fourier-basis
|0) (0| measurements of all parties except Alice,, Bob, and
Charlie on their respective qudits, after some algebra, we
obtain

é+LdGX/+2 — Ly (dd_22)q3

N =N
+3Laq(qLa — 1), b

Fapc (V) = 1—¢3Lg_1/La+3q(g—1), N =Nx
thZ(N)7 N:NZ
(49)

Figs. 6 and 7 show the QAP fidelity F,,, (V') for Protocol 2
as a function of the noise parameter ¢ when n = 4 and d =
3 under depolarizing noise Np, symbol-shift noise Nx, and
phase-shift noise Nz (right). In Fig. 6, the subprotocol QAP
channel fidelity Fapc (N) and QAP carrier fidelity Fyp,, ()
are also depicted to illustrate the effect of depolarizing noise.
In addition, to ascertain the effects of noisy subprotocols, the
QAP Fy.p, (N) is plotted as a function of Fapc (N) (upper
left) and Fy, (N) (lower left) under depolarizing noise Np
(Fig. 6), symbol-shift noise Ny, and phase-shift noise Nz
(Fig. 7), respectively. In Fig. 6, we also plot the Fi,, (Np)
as a function of Py, (Np) of Protocol 1 (anonymous symbol
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announcement) for anonymous y; or y2 announcement (center
left). We can see that the QAP fidelity Fi.p, (N') for Protocol 2
remains robust against the noise until approximately ¢ = 1073,
However, it starts decreasing significantly from around 1072,
showing a sharp decline. Note that the symbol-shift noise Nx
gives the minimum fidelity at ¢ = (d — 1) /d = 2/3 due to the
application of the symbol-shift error with uniform probability.

Note that the core of controlled QAP protocols relies on the
generation and distribution of multipartite high-dimensional
GHZ states. From the analysis above, we can determine the
tolerable noise levels required to maintain robust fidelity,
establishing a benchmark for the minimum fidelity needed in
the preparation and distribution of GHZ states to ensure the
successful implementation of these protocols. The experimen-
tal implementation of these states can be realized using various
quantum system modalities. Photon-based implementations are
particularly relevant since we aim to distribute these states to
remote parties. To realize multipartite entanglement, several
degrees of freedom have been utilized, such as the path degree
of freedom [55], transverse spatial modes like orbital angular
momentum (OAM) [56], time and frequency modes [57], and
their simultaneous use of multiple degrees [58]. Specifically,
OAM modes have been shown to generate a qutrit GHZ
state for tripartite systems with a fidelity of approximately
0.752 and a count rate of 1.2 millihertz (mHz) [56]. While
this experiment is limited in scale, our protocols can also be
adapted to qubit (d = 2) GHZ states, which are more salable.
Notably, 18-qubit GHZ entanglement has been achieved with
a fidelity of 0.708 and a count rate of 55 mHz using multiple
degrees of freedom [58].

D. Degree of Anonymity
Let Pa (N) be the probability of correctly identifying the
publisher in Definition 1 with the noisy QAP carrier Zgy,, (N):

PA(N) = P{L4|Egn. (N)} (50)

1.0

Da (N) =1 (perfect degree)

Lower bound on Da (N)

'0.00

0.03 0.06 0.09

Noise parameter g

Fig. 8. Lower bounds on the degree of anonymity DA (N) for Protocol 1
and Protocol 2 as a function of the noise parameter ¢ when n = 4 and d = 3
under depolarizing A'p, symbol-shift Ay, and phase-shift A’z noise.

which is now used to measure a degree of anonymity achieved
by the QAP protocols. Similar to entropy-based measures
[59], [60], this probabilistic measure specifically quantifies the
uncertainty an adversary (Eve) has in identifying the publisher
in the network QA (n + 2), evaluating the effectiveness of
QAP protocols. Eve assigns probabilities to honest users based
on their observed network activities, with smaller groups more
likely to be suspected as the source of publication. To achieve
the highest degree of anonymity in communication, it is
essential that each user is equally probable to be the publisher.
However, Eve can reduce the level of anonymity by gathering
user information and executing attacks to narrow down the
group of potential publishers. The entropy-based measures
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utilize the overall uncertainty in this probability distribution.
To reflect the uncertainty faced by Eve in correctly identi-
fying the publisher, we transform the probability Pa (N) of
correct identification into the degree of anonymity, defined as:
Dp (N) = —log, Pa (N). (51)
For the noiseless case (¢ = 0), we denote it simply as D =
—log,, Pa. Note that by preserving anonymity (P = 1/n) as
proved in (14) and (27), Protocols 1 and 2 for both classical
and quantum information attain the maximum degree Dy =
1 in a noiseless network. If Eve narrows down a potential
publisher with certainty Py (A) = 1, the anonymity degree
vanishes—i.e., D (N) = 0. To analyze the degree Dy (N)
of anonymity, we use the following inequality [51]:

w{IT(E 1)} <\/1-o(VEVLVIVI)  (52)
that holds for any POVM 11, isometry operation V, and two
density matrices = and Y.

1) Controlled QAP for Classical Information (Protocol 1):
Let =, (N) be the noisy state of the (n + 2)-partite encoded
state |¢e) in Protocol 1 with the noisy QAP carrier Sy, (N).
Then, using (14) and (50), we have

1
Py(N) = - Ztr{HiEe (M)}
icA
1 1
=t {E.V)} = I (53)
1
< [nz (t {H ‘(be < e|}Jr ghz (N)>]
i€A
L. /i 54
E - ghz ( )
where [x]” = min{l,z} is the unit cap of z; the perfect

anonymity (53) follows from the completeness of POVM
operators and the trace-preserving property of noisy maps;
the QAP carrier fidelity Fjp, (NV) is given in (46); and the
inequality follows from (52) and the fact that the QFT Fy
and X-qudit X, are unitary (and hence, isometry). Note that
(53) reveals that the noisy carrier does not deteriorate the
perfect anonymity of Protocol 1, preserving the perfect degree
Dy (N) = 1 with noise robustness. The degree of anonymity
for Protocol 1 is then given by

1

where [z]" = max {0,z} is the positive part of z and the
lower bound corresponds to the minimum degree of anonymity
preserved by Protocol 1, even against any privacy attacks.

2) Controlled QAP for Quantum Information (Protocol 2):
Let =1 (N) and E; (N) be the noisy states of |n;) and |ns)
in Protocol 2 with the noisy QAP carrier Sy, (N), respec-
tively. Using (27) and similar arguments for Protocol 1, the

DA (W) =1 1= R )] " s

probability of correctly identifying the publisher in Protocol 2
under noise N is given by

Py (V) = % ;tr{(ﬂu © ;) (1 (N) ® 55 (N))}
= L (S ()} (s (V) = (56)

< [i—i-\/l—g EN)®E (N)almns>)}
o RV PTG TPeIrG) I

leading to the degree of anonymity for Protocol 2 as follows:

> {—logn (111 +\/1 — Fgny (N) FaBc (N))]Jr

(58)

Da (M) =1

where the QAP channel fidelity Fapc (N) is given in (49).
Again, even under noise N, Protocol 2 achieves the perfect
anonymity with Dp (M) = 1, while its minimum degree
against Eve’s attacks is characterized by the lower bound (58).

Fig. 8 illustrates the lower bounds (minimum degrees) on
the degree of anonymity D (N) for Protocol 1 and Protocol 2
as a function of the noise parameter ¢ when n =4 and d = 3
under depolarizing noise Np, symbol-shift noise ANy, and
phase-shift noise AVz. The noise effect on the minimum degree
of anonymity is similar across all three types, highlighting the
importance of maintaining low noise levels to ensure perfect
anonymity against adversarial attacks. As expected, the QAP
protocol for quantum information (Protocol 2) exhibits more
significant noise vulnerability than Protocol 1 for classical
information in terms of its minimum degree.

VI. CONCLUSION

This paper has introduced the controlled QAC protocols
for publishing both classical and quantum information. By
utilizing high-dimensional multipartite entanglement, the QAP
protocols ensure the anonymity of the publisher and provide
untraceability even in scenarios where adversaries have access
to all network resources, thereby distinguishing these protocols
from classical anonymous networks. We have evaluated the
robustness of the protocols against noise and adversarial
attacks in terms of QAP error probability, fidelity, and degree
of anonymity. This work provides privacy-preserving quantum
protocols to ensure the anonymous publication of classical
and quantum information in the quantum era, significantly
advancing the protection of communication privacy against
the emerging threats of the quantum computing age. There
is considerable potential for advancing QAP protocols. One
promising direction is to optimize these protocols to improve
efficiency and simplify their implementation while maintaining
a significant level of security by leveraging diverse quantum
resources, such as mixed quantum states [61]. Furthermore,
exploring these protocols in device-independent scenarios can
enhance their robustness against imperfections in experimental
setups, ensuring secure and reliable performance.
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