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Abstract—We investigate the secrecy performance of integrated
satellite and terrestrial networks (ISTNs) with the support of
a drone (aka UAV). An optimisation problem is formulated to
maximise the secrecy rate while guaranteeing the quality of
service, including the minimum secrecy rate of the legitimate user,
the minimum data rate of normal users, and power consumption.
A nested-loop algorithm including outer and inner loops is
proposed to convert the initial non-convex problem into multiple
convex problems, which are solved by the Dinkelbach algorithm.
Simulation results prove the efficiency of our methods in terms
of secrecy rate compared to traditional benchmarks.

I. INTRODUCTION

With the increasing demand for global wireless connections,
integrated satellite and terrestrial networkss (ISTNs) have
become an important component of the sixth generation of net-
works (6G) [1]. However, due to their ubiquitous and broadcast
nature, ISTNs are inherently vulnerable to security threats such
as eavesdropping and unauthorised access. Therefore, ensuring
security at the physical layer has become a fundamental chal-
lenge in ISTN design. To enhance the efficiency and flexibility
of ISTNs, drones (aka UAVs) and high altitude platforms
have been used as aerial base stations or relays, forming
UAV-aided ISTNs [2]. UAVs provide on-demand connectivity
with low latency and high-quality connections through line-
of-sight (LoS) communications. In [3], [4], the network la-
tency in satellite and cache-assisted UAV networks is reduced
considerably by solving minimisation problem compared to
traditional satellite networks. Additionally, thanks to their high
flexibility, UAVs can be used in emergency scenarios such as
disasters, rescues, safety missions, and public events to build
or recover networks quickly. In [5], a system model combining
a terrestrial network and a UAV network was proposed to
provide wireless connections in a disaster area with minimum
energy efficiency. Advanced physical layer security (PLS)
techniques, including beamforming, artificial noise injection,
and secure power allocation, have been extensively studied to
improve security performance in ISTNs [6]. Despite these ad-
vancements, many existing approaches fail to optimise security
and quality of service (QoS) requirements simultaneously. In
practical ISTN scenarios, security optimisation must consider
minimum secrecy rate constraints, data rate requirements for
normal users, and power consumption limitations, making the
problem highly complex.

The objective of this paper is to address these challenges
by proposing an efficient optimisation framework for PLS

in ISTNs. Specifically, we consider an ISTN scenario where
an eavesdropper is positioned near a legitimate user, making
secure communication more challenging. To mitigate this
threat, a UAV acting as a movable radio jammer can confuse
eavesdroppers. Then, we formulate an optimisation problem
that aims to maximise the secrecy rate while ensuring QoS
constraints for all users in the network. Due to the initial
non-convex problem, we develop a nested-loop algorithm that
transforms the optimisation problem into convex ones. This
allows for efficient solving using the Dinkelbach algorithm in
inner loops. Through extensive simulations, we demonstrate
that our proposed approach outperforms traditional bench-
marks in enhancing security and maintaining QoS in ISTNs.

II. SYSTEM MODEL

In this paper, we propose a UAV-aided ISTN to enhance
security where one satellite serves many ground users, includ-
ing multiple normal users and one legitimate user, which is
wiretapped by one close eavesdropper. The UAV confuses the
eavesdropper by focusing a beam to transmit artificial noise,
causing high interference received at the eavesdropper. In this
setting, the satellite and the UAV are equipped with arrays
of Ng antennas and Ny antennas, respectively. The set of
normal users which are not wiretapped by the eavesdropper is
represented Ky = {1,...,kn,..., Kn}. The legitimate user
is denoted by kyy, while m represents the eavesdropper.

The three-dimensional (3D) locations of the satellite, the
UAV, and users are denoted by q,,q,,, and g, € R®. We as-
sume a deterministic LoS channel model between the satellite
and each user, which accounts for both free-space path loss
and phase shift.

The channel coefficient between the ¢-th antenna in the
satellite and the k-th user is modeled as follows: h;j; =
)\ce_j%d'i*"/(47rd,;7k), where d; , = ||@;—qy]| is the Euclidean
distance between the i-th satellite antenna and the k-th user.
Stacking the coefficients for all Ng antennas, the channel
vector from the satellite to the k-th UE can be expressed as
hos = [P hog, - hg k] -

The channel gain between the UAV and the k" user is
defined as [7]
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where g, € CNv is the vector of small-scale fading
components for the channel from the UAV and user k; «
denotes path loss exponent; 7°S and 7N°5 represent for the
weighted constants of LoS and non LoS links; additionally,
Prh?g and Prgf“k"s are the probability of LoS and non LoS
links, respectively (Prbf’,f + PTE)L,C"S =1).

The satellite uses a large number of antennas to generate
multiple narrow beams toward legitimate and normal users
in the considered area simultaneously. The combined transmit
signal at the satellite is formulated as

Ts = g Ws knSs,kn +ws,k‘wss,k‘wa (2)
kneEXN

Vsl i /s | and wi, 2
\/mhz,kw /||Ps iy || represent maximum ratio transmis-
sion (MRT) beamforming vectors at the satellite toward normal
user ky and legitimate user kyy, respectively; ps i and ps iy,
are the satellite power allocated to serve users; s, is the
required signal of user k with the assumption of [, x||* = 1.

The transmitted artificial noise at the UAV is expressed as

A
where w,, =

Ly = Gu,kwvu; (3)

where v, = [v1,...,vn,] € CNV is the vector of independent
and identically distributed noises with v; ~ CN(0,1/Ny);
and the beamforming matrix at the UAV can be expressed as

Gk = VBuNul{ Py oy YR /[P, (4)

where (3, is the coefficient to allocate the power of the UAV;
hyryw € CNvu is the channel matrix from the UAV to the
legitimate user while h,, ,, is the channel vector from the
UAV to eavesdropper m which tries to receive signal sg g, .
The design of G, € CMv*NU combines null-space of the
channel to cancel the additional noise from the UAV to the
legitimate user and MRT beamforming to enhance the noise
toward the eavesdropper simultaneously.

The signal-to-interference-plus-noise ratio (SINR) of legiti-
mate user kyy can be expressed as
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In addition, the SINR of eavesdropper m can be stated as

|hs,mws,kw |2

Z |hs,mws,k§\,|2 + ‘hu,mGu,kwqu + O'?n
kNEKN

Tm = . (6)

The achievable secrecy rate of legitimate user ky is the
amount of reliable information the user received in a unit of
time and is defined as

SRy = Bllogy (1 4 Yy ) —loga(1+ym)]*, (D)

where B is the total bandwidth.

III. PROBLEM FORMULATION AND POWER ALLOCATION
A. Problem Formulation

The target is to maximise the secrecy rate of the legitimate
user attacked through controlling the power of the satellite and
the UAV under stringent constraints of maximum power and
minimum rates, which is shown as

}Ijnaﬁx SRicy (8a)
s.t. ZkNeICN Ds.kn + Dsw < Ps, (8b)
HGu,kwqu2 < Py, (8¢)

SRy > SRmin, (8d)

Riy > Riin, VN € Ki (8e)

Py, B, >0, (3f)

where P; and P, is the maximum powers of the satellite
and the UAV; P, are the combination of p,x, and ps , ;
R, in is the minimum data rate required for all users, and
SRmin is the minimum secrecy rate required. In problem (8),
constraints (8b), (8c), and (8f) guarantee the power allocated
at the satellite and the UAV in the feasible ranges. Constraints
(8d) and (8e) ensure the security and the QoS provided to the
legitimate user and normal users.

B. Power Allocation using Approximation Method

Problem (8) is a non-convex problem due to the objective
function (8a). First, we introduce a slack variable (,, . The
initial problem (8) can be rewritten as

p.max  [logy(1+ k) —loga(1/Gry )" )
st logo(1 + vm) <loga(1/Cry ), (9b)
logy (1 + Yy ) = 10go(1/Chy ) = SRiin/B,  (9¢)
(8b), (8c), (8e), (81). (9d)

To solve problem (9), we use a nested-loop algorithm which
consists of outer loops and inner loops. The outer loops are
used for solving problem (9) with variable (j,, while the inner
loops are to optimise variables P, and 3,,. By fixing P, and
3., the outer problem can be given as

IIiaX [logQ(Ckw + wkw (Ckw))]+ (103.)
st. 0<(hy <1, (10b)

where ¥y, (Ck,, ) is defined as a function of (,, in an inner
problem. The inner problem can be formulated as
max

¢k’W(Ckw) £ )
s.t. (9b),(90), (8b), (8¢), (8e), (81).
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To solve outer problem (10), a Bayesian optimisation method,
which is suitable for problems with complex objective func-
tions, is used. The functions ¥, (Ck,,, ) With the user ky are
obtained by solving inner problem (11). To solve the inner
problem (11), we use the Dinkelbach algorithm by adding



a new fractional variable A. The optimisation problem in an
iteration where A is fixed can be expressed as

CkW ‘hs,kw Ws Ly |2

— Cloyy A (Zk . P o Wi iy, |* + o,%w) (12a)
s.t.  (9b), (9¢), (8b), (8c), (8e), (8f). (12b)

max
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The constraint (9b), (9¢), and (8e) can be easily transformed

logy (12— )+ 2 pin
as Ym < 1/Cow — 1 Yo = 2 kw — 1, and
Bmin . .
Yy = 27 B — 1, respectively. By this way, problem (12)
can be converted into a series of linear problems that can be

solved efficiently by CVXPY in Python.

IV. SIMULATION RESULTS

An area of 100 x 100 km? is considered with the location of
the satellite at [50, 50, 780] km and the location of the UAV at
[0,0,1] km. We assume that the altitude of 9 normal users, 1
legitimate user, and 1 eavesdropper equals 0, the eavesdropper
and the legitimate user are located on the x-axis with a distance
of 8 km. The number of antennas on the satellite, the UAV
and users are 128, 64, 1, respectively. The operating carrier
frequency is 2 GHz with the bandwidth of 0.5 MHz and
the noise power density of —174 dBm/Hz. Additionally, the
maximum power of the satellite and the UAV are 20 and 1
watts, while the minimum secrecy rate and normal data rate
is required by 0.1 Mbps.
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Fig. 1. The average convergence capacity of outer loops in 20 iterations under
1000 Monte Carlo simulations.

In the case of the distance between the legitimate user and
the UAV being 10 km (2 km with the eavesdropper), Fig.
1 shows the convergence capacity of outer loops through the
mean secrecy rate of 1000 Monte Carlo simulations. The outer
algorithm converges after 10 iterations where the secrecy rate
reaches the top of 2.47 Mbps. This proves the efficiency of
adding the slack variable (j, to the initial problem (8) to
create a bound for the data rate of the eavesdropper.

To evaluate the performance of our method, we introduce
three conventional benchmarks, including Max-SNR, Random,
and No UAV. Max-SNR focuses on maximise the data rate of
the legitimate user without considering the eavesdropper, while
the power is randomly allocated using Random method. In
addition, No UAV is where secrecy rate is maximised without
the support from the UAV. In Fig. 2, the distance from the
UAV to the legitimate user is in range from 10 to 50 km.
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Fig. 2. The secrecy rate of our method and three conventional methods with
different distances between the UAV and legitimate user-eavesdropper.

Overall, our method outperforms the other in terms of secrecy
rate. In detail, the secrecy rate of our method is 0.966 to 1.3
Mbps higher than the one of Random method, while Max-SNR
and No UAV shows inefficiency in security by low secrecy
rate. Additionally, with the support of the UAV, the security
performance of the network is better than ISTNs without the
UAV. Therefore, in case of eavesdropping, UAV-aided ISTNs
are suitable to be applied to improve the security capacity.

V. CONCLUSIONS

Our proposed nested-loop algorithm has outperformed the
other traditional methods by the highest secrecy rate shown
in simulation results. Therefore, the proposed method has
offered a scalable and computationally efficient solution to
protect wireless transmissions from the eavesdropper, ensuring
reliable and secure communication in ISTNs.
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